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Preface

N TODAY'S BUSINESS ENVIRONMENT, computers are continuing the revolu-

tion started in the 1950s. Size and capacity of the equipment grows on an exponential

curve, with the reduction in cost and size ensuring that organizations take advantage
of this to develop more effective and responsive systems, which allow them to seek to
gain competitive advantage by interfacing more closely with their customers. This sec-
ond edition has been brought up to date with the latest in information technology (IT)
approaches such as cloud computing as well as the latest in standards and regulations.
The section on risk management has been expanded to include varying risk-analysis
techniques available to the IT auditor.

Net technologies such as cloud computing, electronic data interchange (EDI), elec-
tronic funds transfers (EFTs), and e-commerce have fundamentally changed the nature
of businessitself and, as a result, organizations have become more computer dependent.
The radical changes to business are matched only by their impact on society.

It has become impossible for today’s enterprises of any size and in any market sector
to exist without computers to assist with their fundamental business operations. Even
the old adage that “we can always go back to manual operations” is today a fallacy.
The nature of today’s business environment obviates that option. Even the smallest
businesses have found that the advent of personal computers (PCs) with increased capa-
bilities and processing speed, while at the same time reduced pricing and sophisticated
PC software, has revolutionized the concept of what a small business is.

In order for organizations to take full advantage of the new facilities that computers
can offer, it is important that their systems can be controlled and are dependable. They
require that their auditors confirm that this is the case. The modern auditor therefore
requires significantly more knowledge of computers and computer auditing than did
auditors of earlier years.

CONTROLS IN MODERN COMPUTER SYSTEMS

The introduction of the computer has brought fundamental changes to the ways orga-
nizations process data. Computer systems:

Xvii
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Are frequently much more complex than manual systems, the larger systems at
least requiring a number of highly skilled computer technicians to develop and
maintain them.

Process large volumes of data at high speed, and can transmit data effectively and
instantaneously over extreme distances, commonly between continents.

Hold data in electronic form, which, without the appropriate tools and techniques,
is often more complex for the auditor to access than paper records. In addition, mod-
ern systems have reduced the volumes of printed outputs by the incorporation of
online access and online inquiry facilities. Indeed, many modern EDI-type systems
have no paper audit trail whatsoever.

Process data with much less manual intervention than manual systems. In fact
large parts of sophisticated systems now process data with no manual interven-
tion at all. In the past, the main justification for computerization was frequently
to reduce the number of staff required to operate the business. With modern deci-
sion support and integrated systems, this is becoming a reality not at the clerical
level, but at the decision-making and control level. This can have the effect that
the fundamental business controls previously relied upon by the auditor, such as
segregation of duties or management authorization, may no longer be carried out
as previously and must be audited in a different manner. In computer systems, the
user profile of the member of staff as defined within the system’s access rights will
generally control the division of duties while managerial authorities are, in many
cases, built into systems themselves.

Process consistently in accordance with their programs providing the computer
has been programmed correctly and change control is effective.

In large minicomputer and mainframe systems, there is a significant concentration
ofrisk in locating the organization’s information resources in one format, although
not necessarily in one place. Organizations then become totally reliant on their
computer system and must be able to recover from failure or the destruction of their
computer system swiftly and with minimal business disruption.

Are often subject to different legal constraints and burdens of proof than manual
systems.

May operate within a cloud environment within which control over the availabil-
ity, security, and confidentiality of systems and data may be handed over to a third
party and may be subject to laws of a differing country.

These changes brought about by computerization can greatly increase the oppor-

tunity for auditors to deliver a quality service by concentrating the risk and allowing
the auditors to correspondingly concentrate their efforts. For example, harnessing the
power of the computer to analyze large volumes of data in the way the auditor requires
is commonly now the only practical way of analyzing corporate data, and this was not
only impractical but also impossible while data was spread around the organization in
a myriad of forms.

In addition, the use of computer systems with built-in programmed procedures

permit the auditor to adopt a systems approach to auditing in that the controls within
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the computer system process in a more consistent manner than a manual system. In
manual systems the quality of the control procedure can change on a day-by-day basis,
depending on the quality of the staff and their consistency of working. This can result
in the auditor having to undertake a substantial amount of checking of transactions,
to confirm transactions have processed correctly.

Controls within computer systems are commonly classified in two main subdivi-
sions:

1. General controls. The controls governing the environment in which the computer
system is developed, maintained, and operated, and within which the application
controls operate. These controls include the systems-development standards oper-
ated by the organization, the controls that apply to the operation of the computer
installation, and those governing the functioning of systems software. They have
a pervasive effect on all application systems.

2. Application controls. The controls, both manual and computerized, within the
business application to ensure that data is processed completely, accurately, and in
a timely manner. Application controls are typically specific to the business applica-
tion and include:

Input controls such as data validation and batching
Run-to-run controls to check file totals at key stages in processing, and controls
over output

Ultimately, the auditor’s job is to determine if the application systems function as
intended, the integrity, accuracy, and completeness of the data is well controlled, and report
any significant discrepancies. The integrity of the data relies on the adequacy of the appli-
cation controls. However, application controls are totally dependent on the integrity of the
general controls over the environment within which the application is developed and run.

In the past, the auditor has often assumed a considerable degree of reliance on con-
trols around the computer, that is, in the application controls. This is sometimes referred
to as auditing “around” the computer because the auditor concentrates on the input and
output from the computer, rather than what happens in the computer.

This has never been truly justified but has become, over recent years, a lethal
assumption.

With the spread of online and real-time working, and of the increasing capacity of
fixed disks, all of the organization’s data is commonly permanently loaded on the com-
puter system and accessible from a variety of places, with only systems software controls
preventing access to the data. This system is increasing in technical complexity, and the
ability to utilize any implemented weaknesses is also growing.

It is critical that the auditor is assured of the integrity of the computer operational
environment within which the applications systems function. This means that the audi-
tor must become knowledgeable of the facilities provided in key systems software in the
organization being audited.

This book is designed for those who need to gain a practical working knowledge of
the risks and control opportunities within an IT environment, and the auditing of that
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environment. Readers who will find the text particularly useful include professionals
and students within the fields of:

= IT security

= IT audit

* Internal audit

= External audit

* Management information systems
= General business management

Overall, this book contains the information required by anyone who is, or expects
to be, accountable to management for the successful implementation and control of
information systems.

Itisintended that the text within this book forms the foundation for learning experi-
ence, as well as being your reference manual and student text. The emphasisis therefore
on both the principles and techniques as well as the practical implementation through
the use of realistic case studies.

OVERALL FRAMEWORK

Within the book the terms Information Technology (IT) and Information Systems (IS)
are both used because both are in common use to mean virtually identical functions.
The book is split into eight parts, namely:

Part I: IT Audit Process

This part covers the introduction to the technology and auditing involved with the
modern computer systems. It seeks to establish common frames of reference for all IT
students by establishing a baseline of technological understanding as well as an under-
standing of risks, control objectives, and standards, all concepts essential to the audit
function. Internal control concepts and the planning and management of the audit
process in order to obtain the appropriate evidence of the achievement of the control
objectives is explained as is the audit reporting process.

Chapter 1 covers the basics of technology and audit. The chapter is intended to
give readers an understanding of the technology in use in business as well as knowl-
edge of the jargon and its meaning. It covers the components of control within an IT
environment and explains who the main players are and what their role is within this
environment.

Chapter 2 looks at the laws and regulations governing IT audit and the nature and
role of the audit charter. It reviews the varying nature of audit and the demand for audits
as well as the need for control and audit of computer-based IS. The types of audit and
auditor and range of services to be provided are reviewed together with the standards
and codes of ethics of both the Institute of Internal Auditors (ITA) and the standards
specified by the Information Systems Audit and Control Association (ISACA).
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Chapter 3 explores the concepts of materiality and risk within the IT audit function
and contrasts materiality as it is commonly applied to financial statement audit such as
those performed by independent external auditors. In this context, the quality and types
of evidence required to meet the definitions of sufficiency, reliability, and relevancy are
examined. The risks involved in examining evidence to arrive at an audit conclusion are
reviewed as are the need to maintain the independence and objectivity of the auditor
and the auditor’s responsibility for fraud detection in both an IT and non-IT setting. A
variety of differing risk assessment methods is examined.

Chapter 4 explores in detail the ISACA Code of Professional Ethics and the current
ISACA IS Auditing Standards and Guidelines Standards and discusses the IIA Code of
Ethics, Standards for the Professional Practice of Internal Auditing, and Practice Advi-
sories. In addition, standards and guidelines other than the ISACA and IIA models are
explored.

Chapter 5 introduces the concepts of corporate governance with particular attention
to the implications within an IT environment and the impact on IS auditors. Criteria
of Control (COCO), Committee of Sponsoring Organizations of the Treadway Commis-
sion (COSO), King, Sarbanes-Oxley Act of 2002, and other recent legislative impacts
are examined together with the structuring of controls to achieve conformity to these
structures. Control classifications are examined in detail together with both general
and application controls. Particular attention is paid to COBIT (Control Objectives for
Information and Related Technology) from both a structural and relevance perspective.

Chapter 6 introduces the concept of computer risks and exposures and includes the
development of an understanding of the major types of risks faced by the IT function includ-
ing the sources of such risk as well as the causes. It also emphasizes management’s role in
adopting arisk position, which itself necessitates a knowledge of the acceptable management
responses to computer risks. One of the most fundamental influencing factors in IT auditing
is the issue of corporate risk. This chapter examines risk and its nature within the corporate
environment and looks at the internal audit need for the appropriate risk analysis to enable
risk-based auditing as an integrated approach. This includes the effect of computer risks,
the common risk factors, and the elements required to complete a computer risk analysis

Chapter 7 examines the audit planning process at both a strategic and tactical level.
The use of risk-based auditing and risk-assessment methods and standards are covered.
The preliminary evaluation of internal controls via the appropriate information-gath-
ering and control-evaluation techniques as a fundamental component of the audit plan
and the design of the audit plan to achieve a variety of audit scopes is detailed.

Chapter 8 looks at audit management and its resource allocation and prioritization
in the planning and execution of assignments. The management of IS Audit quality
through techniques such as peer reviews and best-practice identification is explored.
The human aspects of management in the forms of career development and career path
planning, performance assessment, counseling, and feedback as well as professional
development through certifications, professional involvement, and training (both inter-
nal and external) are reviewed.

Chapter 9 exposes the fundamental audit evidence process and the gathering of evi-
dence that may be deemed sufficient, reliable, relevant, and useful. Evidence-gathering
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techniques such as observation, inquiry, interviewing, and testing are examined and the
techniques of compliance versus substantive testing are contrasted. The complex area of sta-
tistical and non-statistical sampling techniques and the design and selection of samples and
evaluation of sample results is examined. The essential techniques of computer assisted audit
techniques (CAATs) are covered and a case study using the software provided is detailed.
Chapter 10 covers audit reporting and follow-up. The form and content of an audit
report are detailed and its purpose, structure, content, and style as dictated by the desired
effect on its intended recipient for a variety of types of opinion are considered as well
as the follow-up to determine management’s actions to implement recommendations.

Part Il: Information Technology Governance

This part details the processes involved in planning and managing the IT function and
the management issues faced in a modern IT department. The techniques used by man-
agement and the support tools and frameworks are examined with respect to the need
for control within the processes.

Chapter 11 covers IT project-management, risk management including economic,
social, cultural, and technology risk management as well as software quality-control
management, the management of IT infrastructure, alternative IT architectures and
configuration, and the management of IT delivery (operations) and support (mainte-
nance). Performance measurement and reporting and the IT balanced scorecard are
also covered as are the use of outsourcing, the implementation of IT quality assurance,
and the socio-technical and cultural approach to management.

Chapter 12 examines IT strategic planning and looks at competitive strategies and
business intelligence and their link to corporate strategy. These, in turn, influence the
development of strategic information systems frameworks and applications. Strategic
planning also includes the management of IT human resources, employee policies,
agreements, contracts, segregation of duties within I'T, and the implementation of effec-
tive IT training and education.

Chapter 13 looks at the broader IS/IT management issues including the legal issues
relating to the introduction of I'T to the enterprise; intellectual property issues in cyber-
space: trademarks, copyrights, patents as well as ethical issues; rights to privacy; and
the implementation of effective I'T governance.

Chapter 14 introduces the need for support tools and frameworks such as COBIT: Man-
agement Guidelines, a framework for IT/IS managers and COBIT: Audit’s Use in Support of
the Business Support Cycle. International standards and good practices such as ISOI7799,
IT Infrastructure Library®(ITIL®), privacy standards, COSO, COCO, Cadbury, King, and
Sarbanes-Oxley also play a vital role in ensuring the appropriate governance.

Chapter 15 covers the need for, and use of, techniques such as change control
reviews, operational reviews, and ISO 9000 reviews.

Part Ill: Systems and Infrastructure Lifecycle Management

IT is essential to an organization only in so far as it can effectively assist in the achieve-
ment of the business objectives. This means that the business-application systems need
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to be appropriate to the business needs and meet the objectives of the users in an effec-
tive and efficient manner. Part III explores the manner in which application systems
are planned, acquired externally, or developed internally and ultimately implemented
and maintained. In all cases such systems have an objective of being auditable in addi-
tion to the other unique business objectives. This part also examines the variety of roles
that the auditor could be called on to undertake and the circumstances and controls
appropriate to each.

Chapter 16 covers the IT planning and managing components and includes devel-
oping an understanding of stakeholders and their requirements together with IT stay
planning methods such as system investigation, process integration/reengineering
opportunities, risk evaluation, cost-benefit analysis, risk assessment, object-oriented
systems analysis, and design. Enterprise Resource Planning (ERP) software to facilitate
enterprise applications integration is reviewed.

Chapter 17 covers the areas of information management and usage monitoring.
Measurement criteria such as evaluating service level performance against service-
level agreements, quality of service, availability, response time, security and controls,
processing integrity, and privacy are examined. The analysis, evaluation, and design
information together with data and application architecture are evaluated as tools for
the auditor.

Chapter 18 investigates the development, acquisition, and maintenance of informa-
tion systems through Information Systems’ project management involving the plan-
ning, organization, human resource deployment, project control, monitoring, and
execution of the project plan. The traditional methods for the system development life
cycle (SDLC) (analysis, evaluation, and design of an entity’s SDLC phases and tasks)
are examined, as are alternative approaches for system development such as the use
of software packages, prototyping, business process reengineering, or computer-aided
software engineering (CASE). In addition system maintenance and change-control pro-
cedures for system changes together with tools to assess risk and control issues and to
aid the analysis and evaluation of project characteristics and risks are discussed.

Chapter 19 examines the impact of I'T on the business processes and solutions, busi-
ness process outsourcing (BPO), and applications of e-business issues and trends.

Chapter 20 looks at the software-development-design process itself and covers the
separation of specification and implementation in programming, requirements specifi-
cation methodologies, and technical process design. In addition database creation and
manipulation, principles of good screen and report design, and program language align-
ment are covered.

Chapter 21 looks at the audit and control of purchased packages to introduce readers
to those elements critical to the decision taken to make or buy software. This includes a
knowledge of the systems-development process and an understanding of the user’s role
in training required so that the outsource decision on the factors surrounding it may
be made to best effect.

Chapter 22 looks at the auditor’s role in feasibility studies and conversions. These
are perhaps the most critical areas of systems implementation, and audit involvement
should be compulsory.
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Chapter 23 looks at the audit and development of application-level controls including
input/origination controls, processing control procedures, output controls, application
system documentation, and the appropriate use of audit trails.

Part IV: Information Technology Service Delivery and Support

This part examines the technical infrastructure in a variety of environments and the
influence the infrastructure has on the management and control procedures required
to attain the business objectives. The nature and methodologies of service center man-
agement are exposed for discussion.

Chapter 24 examines the complex area of the IS/IT technical infrastructure (plan-
ning, implementation, and operational practices). IT architecture/standards over
hardware including mainframe, minicomputers, client-servers, routers, switches,
communications, and PCs as well as software including operating systems, utility soft-
ware, and database systems are revealed. Network components including communica-
tions equipment and services rendered to provide networks, network-related hardware,
network-related software, and the use of service providers are covered as are security/
testing and validation, performance monitoring, and evaluation tools and IT control
monitoring and evaluation tools, such as access control systems monitoring and intru-
sion-detection-systems monitoring tools. In addition, the role of managing information
resources and information infrastructure through enterprise management software
and the implementation of service center management and operations standards/guide-
lines within COBIT, ITIL, and ISO 17799 together with the issues and considerations of
service center versus proprietary technical infrastructures are explored.

Chapter 25 introduces the areas of service center management and the mainte-
nance of Information Systems and technical infrastructures. These involve the use of
appropriate tools designed to control the introduction of new and changed products
into the service center environment and include such aspects as security management,
resource/configuration management, and problem and incident management. In addi-
tion, the administration of release and versions of automated systems as well as the
achievement of service-level management through capacity planning and manage-
ment of the distribution of automated systems and contingency/backup and recovery
management are examined.

The key management principles involved in management of operations of the infra-
structure (central and distributed), network management, and risk management are
outlined as are both the need for customer liaison as well as the management of sup-
pliers.

Part V: Protection of Information Assets

This part examines the essential area of IT security in all of its manifestations. The
administration of security focusing on information as an asset is commonly problem-
atic and may frequently be observed as a patchwork of physical and logical security
techniques with little thought to the application and implementation of an integrated
approach designed to lead to the achievement of specific control objectives.
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Chapter 26 looks at the area of information assets security management. This covers
information technology and security basics and the fundamental concepts of IT secu-
rity. The need for securing IT resources and maintaining an adequate policy framework
on IT asset security, the management of IT security, and security training standards are
examined as are the major compliance and assurance issues in IT security.

Chapter 27 covers the critical area of the components of logical IT security. Logical
access control issues and exposures are explored together with access-control software.
The auditing of logical access to ensure the adequate control of logical security risks
using the appropriate logical security features, tools, and procedures is detailed.

Chapter 28 looks at the application of IT security including communications and
network security. The principles of network security, client-server, Internet and web-
based services, and firewall security systems are all detailed together with connectivity
protection resources such as cryptography, digital signatures, digital certificates, and
key management policies. IT security also encompasses the use of intrusion-detection
systems and the proper implementation of mainframe security facilities. Security is
also a critical element in the development of application systems and involves both the
systems development and maintenance processes and database design.

Chapter 29 examines the concepts of physical IT security including physical access
exposures and controls.

Part VI: Business Continuity and Disaster Recovery

In many organizations, the ongoing continuity and availability of an information-pro-
cessing capability is critical to the corporate survival of the entity. This part explores
the need for and techniques utilized in the protection of the information technology
architecture and assets through both disaster recovery planning and the transfer of risk
by utilizing the appropriate insurance profile. The auditor's role in examining corporate
continuity plans is examined in detail.

Chapter 30 introduces the activities required to ensure the protection of the I'T archi-
tecture and assets. These include backup provisions involving business-impact analysis
and business-continuity planning leading to IT disaster recovery planning, obtaining
management support and commitment to the process, plan preparation and documen-
tation, obtaining management approval, and distribution of the plan. In addition, the
testing, maintenance, and revision of the plan together with audit’s role in all of these
activities are investigated.

Chapter 31 looks at insurance and the variety of insurance coverage that can be
obtained. Issues such as the valuation of assets, including equipment, people, informa-
tion processes, and technology, are examined.

Part VII: Advanced IT Auditing

The final part explores the technical auditor’s function and role in auditing specialized
areas such as the audit and control of e-commerce systems, auditing operating systems
atboth micro and mainframe levels, securing systems against outside penetration, and
investigating security breaches.
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Chapter 32 examines the tasks required to establish and optimize the IT audit func-
tions including defining the scope of IP auditing, setting the objectives, staffing, and
training. Measuring the effectiveness of the IT audit and the role of the specialist are
critical in producing an effective IT audit function. It also introduces readers to the
concepts of the paperless society inherent in e-commerce, business-2-business (B2B),
business-2-consumer (B2C), and electronic data interchange (EDI) in general. These
concepts change the internal control structure required in such an environment as well
as changing the sources of what audit and legal evidence is available. The auditor will
be required to implement the correct program to bring the contoured auction in line
with this changing business environment.

Chapter 33 takes the reader through the advanced concepts of auditing within a
UNIX / Linux environment including the major threat categories and control opportu-
nities as well as the use of the appropriate audit tools.

Chapter 34 covers in detail the theory and practice of auditing within a Windows
Vista or Windows 7 environment. This again includes the major control opportunities,
controls to be sought, and audit tools to be used.

Chapter 35 addresses the major risk of computer hackers including definitions of
how hackers gain entrance and the design of the appropriate security hierarchy in order
to effectively manage this critical risk.

Chapter 36 examines the problem of computer fraud and countermeasures to pre-
vent, detect, and alleviate the problems. This includes the effect of the risk of fraud on
the business control objectives, the techniques applicable for determining higher risk,
as well as the impact of computer fraud on an organization. The ability to distinguish
between types of computer fraud, and the nature and effect as well as identification
of likely fraud indicators enables the structuring of an appropriate antifraud security
environment. The auditor must be capable of distinguishing between fraud and forensic
auditing and applying the appropriate techniques. This involves an understanding of
the rules that influence the acceptability of computer evidence as legally acceptable and
binding evidence.

Appendices

Five appendices will be found at the back of the book including the appropriate ethics
and standards for the IT auditor as well as sample audit programs for:

= Application Systems Auditing
* Logical access control

* UNIX/ Linux environments

* Windows Vista and Version 7



Auditor’s Guide to IT Auditing






