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PREFACE

In general, cloud computing describes technologies that allow applications and
data to be hosted on a computer external to a business’s own computing re-
sources and firewall (i.e. a “remote computer”). From a personal perspective,
it means that an individual can have access to convenient solutions for little
or no cost, for example, to host family photos or videos. One of the promises
of cloud computing is the end user doesn’t really need to know how it works,
or where the data resides; it just works, and will be available when you need it,
wherever you need it. This promise has also resulted in profound misunder-
standings of what cloud computing actually involves, and what it means from
a litigation perspective.

Cloud computing services provide computing resources on an as-needed
basis; this is why cloud computing was sometimes referred to as utility computing,
a term that certainly did not have the marketing cachet of cloud computing. Cloud
computing solutions generally require a reasonable periodic service fee and
little additional hardware cost to access a computing solution. The reduction
of costly I'T assets, avoidance of software license costs, and removal of software
maintenance tasks provide an attractive economic model; the end user is
given a turnkey solution supported and maintained by the service provider,
and hosted at a remote location. Cloud computing is enabled by rapid, reliable
Internet and mobile data communications, which means that applications
and data are available “everywhere,” simultaneously, and transparently. The
convenience and financial benefits of cloud solutions are changing business
models fundamentally and have resulted in mass migration of data to the cloud.
Much of this data, of course, would be of interest to parties during criminal
proceedings or civil litigation.

A key issue from a legal perspective is that an investigator or litigant cannot
access data held in the cloud through traditional discovery techniques. Discovery
of data within a cloud computing solution likely falls under the restrictions of
the Electronic Communications Privacy Act of 1986 (ECPA),! and specifically,
Title II of the ECPA, which is called the Stored Communications Act (SCA).2
Under the SCA, third parties that provide communication services or remote
computing services to the public are generally prohibited from releasing the
data; the SCA defines a series of procedures for the government to access

118 U.S.C. §§2510-2522.

218 U.S.C. §§2701-2712, although the term “Stored Communications Act” does not appear anywhere
within the body of the legislation.

xi
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the data. This law, now almost 30 years old, is the primary law that regulates
disclosure of such data. It was written at a time when telephones actually rang,
when e-mail was considered a novel new technology for computer geeks, and
when conversations on portable phones could be intercepted with a standard
FM radio. Today, judges use this law to rule on cases involving data created
and stored by devices that would have been considered magic (or certainly at
least in the realm of science fiction) in 1986.

This book is our attempt to briefly explain the way that data held by a
third-party provider (i.e., in a cloud computing solution) potentially affects
legal proceedings and discovery of electronic information. This work is divided
into three topical sections:

Section One explains the basics of cloud computing technologies, how
data is stored, and (at a high level) the technical aspects of hosted solutions
that can affect production of data. This is intended to be a technical guide for
non-technicians, offering a brief glimpse behind the technological curtain.

Section Two describes the SCA as well as the prior laws that protected techno-
logical communications of the day. This will hopefully provide the reader
with insights into legal concepts that still shape cases today, and the common
themes of privacy issues. We also describe some of the limitations of the current
laws in interpreting modern systems and devices.

Section Three surveys many of the precedent-setting cases involving
interpretation of hosted data and access of such data by litigants or the
government. Many of these cases are still active and may be modified on
appeal. Rapid technological advancements mean that issues may arise that
have not been previously considered by the courts in the current context, and
interpretation in those situations can widely vary.

The issues presented here often walk hand-in-hand with privacy issues.
However, we limit this discussion primarily to litigation settings. Recent
revelations of widespread government surveillance programs are well beyond
the scope of this work. We sincerely hope this book provides practical insight
into the current world of hosted data and its potential impact on legal pro-
ceedings, and wish you the best as you encounter these issues in the future.

James P. Martin
Harry Cendrowski
May 2014
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' Cloud Computing
Definitions
and Technical
Considerations

Christopher Thieda

hand and brought them into a new realm of possibilities. Whether the
purpose is for personal, corporate use, or anything in between, today’s
everyday tech users have been exposed to a multitude of cloud practicali-
ties. Cloud computing applications allow computer users to conveniently rent
access to fully featured applications, to software development and deploy-
ment environments, and to computing infrastructure assets such as network-
accessible data storage and processing. Those that have exposure to common
applications such as Google Apps or Microsoft Office 365 likely already have
experience with cloud computing, even though they may not have realized it.
The term cloud computing has a variety of definitions, mostly because it
has become a powerful marketing term. The National Institute of Standards
and Technology, the federal technology agency that works with industry to
develop and apply technology, offers this definition:

The introduction of cloud computing has taken technology users by the

Cloud computing is a model for enabling convenient, on-demand
network access to a shared pool of configurable computing resources
(e.g., networks, servers, storage, applications, and services) that can
be rapidly provisioned and released with minimal management effort
or service provider interaction.!

Today, technical questions remain that occasional users might not
dare to ask regarding how virtualized models actually operate, where data
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actually resides, or who actually controls access to the data and applications,
but for some users that are financially dependent on or have sensitive data
involved with their cloud solution, those questions should be addressed.
Parties to litigation will also naturally be concerned with the answers to
those questions as well. Of course, there are numerous advantages to cloud
computing from the perspective of the customer. Scalability, cost efficiency,
ease of implementation, and optimal resource allocation are some of the
main benefits that stem from virtualization. Conversely, concerns have
risen concerning cloud practices regarding security, storage location, and
intrusion protection. For parties and their counsel involved in litigation,
cloud computing has increased the complexity of electronic discovery. In
this chapter, we will address the different cloud computing models, the
issues of cloud computing applications, and the legal regulations involv-
ing virtual data capture. Cloud computing is a developing area, and the
strengths, weaknesses, delivery models, and legal implications of its use
are constantly in flux.

Virtualization is the key technology involved in cloud computing. In a
virtual computing model, an organization can obtain the exact hardware and/
or software solutions required, at the exact time it is required, without the
need for a large capital commitment. Virtualization allows hardware and soft-
ware owners to partition their resources and provide the exact quantity of
resources needed to satisfy their customers. This model has existed for a
while, but has been advancing in recent years due to the common availability
of low-cost, high-speed data communications infrastructure.

There are three main service models seen in today’s cloud computing
environments. We will focus on: cloud Infrastructure as a Service (IaaS),
which allows organizations to outsource hardware, cloud Platform as a
Service (PaaS), which allows organizations to outsource operating systems
and web infrastructure, and cloud Software as a Service (SaaS), which al-
lows companies to outsource applications. These layers create the core of
cloud computing. Since they share the commonality as components of the
cloud, each of the three layers accomplish specific tasks and have the capa-
bilities to complement one another in an entirely virtual environment. Iaa$S
is the substitution of virtual solutions for hardware that is commonly used
within a company’s network. PaaS is created for users to be able to build
and implement their own virtual, web-based solutions. SaaS is centered
around supporting users entirely through web-based resources, and it is
the most commonly seen model in today’s cloud market. Every cloud lay-
er provides a differentiation factor versus standard enterprise networking
while providing a broad range of possibilities for users looking to delve into
the world of virtualization. Most consumers will typically contract with
an SaaS vendor to provide a web solution, and may not be aware that the
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infrastructure and platform levels have also, in turn, been outsourced to
other cloud vendors.

laa$S

Cloud computing has provided organizations with the advantage of config-
uring their network based on using resources in the most efficient manner.
Iaa$S is the foundation of the three cloud layers. It is a virtualized avail-
ability of hardware that can substitute for pertinent networking items such
as servers, firewalls, and load balancers. Instead of purchasing a physical
server and firewall with a set amount of data capacity, virtual network solu-
tions are available where storage and computing power is scalable depend-
ing on the organization’s requirements. Virtual machines have also created
a way for users to obtain similar functionality to preexisting hardware
while eliminating data center space and recurring physical support costs
including maintenance, power consumption, and expertise to operate the
hardware. The elimination of overhead costs and flexibility are the main
reasons why companies choose to source their infrastructure through
the cloud.

Although there are many benefits of virtualizing an environment, net-
work administrators must have a thorough knowledge of networking and how
infrastructures should be constructed in order to properly configure their
cloud requirements. Administrators must be well-versed in dealing with differ-
ent virtualized operating systems and interfaces. An example of an important
resource to be familiar with when dealing with a cloud-based infrastructure
is a hypervisor. A hypervisor is software that enables users to monitor and
control servers that are built on hosted environments. Hypervisors are an
extremely useful technology piece to remotely allocate shared resources that
can have a large impact concerning how efficiently data is transferred.

There are two types of hypervisors, depending on how they are imple-
mented. The first is a type-1 hypervisor, which is built directly on the server
platform and communicates with resources designated by the service provider.
The second is a type-2 hypervisor, which is built on a preexisting host operating
system and can interact with associated virtual systems thereafter. A type-1
hypervisor is more commonly used in business practices, as it minimizes any
latency potential and maximizes networking efficiency from its direct source
of interaction with the server. Type-2 hypervisors are still a useful way to
virtually manage servers and can be effective when the operating system is
communicating with input-output style computing processes, similar to
how personal web surfing is conducted. VMware, a popular cloud service
provider, offers both type-1 and type-2 hypervisors with their operating
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systems. VMware’s ESXi is an example of a type-1 hypervisor, whereas their
VMware Server software is a type-2.

It is important to understand hypervisors and how they work, as it could
aid in reducing potential security threats. If an organization is looking to
minimize risk against their virtualized infrastructure, they could implement
an efficient hypervisor strategy to stop any malicious attacks from taking
down their entire network. Hypervisors can be set up by separating virtual
servers with the intention of preventing compromised network channels
from negatively impacting other servers. Instead of an attack on a host
causing a severe security breach for all virtual machines associated with it,
hypervisors can be set up by segregating how information is transferred.
Hypervisors also provide the advantage of transferring data using encrypted
communication methods such as Internet Protocol Security, commonly
referred to as IPsec.

The most significant element concerning cloud computing infrastructure
is that there are differences regarding how cloud networks can be implemented.
This breakdown is categorized into three cloud computing groups: public,
private, or hybrid. Each is distinctively separated in terms of how the software,
firmware, or infrastructure is hosted.

Public Cloud

Public cloud computing provides users with the availability of hosted online
resources through service providers. This is the most common cloud appli-
cation seen in today’s market due to the integration ease for new users and
its convenient bundles that can be purchased according to requirements and
usage. Instead of having hardware on site and needing to constantly create
data center space, public cloud computing is an alternative hosting solution.

Because it is externally hosted, the added benefit of network flexibility also
comes along with vagueness regarding how data is stored and where it resides.
As previously mentioned, public cloud is a service provided and sourced
entirely through a service provider’s infrastructure; the service provider is
providing services to hundreds if not thousands of organizations. Thus, public
cloud solutions are hosted through an infrastructure with a mixture of data
from other entities. In a traditional computing model, organizations operate
with enterprise hardware they actually own and control, and have the benefit
of physically knowing where data is being stored at all times. Cloud users
operate with the hindrance of not having direct physical control over the
hosted network (i.e., the actual hardware) within which their data lies. During
discovery, this limits the ability of investigators to directly access the data
of interest. This transparency limitation can also cause the potential for un-
favorable variances with data security.



