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Preface

Analysts are forecasting that by the year 2020 there will be more than 50 billion connected
things (devices) and the total revenue from the Internet of things (IoT) will easily surpass
$1.5 trillion.

The numbers look phenomenal, but what exactly is IoT? Is it simply things
connected to the Internet? Why do connected things matter?

IoT is much more than things connected to the Internet. IoT is about making dumb
things smarter by giving them the ability to sense, communicate, and respond. We have five
senses—we can see, hear, taste, smell, and touch. Similarly if you add these sensors to things
they can do the same as well. For example, using a camera things can see, using a sound
detector things can hear, and using a speaker things can talk. There are so many other sensors
that things can use to do so much more than us. By connecting these things to the Internet,
they can communicate with us, with other things, and the next frontier where they can use
artificial intelligence to think as well. There are numerous applications of IoT, but here are a
couple of examples to further understand how IoT is being used to improve our lives:

e Awristband with the ability to monitor your vitals. If it finds anything
out of the ordinary, it can alert you and your doctor immediately.

e  Asecurity system that monitors the premises of your house for
any intrusions and alerts you and any security agencies.

What This Book Covers

This book is based on my personal experience of getting started with IoT. It is divided into
two logical sections. The first one teaches the basics of building IoT applications and the
second section follows a project-based approach. At the end of each chapter you will have
a working prototype of an IoT application.

Part 1: Building Blocks
Chapters 1-3 cover the building blocks of IoT:

e  Chapter 1, “Arduino Basics,” introduces the Arduino prototyping
platform, which is used throughout the book.

e  Chapter 2, “Internet Connectivity,” discusses the different options
available for connecting things to the Internet.

e  Chapter 3, “Communication Protocols,” teaches you what
communication protocols are and which ones are available for IoT.

Xix
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Part 2: Prototypes

Chapters 4-12 use the information covered in Part 1 to build prototypes of IoT
applications.

e  Chapter 4, “Complex Flows: Node-RED,” introduces Node-RED,
which is a visual designer that helps reduce the amount of code
required for IoT applications.

e  Chapter 5, “IoT Patterns: Realtime Clients,” talks about
components required for building IoT applications that provide
data to users in real time and shows you how to build an intrusion
detection system as an example.

e  Chapter 6, “IoT Patterns: Remote Control,” discusses components
of IoT applications that can remotely control things, such as a
lighting control system.

e  Chapter 7, “IoT Patterns: On-Demand Clients,” shows you
different components involved in building an on-demand IoT
application. You'll build a smarter parking system in this chapter.

e Chapter 8, “IoT Patterns: Web Apps,” teaches you scenarios where
web clients are preferred and uses a temperature monitoring
system as an example.

e  Chapter9, “IoT Patterns: Location-Aware Devices,” discusses
importance of location-aware devices. You'll develop a livestock
tracking system as an example.

e  Chapter 10, “IoT Patterns: Machine to Human,” talks about
scenarios where human response is needed; you'll build a waste
management system as an example.

e  Chapter 11, “IoT Patterns: Machine to Machine,” discusses
a pattern of IoT that is going to be very popular as things get
smarter. The example is an energy conservation system.

e  Chapter 12, “IoT Platforms,” wraps up the book by introducing
you to IoT platforms that help expedite entry into IoT. The
example in this chapter builds a soil moisture control system.

What You Need for This Book

IoT applications require hardware and software and can span different technologies, so
this book uses quite a few technologies. However, we have tried to keep them as simple
and minimal as possible.
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Required Hardware

Read the complete instructions provided in each chapter because, based on your device,
you may or may not need additional components.

Arduino Uno or Arduino Ydn

Ethernet shield

WiFi (wireless) shield

Breadboard

Jumper cables (male-male, male-female)
Light sensor

Motion sensor (HC-SR501)

LED

2202 resistor

Proximity sensor (Ultrasonic Rangemeter HC-SR04)
Temperature sensor (TMP36)

GPS module (NEO6MV2)

Soil moisture sensor

Software

Arduino IDE
Node-RED

MQTT broker (book uses free and publicly available broker from
Eclipse Foundation)

Android Studio

Xcode/Swift

PHP server

MySQL server

Text editor

Effektif BPM (cloud-based, free account required)
Xively (cloud-based, free account required)

Zapier (cloud-based, free account required)
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PREFACE

To further help you, we have also created a web site at http://codifythings.com
dedicated to the book. The web site contains variations and enhancements to prototypes
developed in this book along with additional prototypes.

Who This Book Is For

This book is for hobbyists and professionals who want to enter the world of IoT.

The material in this book requires some prior knowledge of Arduino or similar
devices and programming experience. We have used basic hardware components
and provided step-by-step instructions for building circuits. We kept the code simple,
readable, and minimal to help newbies understand concepts and develop useable
prototypes. Throughout the book, the code is consistent and, wherever needed, is
explained in detail.
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CHAPTER 1

Arduino Basics

Arduino is an open-source platform that’s composed of very simple and easy-to-use
hardware and software. In a nutshell your Arduino can read sensor data and control
components such as lights, motors, thermostats, and garage doors. It has mainly been
developed for prototyping purposes, so it is a great fit for this IoT beginner’s book.

Learning Objectives

At the end of this chapter, you will be able to:
e  Use Arduino hardware
e  Use the Arduino IDE

e  Write, upload, and execute basic Arduino programs

Hardware Requirements

Arduino comes in various models (also known as boards). Each board has different
specifications. If your board does not come built-in with the features you are looking
for, then you always have an option to add a shield that supports required features.
In the Arduino world, a shield is very similar to a board, but it only supports specific
functionality such as the ability to connect to a WiFi network or the ability to control
servo motors. A shield acts as an add-on; that is, it is physically attached to the top of an
Arduino board. Once attached, the Arduino board becomes capable of handling shield
features as well.

Figure 1-1 shows a diagram of Arduino Uno, while Figure 1-2 shows a diagram of an
Ethernet shield.

Electronic supplementary material The online version of this chapter
(doi:10.1007/978-1-4842-1940-9_1) contains supplementary material, which is
available to authorized users.

© Adeel Javed 2016
A. Javed, Building Arduino Projects for the Internet of Things,
DOI 10.1007/978-1-4842-1940-9_1
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rxmm Arduino”

Figure 1-1. Arduino Uno

% Ethernet

Arduino”

fritzing
Figure 1-2. Ethernet shield

The following list summarizes some of the important parts of the board that have
been used in projects throughout the book.

Note Parts will vary based on the Arduino board you choose.
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e  Digital pins: In total there are 14 digital pins on Arduino Uno.
Digital pins can be both INPUT and OUTPUT, but their state can
only be HIGH or LOW. HIGH means there is current while LOW
means no current. An example of digital pin usage is turning an
LED light on or off. To turn it on, the digital pin should be set to
HIGH and to turn it off the digital pin should be set to LOW.

e Analog pins: Arduino Uno supports six analog pins, A0 through
A5. Unlike digital pins, the readings of analog pins can range
from 0 to 1023. A good example of a sensor that provides analog
readings is a soil moisture sensor. The range helps identify how
much moisture is left in the soil.

e  USB connector: A USB connector lets you connect Arduino to the
computer, power the board, upload code, and receive logs on a
serial monitor.

e  Battery power: [oT applications that need to be placed in remote
locations will need their own power source. You can use the
battery power connector to power the board.

This book uses Arduino Uno for all projects. Arduino Uno is categorized as an
entry-level board most suited for beginners. Even though the book uses Arduino Uno,
you are not required to use it; you can choose any of the Arduino boards to complete
projects in this book. Since this book is about the Internet of things, Internet connectivity
is an important requirement. Whichever Arduino board you decide to use, just make
sure that it supports Internet connectivity in some form. The Arduino board should
either come with a built-in Internet connectivity option or you should have the required
Internet connectivity shield.

Note Arduino Uno does not come with built-in Internet connectivity support, so in the
book both Ethernet and WiFi shields have been used. On the other hand, a more advanced
model of Arduino called Yun does support built-in Ethernet and WiFi connectivity. Chapter 2
discusses Internet connectivity in more detail.

Software Requirements

Arduino provides a C-like language for programming Arduino boards. You will be using
the Arduino IDE for writing code and uploading it to an Arduino board. You can install
the latest version of Arduino IDE from https://www.arduino.cc/en/Main/Software.

Once Arduino IDE has been installed on your machine, open it and, as shown in
Figure 1-3, it will load with default code.
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[ NON | ArduinoDefault | Arduino 1.6.4

ArduinoDefault

d setup() {

// put your setup code here, to run once:

id loop() {

// put your main code here, to run repeatedly:

Arduino Uno on /dev/cu.usbmodemi41l

Figure 1-3. Default view of Arduino IDE
There are three components of Arduino IDE that are referenced in every chapter of
this book.
e Toolbar
e  Status window

e  Serial Monitor window

Toolbar

The toolbar on top of the IDE, as shown in Figure 1-4, provides easy access to frequently
used options.

Figure 1-4. Arduino IDE toolbar
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e  Verify/Compile: This is the first button from the left (the tick mark).
Click this button to verify and compile your code for correctness.
You can view the results in the Status window at the bottom.

e  Upload: This is the second button from left (right-pointing
arrow). If your Arduino board is connected to your machine
that is running the Arduino IDE, this will upload the code on the
Arduino board. You can view the deployment results in the Status
window at the bottom.

e New/Open/Save: The next three buttons, as their names suggest,
let you open a new code window, open an existing code file, or
save the currently open code. Arduino code files have an *. ino
extension.

e  Serial/Monitor: The last button on the right lets you open the
Serial Monitor window.

Status Window

When you verify the code or upload it to a board, the Status window shown in Figure 1-5
lists all the results. Any errors that occur during code verification or uploading will be
shown in the Status window.

Sketch uses 2,806 bytes (6%) of program storage space. Maximum is 32,256 bytes.
Global variobles use 208 bytes (1@%) of dynomic memory, leaving 1,840 bytes for local varigbles. Maximum is
2,848 bytes.

Figure 1-5. Arduino IDE Status window

Serial Monitor Window

The Serial Monitor window shown in Figure 1-6 prints all log messages generated by
the Serial.print() and Serial.println() functions in the code. In order to print any
messages on the Serial Monitor window, you first need to initialize the message in the
code (discussed later).
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0@ /dev/cu.usbmodem1411 (Arduino Uno)
' Send

NELLU LfLErnec or (LN
Hello Internet of Things
Hello Internet of Things
Hello Internet of Things
Hello Internet of Things
Helle Internet of Things
Hello Internet of Things
Hello Internet of Things
Hello Internet of Things
Hello Internet of Things
Hello Internet of Things
Hello Internet of Things
Hello Internet of Things
Hello Internet of Things
Hello Internet of Things

Autoscroll No line ending  * 9600 baud =
Figure 1-6. Log messages on the Serial Monitor window

Arduino Programming Language Reference

The Arduino programming language has quite a few constructs. However, this chapter
provides the basics that have been used throughout the projects in this book; see Table 1-1.

Table 1-1. Language Reference

Code Construct Description

int Integer values, such as 123

float Decimal values, such as 1.15

char[] String values, such as "Arduino”

HIGH Digital pin with current

LOW Digital pin with no current

INPUT Pin can only be read

OUTPUT Pin can only be set

Ao - A7 Constants for analog pins; varies by board
0-13 Value for digital pins; varies by board
analogRead() Returns analog pin value (0 - 1023)
analoghrite(...) Sets analog pin value

digitalRead() Returns digital pin value (HIGH or LOW)

(continued)



