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PREFACE

This study investigates the security of biometric applications, the opportu-
nities and the challenges to our society. The increasing threats to national secu-
rity by terrorists have led to the explosive popularity of biometric technologies.
The biometric devices are now available to capture biometric measurements of
the fingerprints, palm, retinal, keystroke, voice and facial expressions. The ac-
curacy of these measurements varies, which has a direct impacts on the levels
of security they offer. With the need to combat the problems related to identify
theft and other security issues, society will have to compromise between secu-
rity and personal freedoms. Without doubt the 21st century has brought about
a techno-society that requires more secure and accurate measures.

We have also identified the key impacts of biometric security applications
and ways of minimising the risk liability of individual biometrics profile that
would be kept in database. The individual identification and verification have
long been accomplished by showing something you have (driving licence or
a passport) and required something you know (password or a PIN). The pos-
sibility of the back-end authentication process (in a networked situation) being
compromised by the passing of illegal data may represent a point of vulner-
ability. The authentication engine and its associated interface could be fooled.
[t is necessary to suggest a measure of risk to the biometric system in use,
cspecially when the authentication engine may not be able to verify that it is
receiving a bona fide live transaction data (and not a data stream from another
source).

More recently, the biometric identification technologies have been adopted
into upmarket devices (Laptop mobile phones, cars, building access control,
national identity cards, and fast-track clearance through immigration. Thus
biometrics is becoming increasingly common in establishments that require
high security (government departments, public meeting places, and multina-
tional organisations) but a highly accurate biometric system can reject author-
ised users, fail to identify known users, identify users incorrectly, or allow
unauthorised person to verify as known users. In addition, if a third-party net-
work is utilised as part of the overall biometric system, for example using the
Internet to connect remotely to corporate networks, the end-to-end connection
between host controller and back-end application server should be carefully
considered. In most cases, biometric system cannot determine if an individual
has established a fraudulent identity, or is posing as another individual during
biometrics enrolment process. An individual with a fake passport may be able
to use the passport as the basis of enrolment in a biometric system. The sys-
tem can only verify that the individual is who he or she claimed to be during
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enrolment. To solve these problems, we proposed the Shoniregun and Crosier
Securing Biometrics Applications Model (SCSBAM).

Furthermore, the success of using biometrics technologies as a means of
personal identification is more assuring and comfortable because access, au-
thentication and authorisation is granted based on a unique feature of an indi-
viduals physiological, biological or behavioural characteristic. It is tempting
to think of biometrics as being sci-fi futuristic technology that we should in the
near future use together with solar-powered cars, and other fiendish devices—
but who knows?
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Chapter 1

RESEARCH OVERVIEW AND BIOMETRIC
TECHNOLOGIES

1. INTRODUCTION

The purpose of this study is to identify the key impacts of biometric se-
curity applications and ways of minimising the risk liability of individual bi-
ometrics profile that would be kept in the database system/server. The term bi-
ometrics was derived from the Greek words bio (life) and metric (to measure).
The concept of biometrics is dated back to over a thousand years where potters
in East Asia placed their fingers on their wares as an early form of branding. In
the 14th century explorer Joao de Barros reported that the Chinese merchants
were stamping children’s palm prints and footprints on paper with ink to dis-
tinguish the young children from one another. This is one of the earliest known
cases of biometrics in use and is still being used today.

‘Degrees of freedom represent the number of independent varieties of a

deviation. If 100 shred strips of paper were randomly dropped from the

same distance, for example the end result would differ each time, and
the likelihood of getting the same result is almost impossible.’

—Chirillo J, and Blaul S, 2003

In different parts of the world up until the late 1800s, identification was
largely relied upon by photographic memory and biometrics has moved from
a single method (fingerprinting) to more than ten discreet methods. As the
industry grows however, so does the public concern over privacy issues. Laws
and regulations continue to be drafted and standards are beginning to be devel-
oped. Biometrics is rapidly evolving technology which has been widely used
in forensics, but presently it is adopted in broad applications used in Banks,
electronic commerce, access control welfare, disbursement programme to de-
ter multiple claims, health care, immigration applications, national ID Card to
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provide a unique ID to citizens and passport, airport terminals to allow passen-
gers easy and quicker check-in and also to enhance security. Other technolo-
gies are seen as cutting-edge, but their accuracy remains questionable.

2. RESEARCH RATIONALE

The Department of Defence (DOD) set out Password Management Guide-
line in 1985. The Guideline codified the state of the use of passwords at that
time, the Guideline provided recommendations for how individuals should
select and handle passwords. As a result of DOD Password Management
Guideline, computer users are told to periodically change their passwords.
Many systems expire a user’s password after an established period of weeks or
months when they prompt user to change the password, however some users
tend to forget and they are logged out, and the only way for them to get back in
the system was a call to the IT helpdesk, which can be flooded with calls. The
help desk staff may end up spending a disproportionately large amount of time
fixing problems with passwords. Some systems tend to use password hashing
for obscuring a password cryptographically; conversely, hashing makes it im-
practical to retrieve a user’s password once forgotten.

Insecure authentication methods often leads to loss of confidential infor-
mation, denial of services, lack of trust and issues with integrity of data and
information contents. The value of a reliable user authentication is not limited
to just computer access only, but to many other interconnected systems. The
existing techniques of user authentications (user ID cards, passwords, chip and
pin) are subject to several limitations. For example the main security weakness
of password and token-based authentication mechanisms is that the awareness
or possession of an item does not distinguish a person uniquely. The authen-
tication policy based on the combination of user id and password has become
inadequate. The biometric can provide much more accurate and reliable user
authentication method by identifying an individual based on their physiologi-
cal or behavioural characteristics (inherent features, which are difficult to du-
plicate and almost impossible to share) (see Tables 1-1 and 1--2 for further
details). Using biometrics makes it possible to establish an identity based on
‘who you are’, rather than the validity of biometric accuracy by ‘what you
possess’ (photo ID or credit cards and passport) or ‘what you remember’ (pass-
word) (Campbell et al, 2003).
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Table 1-1. Validity of biometric accuracy

Biometric system Accuracy Ease of use
Fingerprint High Medium
Hand Geometry Medium High

Voice Medium High
Retinal High Low

Iris Medium Medium
Signature Medium Medium
Face Low High

The biometric systems establish an aspect of user convenience that may not
be possible using traditional security techniques. For example, users maintain-
ing different passwords for different applications may find it challenging to re-
member the password of each specific application. In some instances, the user
might even forget the password, thereby requiring the help desk to intervene
and perhaps reset the password for that user while the biometric link an event
to a person, which prevents any form of impersonation.

3. RESEARCH HYPOTHESIS

To identify and minimise the security of biometric applications a number
of leading research questions were emerged to test the hypotheses:

1. What precisely constitutes biometrics?

ii. Is classification and taxonomy of biometrics possible?

iii. What are the impacts of biometrics on society?

iv. What constitutes the failure of biometrics technology?

v. Is security an issue for biometrics users?

However, knowledge can be very hypocritical at the beginning but always
satisfactory when results are achieved. The following hypotheses have been

formulated based on the above questions and the literature review (which in-
cludes ongoing access to online resources and laboratory experiments). All
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we can say is that we do not have evidence to reject or accept the emerging
hypothesis.

Hypothesis |:

* Null hypothesis ( 4, (1) ): Classification and taxonomy of biometrics are unat-
tainable.

» Alternative ( l, ): Classification and taxonomy of biometrics are attainable.
Hypothesis 2:

* Null hypothesis ( H 02 ): Biometrics is not complementary to generic security
approach.

* Alternative (H ,21 ): Biometrics is complementary to generic security ap-
proach.

Hypothesis 3:
* Null hypothesis ( / g ): Absolute security is unattainable on biometrics

* Alternative (H 3, ): Absolute security is attainable on biometrics.

On a serious note, making biometrics applications secured has been a hot
debate for many years. The key issues in securing biometrics applications are
contained in the generic architecture of the technologies that are adopted. The
generic security implementations such as password and keys have been in
place for a long time but unlike today, the intermediate systems at the time
had no requirement to access multi-platform and millions of interconnected
technologies. As the technology advances much more sophisticated system
have been introduced, the deployment of biometrics has raises some issues,
which must be addressed. These issues are the rediscovery of where and when
do we require biometrics technology. There has been an increase in the number
of devices that interoperates with biometrics to ensure that compliant imple-
mentations include the services and management interfaces needed to meet the
security requirements of a broad user population.

Generally speaking, wherever there is a password or PIN used in an ap-
plication or system, it could be possibly replaced by biometrics. But it varies
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according to the application requirements. However, applications can be char-
acterised by the following characteristics Nalini, et al., 1999:

+ Attended vs. unattended.
* QOvert vs. covert.
« Cooperative vs. non-cooperative.

+ Scalable (means that the database being scalable with no appreciable per-
formance degradation) vs. non-scalable

» Acceptable vs. non-acceptable.

The biometrics technologies can be used to verify (identification: who am
1?) or to identify (verification or authentication: am 1 whom I claim to be?)
an individual. The biometrics identification determines who a person is. It in-
volves measuring individual’s characteristics and mapping it with users profile
stored in the database. The main purpose of positive identification is to prevent
multiple users from claiming a single identity. In positive identification meth-
od, the user normally claims an identity by giving a name or an ID number,
and then submits a biometric measure. Once submitted, it’s matched with the
previously submitted measure to verify that the current enrolled user is under
the claimed identity (Wayman, 2000). These tasks can be achieved through
many non-biometric alternatives in such applications as ID cards, PINs and
passwords. Depending on the situation or the environment where it’s installed,
positive identification biometric method can be made voluntary and those not
wishing to use biometrics can verify identity in other ways. The biometrics
identification method can require a large amount of processing power espe-
cially if the database is very large. It is often used in determining the identity of
a suspect from crime scene information. There are two types of identification:
positive and negative. Positive identification expects a match between the bi-
ometric presented and the template, it is designed to make sure that the person
is in the database. While the negative identification is set up to ensure that the
person is not in the database, more so, it can take the form of watch list where
a match triggers a notice to the appropriate authority for action.

On the other hand, biometrics verification or authentication is determines
that an individual is who they say they are. It involves taking the measured
characteristic and compares them with previously recorded data of the person.
The main function of negative identification in an organisation is to prevent
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claims of multiple identities by a single user. In negative identification, the
user who enrols for biometric authentication claims that he or she have not
been previously enrolled and submits a biometric measure, which is compared
to all others in the system database. If the user’s claim of non-enrolment is
verified, that means a match is not found (Wayman, 2000). At the moment
there are no reliable non-biometric alternatives in such applications, hence the
use of biometrics in negative identification applications must be mandatory
in places where it’s important. The biometrics verification or authentication
method requires less processing power and time. It is often used for accessing
places or information, depending on the application domain; a biometric can
either be an online or an offline system. To verify an individual’s identity a 1:1
check is made between the biometric data and the biometric template obtained
during enrolment (see Figure 1-1 for diagrammatic illustration). For any bi-
ometric system to be effective the data should be stored securely and not be
vulnerable to theft, abuse or tampering. The data should also be free of errors
to prevent false positive and negative results, and the user must be confident
that the system is reliable and secure.

[ ——
v Acceptance
| S ——
———————— .
L |
7! individual ;
A False
Biometrics j<_> Template | reject
system | storage <|y False
A 1 | acceptance
|s__._.__.___._.d
oo mT
R
A Reject
S

Figure I-1. Generic biometric system process

The vast amount of data that is now held on everyone and the increases
forecast for the future means that it is conceivably possible for people wherea-
bouts to be traced through their use of information. With the need to combat
the incrcasing problems related to identity theft and other security issues, the
society will have to make a choice between security and personal freedoms.
Biometrics can be incorporated at the point of sale, thereby enabling consum-
ers to enrol their payment options (cheques, loyalty cards, credit and debit
cards) into a secure electronic account that is protected by, and accessed with,
a unique physical attribute. All biometric systems require an authorised user
to register with the system. This involves the person supplying the relevant
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biometric information needed by the system, which is then converted to data
that can be stored on a database. For biometrics to be globally adopted there is
a need for international standards compatibility.

4. CONCEPTUAL RESEARCH CONTEXT

From the late 1990’s, governments and private organisations have de-
veloped a particular interest in biometrics and are actively funding projects
involving biometrics technology. Hence, biometrics became an independent
research field. It has been observed that the identity established by biometric is
not an absolute ‘yes’ or ‘no’, instead it is gives a level of confidence. The Law
enforcers department, matching finger images against criminal records has al-
ways been an important way to identify criminals or trace a person to a crime
that that has been committed. But the manual process of matching is difficult
and takes time. The Federal Bureau of Investigation (FBI) in late 1960s began
to automatically check fingerprint images, and by the mid-1970s a number
of automatic finger scanning systems were in operation (Zhang, et al., 2006).
The Identimat pioneered the application of hand geometry and set a path for
biometrics technologies as a whole. The developments in hardware, with faster
processing power and high memory capability have led to advancements in the
biometrics technology evolution.

With rapid growth in electronic transactions, there has been an absolute
demand for biometrics technologies that enabled secure transactions but if bi-
ometrics are to become widely implemented by government and the private
sectors, the public must trust that their privacy cannot be compromised and
the information will not be misused. When biometric data is provided to an
organisation the public should be made aware of who can access their data
and how it can be used. One question would be, if fingerprints were provided
for identity cards and passports— would another government agency (such as
the police) have unrestricted access to the database? In the United State the
fingerprints taken at immigration are automatically added to the FBI database.
Therefore, organisations most trusted to control private data were government
agencies and banks, so if biometric systems are introduced a number of ques-
tions needs to be answered:

*  Who will administer biometrics profile?

+ How should it be administered?
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*  What features should be required?

+  What should be done to create awareness of trust?

In 2006 a survey was conducted by UNISYS on public perceptions of identity
management. The study looked at Europe, North America, Latin America and
the Asia-Pacific regions, there was a willingness amongst the respondents to
share personal data in order to prove or verify their identity. The rates of ac-
ceptance vary between the regions. The findings are summarised as follows:

» In North America and Asia-Pacific respondents were more likely to share
more personal data with both a trusted private business and with govern-
ment, than were the respondents in Europe and Latin America.

+ Respondents in Europe, North America and the Asia-Pacific regions were
more willing to share personal information with governments, while in
Latin America the reverse was true.

+ In all regions individuals were more willing to share substantially more
personal data in order to receive enhanced verification capabilities, e.g.,
for a multi-purpose identity credential which could be used for a number of
functions.

* The data which people would be most willing to share are name, address
and telephone number, but they were not willing to give information about
race, religion or credit card number,

+ The most important functions of a multi-functional identity credential were
to access buildings, Internet accounts and immigration.

* Most individuals would prefer the data to be held on a chip on an iden-
tity card. There was also acceptance for incorporating data as a biometric
within a ceflular phone. When asked about the chip being implanted within
the body, the acceptance rate was very low.

« It is also important that the multi purpose identity criteria should be inter-

operable across borders.

The UNISYS survey revealed that, the most accepted biometrics profile
were fingerprints and voice, with iris being the least accepted. There is no



