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Introduction

Welcome to the world of honeypots! By reading this book, you are joining a friendly com-
munity of like-minded individuals who see honeypots as an important step in preventing and
learning about malicious hacking activity. 

If you were to ask a honeypot administrator why he uses a honeypot, the first response
you would likely get is one or more legitimate business reasons explaining why honeypots are
the best tool for the job. We’ve been trained to respond that way, so we can defend all our time
spent managing and learning about honeypots to our bosses and loved ones. But underlying
all the official logic is the real reason why most of us get interested in honeypots: the thrill of
watching the bad guys expose themselves and their techniques, in an environment explicitly
built to exploit them. It’s videotaping the thief. It’s taking the hacker’s favorite tool of social
engineering and using it against him. It’s hacking the hacker.

For once, the good guys are in control and winning. With honeypots, we can track the hack-
ers back to their lairs, identify them, and learn and defend against their techniques before they
really get a chance to use them. Honeypots can stop hacker attacks, Internet worms, spam, and
other acts of maliciousness. Honeypots remove the implicit veil of privacy most hackers think
they have when they exploit a computer. If honeypots become as big and mature as most secu-
rity experts expect them to be, they could put an end to the random, no consequence, hacking
that so proliferates our Internet experience today. Honeypots are one of the few offensive plays
in the computer security world.

Honeypots no longer need to prove their value. They have been responsible for discovering
many new threats (called zero-day exploits) before they were widely known and used, including
a Samba buffer overflow. Honeypots have been essential in capturing encrypted hacker traffic
and instrumental in learning that hackers are using version 6 of the Internet Protocol (IPv6) to
tunnel their communications under the very noses of network administrators. But perhaps, the
greatest demonstration of a honeypot’s value was the recent profiling of an extensive credit
card fraud operation (http://www.honeynet.org/papers/profiles/cc-fraud.pdf).

Researchers followed the online activities and communications of individuals involved
with credit card fraud, also known as carders. The honeynet was able to capture an incredibly
automated Internet Relay Chat (IRC) network that allowed credit card numbers and identify-
ing information to be stolen by simply typing a few keystrokes. Members of the ring could
type in !cc to receive one random stolen credit card number. Other commands returned
credit card account limits and provided web site links to vulnerable online merchant sites. The
honeynet tracked key individuals, mostly located in South Asia and Pacific Rim countries, as
they bought credit card numbers from legitimate businesses, hacked credit card security
systems, and taught newcomers the ins and outs of carding. The credit card ring, by plying
its trade online and out in the open, made their illegal activities appear more as a subculture
than a crime. This attracted new participants. Honeypots allowed evidence to be recorded that
after-the-fact affidavits, search warrants, and bugged phone conversations couldn’t provide.
The honeypot has solidified its place as a legitimate computer security defense tool.
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Why Another Book on Honeypots?
There are already some excellent books, papers, and web sites on honeypots, so why did I feel
compelled to write a book on the subject? In one sentence, it’s because the world of computer
security, and honeypots in particular, is largely Unix-based. Most of the literature about fire-
walls, intrusion detection systems (IDSs), and honeypots was written by Unix gurus. Most of
the tools are Unix-based and work only on Unix platforms. Even when the tools are ported to
Windows, they may talk about Windows and give a few Windows examples, but most of the
text and examples are for Unix-based users. It can be very frustrating when you are not a Unix
person but still want to learn about computer security and use all the cool tools.

The majority of the world’s PCs run one of Microsoft’s Windows operation systems. This
book was written to fill the large gap for Windows administrators trying to learn about honey-
pots outside the Unix subculture. I don’t give examples of software and exploits that do not
occur in the typical Windows environment. When the book discusses mail servers, it will be
referring to Microsoft Exchange, not Sendmail. When it refers to web servers, it will be talking
about Microsoft Internet Information Services (IIS), not Apache. Yes, I know both of those pro-
grams have Windows-based counterparts, but they aren’t the norm in a Windows network. This
doesn’t mean that the knowledge and lessons learned in this book cannot be applied to non-
Microsoft environments. The opposite is true. You can take anything covered in this book and
easily apply it to Unix, Linux, Macintosh, or any other computer environment. But for once,
this is a honeypot resource that targets the Windows administrator. It means the following:

• Honeypot planning and setup will target Windows systems.

• Security tools will be Windows versions.

• Hacking examples will be Windows examples.

• When TCP/IP is discussed, it will be as it applies in Windows.

• When TCP/IP ports are discussed, they will be ports common to Windows.

Honeypots for Windows is a book for Windows-based users and administrators.

Who Is This Book For?
This book is for administrators and users with an intermediate understanding of the Windows
operating system and computer security. Readers should have experience with the Windows
operating system, the Internet, and Windows-based networking; be able to install and trouble-
shoot network-related software; and have general understanding of the OSI model. It helps if
you’re familiar with basic computer security concepts, such as computer worms, buffer over-
flows, and password cracking. An understanding of Windows security mechanisms will make
the book more enjoyable.

A strong understanding of TCP/IP network protocol basics is essential for most honeypot
administrators. Although this book will cover the fundamentals needed to understand the mate-
rial presented, readers should understand the following terms prior to beginning this journey:
TCP, UDP, ICMP, stateful, stateless, flags, TCP/IP handshake, packet header, and packet payload. 
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But even if you’re not familiar with the details of all these topics, you should still be able to
understand every concept discussed in this book. So, don’t panic if you can’t name all the TCP
header flags off the top of your head, or if don’t know the exact meaning of stateful inspection.
This book will be of value to people newly interested in computer security and honeypots, as
well as to experienced security experts.

Readers without a firm foundation in these fundamentals should consider a quick refresher
with a TCP/IP protocol reference. There are several good books on the TCP/IP protocol, and here
are some online references:

• Webopedia’s TCP/IP page: http://www.webopedia.com/TERM/T/TCP_IP.html

• An excellent TCP/IP Reference by Cisco: http://www.cisco.com/univercd/cc/td/doc/
cisintwk/ito_doc/ip.pdf

• About.com’s Computer Networking Guide to TCP/IP: http://compnetworking.about.com/
cs/basictcpip

• Wikipedia Internet Protocol Suite reference: http://www.wikipedia.org/wiki/
Internet_protocol_suite

• Internet Engineering Task Force (IETF) references: http://www.ietf.org

■Note On the IETF web site, at a minimum, read the following Request For Comments (RFCs): 791-IP,
792-ICMP, 768-UDP, and 793-TCP. RFCs are very wordy and long, and a bit like reading IRS tax code, but
taking the time to read them will allow you to understand the TCP/IP protocol suite in detail.

What’s In This Book?
The book has twelve chapters organized into three main parts.

By the time you get through reading this book, you should have an excellent understand-
ing of honeypots in a Windows environment.

■Note Many of the tools covered in this book are Windows ports of open-source Unix tools, like Honeyd,
WinPcap, and Snort. All of these tools have been tested on Windows 98 and later Microsoft platforms, but
most have been optimized for Windows 2000 and above. Menu options and screenshots were done on
Windows 2000 and XP Professional computers, but most commands and screens are identical, no matter
which Microsoft operating system you use. Every effort has been made to verify that all commands and
utilities work across all current versions of Windows. Exceptions are noted when known.
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Part One: Honeypots in General
Part One covers honeypot theory and topics common to all honeypots, along with the particu-
lar configuration requirements of a Windows-based environment.

Chapter 1 explains general honeypot theory and reasons to use honeypots. It discusses
the main honeypot types, along with advantages and disadvantages of each choice. The chap-
ter also covers hacking basics, such as attack model types and fingerprinting. Understanding
the different hacking threats is essential to setting up and using a honeypot.

Chapter 2 describes the general setup and deployment of a honeypot, as well as how to
attract hackers to it. Topics include how to decide where to place a honeypot and why. It cov-
ers the physical deployment issues involved in placing a honeypot, including hardening the
host and configuring your network to route hacking traffic to your honeypot. It includes details
on the problems introduced on switched networks and how to correctly configure your routing
tables.

Part Two: Windows Honeypots
Part Two provides a detailed lesson in configuring and using Windows-based honeypots. Using
an emulated honeypot in a Windows environment takes special consideration to make it appear
as a Windows-based host. This means it should have the normal Windows ports open, run the
normal Windows services, and respond in a predictable way. Chapter 3 defines normal behav-
iors, ports, and services on a Windows host, and tells you how to emulate them on a honeypot. 

Chapter 4 describes using a real Windows operating system as a honeypot. It reveals what
is the best Windows version to attract malicious hackers and presents hardening tips you can
use to minimize compromise damage.

Chapters 5 through 7 focus on Honeyd, the most popular honeypot software in use today.
Chapter 5 covers how to download and install Honeyd. Honeyd is a fantastic free tool, but like
many other open-source programs, not particularly easy to configure. Chapter 6 begins deci-
phering the Honeyd configuration and provides several sample configuration files that you can
adapt for your own needs. Chapter 7 explains how to use service scripts, which allow Honeyd
to mimic basic applications, such as FTP, telnet, and IIS. Service scripts are very important in
making a honeypot look like a real system.

Honeyd is the most popular and versatile honeypot software in use today, but it isn’t the
easiest to use. In Chapter 8, we explore six other Windows-based honeypots with front-end
graphical user interfaces that make for a more pleasant user experience. Each of these honey-
pots excels at different goals. The honeypots are Back Officer Friendly, LaBrea, SPECTER,
KFSensor, PatriotBox, and Jackpot.

Part Three: Honeypot Operations
Part Three discusses a range of topics related to getting the most out of your honeypot. 

Using a network traffic analyzer and understanding how to recognize and decode mali-
cious network traffic is essential to honeypot operations. Chapter 9 discusses how to install
and use various tools for analyzing network traffic. It begins with network protocol basics,
reviewing the OSI model and TCP/IP suite, and then focuses on using Snort and Ethereal.

Chapter 10 covers the very important issues of monitoring, logging, alerting, and report-
ing. It discusses how to set up an alert system, how and what to log, and what reports you
need to generate.
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Honeypots can quickly gather copious amounts of information—sometimes an over-
whelming amount. The ultimate success of your honeypot is determined by how well you
interpret the attack evidence. Chapter 11 discusses techniques to use in the forensics analysis
of your honeypot data.

Chapter 12 discusses analyzing malicious code by disassembling it. For new programmers,
this involves learning assembly language, learning how to disassemble executables, and learn-
ing about malicious coding in general. Becoming a disassembler is not for the faint of heart,
but with a moderate amount of effort and practice, it can reveal malware functions that can-
not be found any other way.

The sample files presented in this book, as well as other related files, are available from
the Downloads area of the Apress web site (http://www.apress.com). You can direct any tech-
nical questions or concerns to me at roger@banneretcs.com.
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Honeypots in General

Honeypots for Windows focuses on creating realistic honeypots mimicking production

Windows environments. Part One covers honeypot terminology and technology in general,

as it applies to any environment.

Chapter 1 introduces honeypots. Chapter 2 covers where honeypots should be placed

in order to meet your goals.

P A R T  O N E
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An Introduction to Honeypots

It’s an exciting time to be involved with honeypots. If you’ve ever wanted to participate in
something grand just as it’s taking off big, honeypots are it.

This chapter gets you started by defining just what honeypots and honeynets are, and
why you would want to use them. It also provides an overview of honeypot components and
types, as well as a history of their evolution. Finally, we’ll talk about the risks and trade-offs
involved in operating honeypots.

What Is a Honeypot?
“A honeypot is an information system resource whose value lies in unauthorized or illicit use of
that resource.” This definition was developed by Lance Spitzner (founder of The Honeynet
Project) and the unofficial leader of the honeypot community. This definition includes two
overall guiding principles of honeypots:

• The phrase information system resource is broadly defined intentionally, so that the
honeypot can be any type of computer resource. It can be a workstation, file server,
mail server, printer, router, any network device, or even an entire network. While hon-
eypots most often mimic servers and workstations, I’ve seen many router honeypots,
and even a honeypot mimicking a Hewlett-Packard JetDirect print server card. 

• A honeypot is intentionally put in harm’s way to be compromised and has no legitimate
production value beyond the honeypot goals. If your web server is frequently exploited and
you analyze the information, that doesn’t make it a honeypot; that just makes it a poorly
configured web server. 

■Note The Honeynet Project (http://www.honeynet.org) is a nonprofit organization founded in October
1999 dedicated to information security and honeypot research. Its goal is to learn the tools, tactics, and motives
of the blackhat community and share these lessons learned. All of its work is open source and shared with
the security community.

A honeypot can be whatever you want it to be. If you’re interested in honeypots as a new
user, you must first decide on your goals, which will determine what type of honeypot you will
deploy. Ask yourself what you are interested in protecting and what you are interested in learning.
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THE HONEYPOT AS A TOOL

Every honeypot administrator has a favorite honeypot story, so it seems appropriate to start this book with
one of mine. The client had called me because the company’s network was under constant attack. When they
connected their corporate network to the Internet, network utilization immediately maxed out. When the
Internet was disconnected, network utilization dropped to its normal 2% to 5%. It was visually stunning to
see all the network device activity lights staying lit constantly, all at once. It reminded me of a network broad-
cast storm, but that wasn’t the problem. Whatever the malicious hackers were doing, it required a lot of
bandwidth.

The client’s technicians had run antivirus scanners, had an actively functioning (though misconfigured)
firewall, and had looked at all their servers and workstations for signs of foul play. They couldn’t find any.
They even changed all the passwords in a futile attempt to lock out the hackers. This did prevent the attack
for about 15 minutes, but then the hackers were back in. The technicians had placed a network sniffer on
their network to capture and analyze packets for malicious content. They had been successful, but so suc-
cessful that they had captured millions of packets—far too many to manually investigate how the hackers
were getting in and discover what they were doing.

We disconnected the network from the Internet, and I set up a honeypot using Honeyd (an open-source
honeypot solution). We configured it to accept connections to any UDP or TCP port number. I hooked up Snort
(an intrusion detection system, or IDS) to capture all inbound packet traffic to the honeypot. We changed all
of the user passwords again, turned on Honeyd, enabled the Internet connection, and then waited. We had
connection attempts in seconds. Analyzing the data in real time, the honeypot captured many attempts to
connect to a Microsoft SQL Server using the administrator account, called SA, and a blank password. A blank
SA password is a common vulnerability in poorly configured SQL Server systems.

I asked the technicians if they had any SQL Server servers with blank SA passwords. They said they did
not. We went to the computer room to investigate. They showed me their two production SQL Server comput-
ers. Neither had blank SA passwords. Then a technician remembered that one of the dusty boxes sitting in
the corner of the room ran SQL Server, too. It was a development box installed by an outside programming
company hired to upgrade one of the client’s primary applications. The programming job became a debacle,
the vendor never delivered the promised application, and the box had remained unused for almost a year, or
so they had thought. It did indeed have a blank SA password, and in quick order, we found out it had been
exploited.

Using a packet sniffer, I then found heavy traffic between the development SQL Server box and an older
Novell NetWare 3.11 server that ran Lotus cc:Mail (an e-mail application) for one user on the network. The
NetWare server was being used by the hackers as an Instant Relay Chat (IRC) server and as a storage site for
pirated software, pornography, and games. The SQL Server box was simply the hackers’ initial backdoor
entry to gain access to my client’s network. The hackers then connected to the NetWare server using the
never-changed SUPERVISOR account and began serving up files. The file storage area on the NetWare file
server and traffic between the two compromised boxes were encrypted. We could see that a lot of disk space
was used up (using the Novell syscon and ndir commands), but not what it contained.

We pulled the compromised computers off the network, and the hacking traffic disappeared, except for
the hundreds of new attempts knocking against the now properly configured firewall. We knew the hacking
was automated, because the time between when we replugged the network back into the Internet and the
SQL Server attacks beginning again was seconds. We set up another SQL Server computer as a honeypot,
but this time with all the appropriate monitoring tools. We were able to capture the hackers’ communications
(mostly in a foreign language), learned the encryption method (SSH), and learned that the attacks were com-
ing from different IP addresses in Korea.



Because we could not be certain of the extent of the damage, we spent the rest of the week rebuilding
network servers, cleaning workstations, and tightening default security. A company policy was written to
ensure that future vendors had to follow a certain set of recommended security steps, including changing all
default passwords and not leaving blank ones. The client now runs a honeypot and IDS full time. They con-
tinue to get daily visits from the Korean hackers, even though they have complained through the appropriate
administrative channels.

There are many ways this particular type of malicious hacking event could have been discovered. If the
firewall were appropriately configured, the attack would not have been successful in the first place. The
client could have used a network sniffer, auditing log files, or computer security utilities to track down the
origination of the high-traffic levels. But in this case, a honeypot used in conjunction with an IDS proved an
effective combination. That’s because any traffic going to the honeypot is malicious in nature, so it’s quick
and easy to separate the malicious activity from the legitimate traffic.

What Is a Honeynet?
A collection of honeypots under the control of one person or organization is called a honeynet.
Figure 1-1 shows an example of a honeynet with four servers. In the example, the honeypots are
running different operating systems: Windows 2000, Windows NT 4.0, Windows Server 2003, and
Internet Information Server (IIS). These machines are on a demilitarized zone (DMZ), which is
an internal routed segment accessible from the Internet, but separated directly from the LAN.

A honeynet can have a single theme, say mimicking a military network or series of data-
base servers, or be distributed widely enough that it makes sense to have multiple themes,
such as a military site running Windows Server 2003 connected to an educational site running
Windows 2000 Server. A single-theme honeynet can still run different operating systems and
features. A theme might mimic an e-commerce site, with a web server, back-end database
server, customer support File Transfer Protocol (FTP) site, and Simple Mail Transfer Protocol
(SMTP) mail server.

Why Use a Honeypot?
If you’ve done home repair or carpentry in your life, you know how important picking the
right tool can be. A screwdriver that is just slightly too big or small can make a simple job
unbearable. The incorrect screwdriver can strip screw heads, bend the screwdriver, or worse
yet, dig into flesh and draw blood. When you have the right screwdriver, the screw seems to
almost turn itself. Using the right tool makes any job easier. Honeypots are often the best tool
for a security defense. Here, we’ll look at some common reasons for using a honeypot.

Low False-Positives
The number one reason for using a honeypot is the low number of false-positives and false-
negatives it has. A false-positive is when a security tool indicates that nonmalicious activity
is malicious. A false-negative is when a security tool does not identify malicious activity as
being malicious.
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Figure 1-1. A honeynet example

Security logs with many false-positives are considered to contain a lot of noise. False-
positives are very common in intrusion detection systems (IDSs) and firewalls, as are
false-negatives, to a lesser extent. Much effort is spent trying to decrease noise coming from
firewalls and IDSs. Often, the noise is so high that administrators give up reading and analyz-
ing their logs, decreasing the value of the security device.

In comparison, honeypots have no legitimate production value and should never be
accessed by anyone but the honeypot administrator. Any honeypot traffic, outside the
expected administrative traffic, is probably malicious. Any traffic leaving the honeypot is
malicious.

■Note If a honeypot is used internally, it’s not uncommon for the honeypot to detect and report nonmali-
cious broadcast traffic. Broadcast traffic can be in the form of Address Resolution Protocol (ARP) packets and
Windows NetBIOS broadcasts. Honeypot network segments should be designed to filter normal broadcasts
away from the honeypot.
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The low noise ratio in the captured data is considered to have high value. What a honey-
pot captures should always be investigated. If you want to get involved with computer and
network security only when a real compromise attempt is taking place, then you’ll love
honeypots.

Early Detection
The low occurrence of false-positives and false-negatives naturally leads to the rapid detec-
tion of legitimate threats. Some administrators use a honeytoken to ensure early detection.
A honeytoken is any object without legitimate production value placed only as an early warn-
ing mechanism. Honeytokens can be placed on honeypots or on regular production servers.
For example, a honeytoken can be an inactive hoax user account called Administrator, without
any permissions. (It is common for the actual Administrator account on Windows computers
to be renamed to some other nondescript login name as a way to impede hackers and automated
hacking tools.) If anyone tries to log in to the computer or network using the hoax Administrator
user account, an alert is generated.

■Note The term hacker can be used to describe any computer user who explores computers beyond the
normal boundaries of the end-user interface. Throughout this book, the term hacker is meant to imply a person
with malicious intent, although it’s widely understood that not all hackers have malicious intent.

Regardless of how the honeypot detects an active exploit, it can alert you immediately to
the attempted compromise. You can respond quickly, close the security hole, and minimize the
damage. The same principal applies on a larger scale. For example, during the early morning
hours of January 25, 2003, honeypots were among the first security solutions to detect the SQL
Slammer worm. Slammer attacked vulnerable Microsoft SQL Server 2000 software with a buffer
overflow on UDP port 1434 and infected more than 200,000 computers in its first ten minutes
of release. It brought down a major banking ATM network and caused denial of service (DoS)
attacks across large portions of the Internet. Early detection allowed an internationally coordi-
nated effort to block port 1434 traffic headed across major backbones, stopping the worm from
spreading even farther. By the time most of us awoke, the biggest part of the threat was over.
The worm was being quickly eradicated, detection signatures were available, and exploited
networks were in cleanup mode. This was due in large part to the early detection work by
honeypots and IDSs.

New Threat Detection
Because every connection on a honeypot is a legitimate threat, previously unknown attacks
are found just as quickly as known attack vectors. For example, at least two major zero-day
exploits were first discovered and documented by honeypots. New hacking methods, while
not necessarily zero-day, are discovered routinely by honeypots. There are even research tools,
like Honeycomb (http://www.cl.cam.ac.uk/~cpk25/honeycomb), that allow brand-new threats
discovered by a honeypot to automatically generate an IDS signature. Unlike a virus scanner
or signature-detecting IDS, honeypots are excellent at detecting new threats.
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Know Your Enemy
Know Your Enemy is the name of a honeypot book by Lance Spitzner and is one of the many
mantras of The Honeynet Project. There is no better tool for learning what hackers are up to
than a honeypot. You can learn what hackers are doing in general, or you can discover specifically
what particular hackers want to do with your information resources. If you put up a honeypot
with the goal of learning in general what hackers are up to, it is considered a research honey-
pot. If your goal is in learning about or preventing specific attacks against your organization, it
is called a production honeypot.

I frequently do work for a large, international, nonprofit religious organization. This
organization receives hundreds of attempted attacks a day. Frequently compromised web
sites and daily DoS attacks were the norm for the many years. The network administrators
have devised a system, using an IDS, that automatically redirects suspected hacking activity
to a quarantined area full of different types of honeypots. Now the attackers can attack and
malign all day long, without causing a problem to the legitimate targets. The client rarely suf-
fers an attack that is successful against a production asset, and the network administrators use
the collected information to better protect their corporate network. 

Honeypots can capture everything associated with the hacker, including all network
packets, uploaded malware, chat communications, and typed commands. This allows the
administrator to learn what the hackers are doing and how they are doing it. As a case in
point, it was recently discovered that hackers are setting up Internet Protocol version 6 (IPv6)
stacks on machines they have exploited. The hackers then tunnel IPv6 traffic inside the IPv4
traffic, creating a simple but effective virtual private network (VPN). Many IDSs and firewalls,
not being designed for IPv6, can’t decode the tunneled traffic and are not able to peer inside
the malicious packets. A compromised honeypot in an AT&T Mexican honeynet (http://
www.honeynet.org/scans/scan28) captured hackers using IPv6 to tunnel malicious IRC traffic.
The discovery of this led to an increased awareness of the importance of firewalls and IDSs in
decoding IPv6 traffic. Honeypots are instrumental in knowing what the enemy is up to.

Defense in Depth
The defense-in-depth security paradigm states that the more defensive tools that are protect-
ing a network, the more successful the overall defense will be. A common use for a honeypot
is to place it inside the network perimeter (honeypot placement will be discussed in detail in
Chapter 2). If something sneaks past the firewall and IDS and ends up inside the network,
there is a chance the honeypot will pick it up. A layered defense will be more likely to catch
something that another solution missed. Many of today’s computer viruses and worms spread
by attempting to infect weakly password-protected NetBIOS shares. Scans made to ports 137
through 139 (the NetBIOS ports) on your honeypot could indicate that a virus or worm has
made it inside the perimeter.

Hacking Prevention
Honeypots aren’t normally promoted for their ability to prevent malicious activity. Most honey-
pots, by their very nature, are passive recording devices. Unlike a firewall or IDS, most honeypots
are only marginally able to prevent further hacking. But this is not always the case. First,
if hackers are spending time attacking a honeypot, you are distracting them from attacking
a legitimate production target. This is preventing hacking. Second, it is important to design
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your honeypot so that it cannot be used to attack other computers. It is very common for
hackers to use a compromised system to attack other systems. It allows the hacker to hide
behind another “innocent” computer. If the hacker’s attack is traced, the trail stops at another
previously compromised box, never leading to the hacker’s origination point. A properly
designed honeypot will prevent the hacker from successfully attacking other machines. 

Tarpits
Some honeypots, like LaBrea and Jackpot, are examples of tarpits. Tarpits (also known as black-
holes) are sticky honeypots built explicitly to slow down or prevent malicious activity. Both
LaBrea and Jackpot are open-source honeypots capable of running on Windows computers.

LaBrea (http://labrea.sourceforge.net) was developed in response to the Code Red
worm. When activated, it listens on the local network to ARP packets and learns all the legiti-
mate IP addresses. When an incoming packet requests an invalid IP address (which should
rarely happen for legitimate reasons), LaBrea responds and pretends to be a computer at the
corresponding probed IP address. It then works to keep malicious connections hung up in an
open, persistent state, maximizing the use of timeout periods transmission retries, actually
slowing down automated hacking worms and tools.

Jackpot (http://jackpot.uk.net) is a Java-based antispam relay server. When executed,
Jackpot accepts connections on port 25. Since Jackpot is installed only as a honeypot decoy,
no legitimate mail traffic should ever try to contact it. But spammers will attempt contact
when looking for open relays. Jackpot answers the spammer as a valid SMTP server and pre-
tends to have an open relay. When the spammer sends the spam, Jackpot logs the originating
IP address and doesn’t pass along the spam. Jackpot can be used to slow down and frustrate
spammers, but it has also been used to track down the spammers and report their illegal
activities. 

Wireless honeypots are also being used to detect war drivers, who attempt to detect and
exploit weakly protected wireless access points (WAPs). The war driver’s Media Access Control
(MAC) address can then be recorded and the unauthorized use prevented. 

The LaBrea and Jackpot tarpits will be covered in more detail in Chapter 8.

Redirectors
As discussed in the “The GenII Model” section later in this chapter, honeywall gateways can
be used to redirect malicious activity away from production assets, or like an IDS, interact
with other network defense devices. If the defense system is set up correctly, when an attack is
detected, it can be redirected to a honeypot clone of the attacked production system. Clusters
of honeypots used in this way make up a honeypot farm. In the future, a global network might
be able to redirect attacks occurring anywhere in their network to the honeypot farm. If done
appropriately, the honeypot clone will appear to have the same IP and MAC address as the
original target. To this end, honeywalls already exist, and hardware redirectors are now being
developed to make the switch happen at layer 2 of the International Organization for Stan-
dardization’s (ISO’s) Open System Interconnection (OSI) model, a much harder method for
the hacker to detect.

Attacks detected by honeypots can also initiate other proactive defenses. For example, if
a honeypot detects malicious activity, it can update firewall rules to make sure the hackers never
get access to any production assets. On the downside, any type of automated defense tool has
the potential to react too quickly to false-positives and generate a self-created DoS attack. 
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How well the redirector determines what is and isn’t malicious activity is important. Imagine
if you run an e-commerce site with a honeypot that is an exact clone of your production com-
puter. If legitimate users are redirected to the honeypot system by mistake, they could be making
purchase transactions that do not get posted to the company’s legitimate site. 

■Note Although not available in a Windows version yet, the Linux-based Bait and Switch Honeypot
(http://violating.us/projects/baitnswitch) is among the most popular redirectors.

Honeypot As a Forensics Tool
Any honeypot has the ability to collect evidence for use against the hacker. With firewall logs,
the best you can do is collect meager summary messages as proof of the unauthorized activity.
I’ve often had hackers claim to their Internet service providers (ISPs) and authorities (to whom
I had reported them) that they were innocent and that they did not know what they were doing.
Without hard evidence, most of the time, they get let off with a warning. With a honeypot, you
can replay the entire attack. Interested parties can see the entire sequence of events and decide
for themselves what the hacker’s intent was.

Better Defenses
Any honeypot, by its very nature, will help its administrator improve defenses. For example, if
a honeypot is receiving a lot of SQL Slammer worm probes, more than likely, the administrator
will make sure the network’s production boxes are patched against Slammer. 

When new attacks become popular, honeypot users are the first to warn the Internet
community at large. Honeypots help computer security by improving defenses.

Second-generation honeypot products are being developed that will integrate with IDSs,
firewalls, antivirus scanners, and other computer-defense mechanisms and report to a common
management console. When an attack is noticed, the protected assets can be scanned to see if
they have a related vulnerability to the attack. This is known as relevancy. If the attack could be
successful against protected computers, and hence, relevant, the security administrator should
be alerted. If not, the event can just be logged. This process could even begin the downloading
of necessary patches or automatically reconfigure production computers to make them invul-
nerable to the attack.

Although honeypots are not normally thought of as preventing hacking, clearly they are
active in the fight.

Internet Simulation Environment
Niels Provos, creator of the Honeyd honeypot (described in the “Emulated Honeypots” section
later in this chapter), uses his software to simulate networks of machines during classes that
he teaches. He has successfully allowed one physical host to respond for 65,536 different IP
addresses, each with different personalities and different port services. Honeyd can create
entire virtual networks, with routed segments and latency.
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How you decide to use a honeypot is up to you. If you want to create a production honey-
pot to protect your environment, make it mimic your real environment. If you want to learn
about hacking no matter what its form, create a research honeypot that simulates a myriad of
different environments. As the definition presented earlier in the chapter says, a honeypot is
whatever you want it to be.

Basic Honeypot Components
Besides the honeypot itself, you need the following components to operate a honeypot:

• Network device hardware: The network devices will consist of firewalls, routers, and
switches. Figure 1-2 shows an example of a honeypot deployment. We will cover honey-
pot deployment in Chapter 2. 

Figure 1-2. A sample honeypot deployment 
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