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Introduction

Welcome to Professional IIS 7 and ASP.NET Integrated Programming. The deep integration of IIS 7 and
ASP.NET provides both IIS 7 administrators and ASP.NET developers with a rich integrated program-
ming environment to implement features and functionalities that were not possible in earlier versions 
of IIS. 

This book provides in-depth coverage of all the major systems that make up the IIS 7 and ASP.NET inte-
grated infrastructure, as follows:

❑ IIS 7 and ASP.NET integrated request processing pipeline

❑ IIS 7 and ASP.NET integrated configuration system and its associated declarative schema exten-
sion markup language

❑ IIS 7 and ASP.NET integrated imperative management system

❑ IIS 7 and ASP.NET integrated graphical management system

❑ IIS 7 and ASP.NET integrated providers model

❑ IIS 7 and ASP.NET integrated tracing and diagnostics

❑ ASP.NET and Windows Communication Foundation integration in IIS 7

This book not only shows how these major systems work from the inside out and how to use them in
your own applications, but also provides comprehensive coverage of the extensibility points of these sys-
tems and shows you how to take advantage of them to add support for new features and functionalities. 

The discussions of this book are presented in the context of numerous step-by-step recipes and detailed
code walkthroughs and in-depth analyses of real-world examples that use these recipes to help you gain
the skills, knowledge, and experience you need to use and extend these major systems.

Who This Book Is For
This book is aimed at the ASP.NET developer and IIS 7 administrator who want to learn IIS 7 and
ASP.NET integrated programming for the first time. No knowledge of IIS 7 and ASP.NET integrated pro-
gramming is assumed.

What This Book Covers
This book is divided into 12 chapters as follows:

❑ Chapter 1, “IIS 7 and ASP.NET Integrated Architecture,” covers the IIS 7 package updates and
their constituent feature modules. It shows you five different ways to custom build your own
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Web server from the various package updates to decrease the footprint of your Web server. The
chapter also provides an overview of the systems that make up the IIS 7 and ASP.NET inte-
grated architecture.

❑ Chapter 2, “Using the Integrated Configuration System,” discusses the new IIS 7 and 
ASP.NET integrated configuration system, including the hierarchical structure of its configura-
tion files, the hierarchical relationships among these configuration files, and the notion of the
declarative versus imperative schema extension. The chapter also uses numerous examples to
walk you through important sections of the new IIS 7 machine-level configuration file named
applicationHost.config, where you’ll also learn how to override the configuration settings
specified in different sections of this file in a particular site, application, or virtual directory.

❑ Chapter 3, “Managing the Integrated Configuration System from IIS 7 Manager and the
Command Line,” shows how to use the IIS 7 Manager and appcmd.exe command-line tools to
manage the IIS 7 and ASP.NET integrated configuration system. You’ll also learn how the IIS
Manager takes the hierarchical nature of the integrated configuration system into account and
how you can configure both the IIS 7 Web server and ASP.NET Web applications from the IIS 7
Manager. This chapter also covers the delegation feature of this integrated configuration system.

❑ Chapter 4, “Managing the Integrated Configuration System with Managed Code,” 
provides in-depth coverage of those types of the IIS 7 and ASP.NET integrated imperative 
management system that allow you to manage the IIS 7 and ASP.NET integrated 
configuration system from managed code. Those types include the ConfigurationElement,
ConfigurationElementCollectionBase<T>, ApplicationPool,
ApplicationPoolCollection, Site, Application, ApplicationCollection,
VirtualDirectory, VirtualDirectoryCollection, ConfigurationSection, and
ServerManager. This chapter also provides step-by-step recipes for using these types and
examples where these recipes are used.

❑ Chapter 5, “Extending the Integrated Configuration System and Imperative 
Management API,” uses examples to walk you through the XML constructs that make up 
the IIS 7 and ASP.NET integrated declarative schema extension markup language including
<sectionSchema>, <attribute>, <element>, and <collection>. It provides a step-by-step
recipe for using these XML constructs to extend the integrated configuration system to imple-
ment the XML constructs that make up a custom configuration section, including its containing
XML element and attributes, Non-collection XML elements and attributes, Collection XML ele-
ments and their child add, remove, and clear XML elements and their attributes. The chapter
uses this recipe to implement the XML constructs that make up a custom configuration section,
including its containing XML element and the associated attributes, a Non-collection XML ele-
ment, a Collection XML element, and the add, remove, and clear child XML elements. 

The chapter also gives you recipes for extending the integrated imperative management API to
add support for new imperative management classes that allow managed code to manage the
XML constructs making up a configuration section in strongly-typed fashion.

❑ Chapter 6, “Understanding the Integrated Graphical Management System,” provides in-
depth coverage of the integrated graphical management system. This chapter first covers mod-
ule dialog pages, module list pages, module properties pages, task forms, and wizard forms. It
then dives into the IIS 7 Manager’s object model where types such as IServiceProvider,
IServiceContainer, ManagementConfigurationPath, Connection, NavigationItem, and
TaskListCollection are discussed. The chapter then takes you under the hood where you’ll
see for yourself how these types work together.

Introduction
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❑ Chapter 7, “Extending the Integrated Graphical Management System,” gives you step-by-step
recipes for implementing the client-side and server-side code that extend the IIS 7 and ASP.NET
integrated graphical management system to add graphical management support for a custom
configuration section. The chapter uses these recipes to add support for custom graphical man-
agement components that allow users to configure the <myConfigSection> configuration sec-
tion right from the IIS 7 Manager. 

❑ Chapter 8, “Extending the Integrated Request Processing Pipeline,” shows you how to imple-
ment your own custom HTTP modules, HTTP handlers, and HTTP handler factories, and plug
them into the IIS 7 and ASP.NET integrated request processing pipeline to extend this pipeline
to add support for custom request processing capabilities. 

The chapter shows you three different ways to plug your custom HTTP modules, HTTP han-
dlers, and HTTP handler factories into the IIS 7 and ASP.NET integrated pipeline: declaratively
through a configuration file, graphically through the IIS 7 Manager, and imperatively through
managed code.

Finally the chapter shows you how to implement a fully configurable UrlRewriterModule
HTTP module and plugs the module into the IIS 7 and ASP.NET integrated request processing
pipeline.

❑ Chapter 9, “Understanding the Integrated Providers Model,” begins by showing you the inte-
grated providers model in action. Next, it takes you under the hood where you see for yourself
the important roles that the following classes play in the integrated providers model and how
you can take advantage of them when you’re implementing your own custom provider-based
services: 

❑ The ProviderFeature abstract base class and its sub. You also learn how to implement
a custom provider feature to describe your own custom provider-based service and
how to register your custom provider feature with the integrated providers model.

❑ The ProviderConfigurationSettings abstract base class and its sub. This chapter
also teaches you how to implement a custom provider configuration settings class to
describe the configuration settings of the providers of your own custom provider-based
service and how to register your custom provider configuration settings class with the
integrated providers model.

❑ The PropertyGrid control. This chapter walks you through several exercises to help
you gain a better understanding of this control, the role it plays in the integrated
providers model, and how to customize this control for your own custom provider-
based services.

❑ The AddProviderForm task form.

❑ The ProviderConfigurationConsolidatedPage module list page.

❑ The IProviderConfigurationService interface and its standard implementation
named ProviderConfigurationModule. This chapter shows you how to take advan-
tage of this standard implementation in your own provider-based services.

❑ Chapter 10, “Extending the Integrated Providers Model,” begins by providing a detailed step-
by-step recipe for extending the integrated providers model to implement and to plug your own
fully configurable custom provider-based services into this model. It uses this recipe to imple-
ment a fully configurable RSS provider-based service and plug it into the integrated providers

Introduction
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model. The RSS provider-based service enables you to generate RSS documents from any type
of data store such as SQL Server databases, XML documents, and so on. 

❑ Chapter 11, “Integrated Tracing and Diagnostics,” shows you how to use the IIS 7 and
ASP.NET integrated tracing and diagnostics infrastructure to instrument your managed 
code with tracing. This chapter demonstrates how to emit trace events from within your 
managed code, how to route these trace events to the IIS 7 tracing infrastructure, and how 
to configure modules such as Failed Request Tracing to consume these trace events. This chap-
ter uses practical examples to provides in-depth coverage of the TraceSource data source, 
the SourceSwitch switch, the IisTraceListener listener, the EventTypeFilter and
SourceFilter filers, and how to enable Failed Request Tracing and define new rules in the 
IIS 7 Manager.

The chapter then uses a real-world example to show you how to make the tracing feature of
your managed code fully configurable from configuration files, from managed code, and from
the IIS 7 Manager.

The chapter then discusses the Runtime Status and Control API (RSCA), which is an unman-
aged API. Next, this chapter provides in-depth coverage of the various types of the integrated
imperative management system and uses an example to show you how to use these types to
indirectly program against the RSCA unmanaged API from your managed code to access and to
manipulate the runtime state of the IIS 7 runtime objects.

The chapter finally discusses the LogRequest event of the HttpApplication object and imple-
ments an HTTP module that registers an event handler for this event where it stores request
data in an XML document. This request data provides a powerful diagnostic tool. 

❑ Chapter 12, “ASP.NET and Windows Communication Foundation Integration in IIS 7,” uses a
practical example to show you how to use the Windows Communication Foundation Service
Model to model the communications of your own components with the outside world and how
to take advantage of the deep integration of ASP.NET and WCF services in the IIS 7 environ-
ment in your own Web applications. This chapter covers the following topics:

❑ A WCF endpoint and its address, binding, and contract.

❑ WCF service model and its attribute-based, configuration-based, and imperative pro-
gramming facilities for modeling the communications of your own components with
the outside world.

❑ Defining WCF service contracts. 

❑ Implementing WCF service contracts. 

❑ Adding, updating, removing, and configuring WCF endpoints.

❑ Adding behaviors.

❑ Hosting a WCF service. This chapter shows you how to host your WCF service in IIS 7
to take full advantage of the great features of IIS 7 discussed throughout this book.

❑ Developing WCF clients. This chapter discusses three different ways to develop a WCF
client: adding a Web reference, using the Svcutil.exe tool, and the imperative
approach. This chapter uses each approach to develop a separate WCF client.

This chapter uses a practical example that consists of the following three different applications
to demonstrate the deep integration of ASP.NET and WCF services in IIS 7.

Introduction
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What You Need to Use This Book
You’ll need the following items to run the code samples in this book:

❑ Windows Vista or Windows Server 2008

❑ Visual Studio 2005, Visual Studio 2005 Express Edition, Visual Studio 2008, or Visual Studio
2008 Express Edition

❑ SQL Server 2005 or SQL Server 2005 Express Edition

You can download free copies of Visual Studio 2005 Express Edition or Visual Studio 2008 Express Edition
and SQL Server 2005 Express Edition from http://msdn.microsoft.com/vstudio/express/.

Conventions
To help you get the most from the text and keep track of what’s happening, we’ve used a number of con-
ventions throughout the book.

Tips, hints, tricks, and asides to the current discussion are offset and italicized, like this.

As for styles in the text:

❑ We highlight new terms and important words when we introduce them.

❑ We show keyboard strokes like this: Ctrl+A.

❑ We show filenames, URLs, and code within the text like so: persistence.properties. 

❑ We present code in two different ways:

In code examples we highlight new and important code with a gray background.

The gray highlighting is not used for code that’s less important in the present
context, or has been shown before.

Source Code
As you work through the examples in this book, you may choose either to type in all the code manually
or to use the source code files that accompany the book. All of the source code used in this book is avail-
able for download at http://www.wrox.com. Once at the site, simply locate the book’s title (either by
using the Search box or by using one of the title lists) and click the Download Code link on the book’s
detail page to obtain all the source code for the book. 

Boxes like this one hold important, not-to-be forgotten information that is directly
relevant to the surrounding text.

Introduction
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Because many books have similar titles, you may find it easiest to search by ISBN; this book’s ISBN is
978-0-470-15253-9.

Once you download the code, just decompress it with your favorite compression tool. Alternatively, 
you can go to the main Wrox code download page at http://www.wrox.com/dynamic/books/
download.aspx to see the code available for this book and all other Wrox books.

Errata
We make every effort to ensure that there are no errors in the text or in the code. However, no one is per-
fect, and mistakes do occur. If you find an error in one of our books, like a spelling mistake or faulty
piece of code, we would be very grateful for your feedback. By sending in errata you may save another
reader hours of frustration and at the same time you will be helping us provide even higher quality
information. 

To find the errata page for this book, go to http://www.wrox.com and locate the title using the Search box
or one of the title lists. Then, on the book details page, click the Book Errata link. On this page you can view
all errata that has been submitted for this book and posted by Wrox editors. A complete book list including
links to each book’s errata is also available at www.wrox.com/misc-pages/booklist.shtml.

If you don’t spot “your” error on the Book Errata page, go to www.wrox.com/contact/
techsupport.shtml and complete the form there to send us the error you have found. We’ll check the
information and, if appropriate, post a message to the book’s errata page and fix the problem in subse-
quent editions of the book.

p2p.wrox.com
For author and peer discussion, join the P2P forums at p2p.wrox.com. The forums are a Web-based sys-
tem for you to post messages relating to Wrox books and related technologies and interact with other
readers and technology users. The forums offer a subscription feature to e-mail you topics of interest of
your choosing when new posts are made to the forums. Wrox authors, editors, other industry experts,
and your fellow readers are present on these forums.

At http://p2p.wrox.com you will find a number of different forums that will help you not only as
you read this book, but also as you develop your own applications. To join the forums, just follow these
steps:

1. Go to p2p.wrox.com and click the Register link.

2. Read the terms of use and click Agree.

3. Complete the required information to join as well as any optional information you wish to pro-
vide and click Submit.

4. You will receive an e-mail with information describing how to verify your account and com-
plete the joining process.

You can read messages in the forums without joining P2P but in order to post your own messages, you
must join.
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Once you join, you can post new messages and respond to messages other users post. You can read mes-
sages at any time on the Web. If you would like to have new messages from a particular forum e-mailed
to you, click the Subscribe to this Forum icon by the forum name in the forum listing.

For more information about how to use the Wrox P2P, be sure to read the P2P FAQs for answers to ques-
tions about how the forum software works as well as many common questions specific to P2P and Wrox
books. To read the FAQs, click the FAQ link on any P2P page.
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IIS 7 and ASP.NET
Integrated Architecture

Internet Information Services 7.0 (IIS 7) is the latest version of Microsoft Web server. IIS 7 has gone
through significant architectural changes since the last version. The most notable change for
ASP.NET developers is the deep integration of the IIS 7 and ASP.NET framework. This provides
both ASP.NET developers and IIS 7 administrators with an integrated programming environment
that allows them to implement features and functionalities that were not possible before. The main
goal of this chapter is twofold. First, it covers the IIS 7 package updates and their constituent fea-
ture modules, discusses five different IIS 7 setup options, and shows you how to use each option
to custom-build your own Web server from these package updates. Second, it provides you with
an overview of the IIS 7 and ASP.NET integrated architecture and its constituent systems, setting
the stage for the next chapters where you’ll dive into the details of this integrated architecture and
programming framework. 

Modular Architecture of IIS 7
The main priority of the Microsoft IIS team for IIS 6.0 was to improve its security, performance,
and reliability. For that reason, modularity and extensibility didn’t make it to the list of top priori-
ties for IIS 6.0. That said, IIS 6.0 introduced a very important notion: selectively disabling IIS 7 fea-
tures such as ISAPI extensions and CGI components. One of the main problems with the earlier
versions of IIS was that all features of IIS had to be installed and enabled. There was no way to dis-
able features that your application scenario did not need.

IIS 6.0 enables only static file serving by default on a clean install of the Web server. In other
words, dynamic features such as ISAPI extensions and CGI components are disabled by default
unless the administrator explicitly enables them. Such customization of the Web server allows 
you to decrease the attack surface of your Web server by giving attackers fewer opportunities for
attacks.  
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Disabling unwanted features was the first step toward the customizability of IIS. However, this step 
didn’t go far enough because IIS 6.0 still installs everything, which introduces the following problems:

❑ Disabled features consume server resources such as memory, and therefore increase the Web
server footprint.

❑ Administrators still need to install service packs that address bugs in the disabled features, even
though they’re never used.

❑ Administrators still need to install software updates for the disabled features.

In other words, administrators have to maintain the service features that are never used. All these prob-
lems stem from the fact that the architecture of IIS 6.0 is relatively monolithic. The main installation
problem with a monolithic architecture is that it’s based on an all-or-nothing paradigm where you have
no choice but to install the whole system.

IIS 7.0 is modular to the bone! Its architecture consists of more than 40 feature modules from which you
can choose. This allows you to install only the needed feature modules to build a highly customized,
thin Web server. This provides the following important benefits:

❑ Decreases the footprint of your Web server.

❑ Administrators need to install only those service packs that address bugs in the installed feature
modules.

❑ Administrators need to install software updates only for the installed feature modules.

So, administrators have to maintain and service only installed feature modules. 

Next, I provide an overview of the IIS 7 feature modules or components. These feature components are
grouped into what are known as functional areas, where each functional area maps to a specific IIS pack-
age update. That is, each package update contains one or more feature modules or components. As
you’ll see later, you’ll use these package updates to custom-build your Web server. 

The top-level IIS update is known as IIS-WebServerRole, and contains the updates shown in Figure 1-1.
As the name suggests, the IIS-WebServerRole update enables Windows Server 2008 and Windows Vista
to adopt a Web server role, which enables them to exchange information over the Internet, an intranet, or
an extranet. 

Figure 1-1

IIS-WebServerRole 

IIS-WebServer 

IIS-WebServerManagementTools 

IIS-FTPPublishingService 
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IIS-WebServer
The IIS-WebServer update contains five updates as shown in Figure 1-2. As you can see, this update con-
tains the feature modules that make up the core functionality of a Web server.

Figure 1-2

IIS-CommonHttpFeatures
The IIS-CommonHttpFeatures update contains the feature modules or components described in the fol-
lowing table:

Feature Module Description

IIS-StaticContent Use this module to enable your Web server to service requests for static
content. Web site resources with file extensions such as .html, .htm,
.jpg, and the like that can be serviced without server-side processing
are known as static content.

IIS-DefaultDocument This module allows you to specify a Web resource that will be used as
the default resource when the request URL does not contain the name 
of the requested resource.

IIS-DirectoryBrowsing Use this module to enable your Web server to display the contents of a
specified directory to end users when they directly access the directory
and no default document exists in the directory.

IIS-HttpErrors Use this module to enable your Web server to support sending custom
error messages to end users.

IIS-HttpRedirect Use this module to enable your Web server to support request redirects.

IIS-WebServer 

IIS-CommonHTTPFeatures 

IIS-ApplicationDevelopment 

IIS-HealthAndDiagnostics 

IIS-Security 

IIS-Performance 
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IIS-ApplicationDevelopment
The IIS-ApplicationDevelopment update contains the feature modules that support different application
types as described in the following table:

IIS-HealthAndDiagnostics
The IIS-HealthAndDiagnostics package update contains the feature modules described in the following
table:

Feature Module Description

IIS-HttpLogging Use this module to enable your Web server to log Web site activities.

IIS-LoggingLibraries Use this module to install logging tools and scripts on your Web server.

IIS-RequestMonitor Use this module to enable your Web server to monitor the health of the
Web server and its sites and applications.

IIS-HttpTracing Use this module to enable your Web server to support tracing for
ASP.NET applications and failed requests.

IIS-CustomLogging Use this module to enable your Web server to support custom logging
for the Web server and its sites and applications.

IIS-ODBCLogging Use this module to enable your Web server to support logging to an
ODBC-compliant database.

Feature Module Description

IIS-ASPNET Use this module to enable your Web server to host ASP.NET applications.

IIS-NetFxExtensibility Use this module to enable your Web server to host managed modules.

IIS-ASP Use this module to enable your Web server to host ASP applications.

IIS-CGI Use this module to enable your Web server to support CGI executables.

IIS-ISAPIExtensions Use this module to enable your Web server to use ISAPI extension mod-
ules to process requests.

IIS-ISAPIFilter Use this module to enable your Web server to use ISAPI filter to cus-
tomize the server behavior.

IIS-ServerSideIncludes Use this module to enable your Web server to support .stm, .shtm, and
.shtml include files.
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