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Foreword

n the late 1960s, [ was first exposed to what would later become known as

disaster recovery. [ was responsible for the systems software environment
for a major university computer center at the time. It was at the height of the
Vietnam War protests, and one of those protests spilled over to the building
housing the computer room. A number of the protesters were running
through the building and randomly damaging whatever was in their path.
When they got to the computer room, they found a locked, heavy steel door
and moved on.

It suddenly dawned on me that we had no clue — let alone plan — to deal
with damage or destruction, should the protesters have gained entry to the
computer room. As [ thought about it and discussed this with others on the
computer operations team, I realized there were many other threats and vul-
nerabilities that had never been discussed, let alone addressed.

Fast forward forty years. The single-mainframe data center has given way to
clusters of dozens, if not hundreds, of servers and decentralized data cen-
ters; networking is often more critical than processors; dozens of computer
room operators have been replaced by lights-out data centers; a week-long
recovery from a data center disruption is now more likely to be an almost
instantaneous failover to a backup; and disaster recovery has become a fact
of life.

The bad news is that too many data center managers still have not been able
to effectively address disaster recovery, whether because of lack of manage-
ment commitment or lack of knowledge or lack of resources. By effectively,

[ mean

v A comprehensive disaster recovery plan, based on objective
assessment of threats, vulnerabilities and exposure to loss

v Integration with comprehensive enterprise business continu-
ity programs so that [T disaster recovery is consistent with
overall business needs and priorities

»* A meaningful exercise program, combined with training and
plan maintenance, to ensure that the plan is current, realistic,
and likely to work when called upon
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The good news is that with Peter Gregory’s new book, even a team without
prior experience in disaster recovery planning can address these issues —
“...those frustrated and hard-working souls who know they’re not dumb,
but find that the technical complexities of computers and the myriad of per-
sonal and business issues — and all the accompanying horror stories —
make them feel helpless,” as www.dummies.com points out.

Disaster recovery is not simply about Katrinas nor earthquakes nor 9/11
catastrophes. Sometimes, the focus on these monumental events could intimi-
date even the most committed IT manager from tackling disaster recovery
planning. Disaster recovery is really about the ability to maintain business as
usual — or as close to “as usual” as is feasible and justifiable — whatever
gets thrown at IT. Peter’s book helps to establish this perspective and pro-
vides a non-nonsense yet manageable foundation. I actually found, despite
my long involvement with business continuity and disaster recovery, that he
has identified many issues, techniques, and tips which I found quite useful.

While I confess I enjoyed Italian Wines For Dummies more, Peter Gregory’s
new book succeeds in taking the intimidation factor out of IT disaster recov-
ery and offers a common-sense, practical, yet comprehensive process for
analyzing, developing, implementing, exercising, and maintaining a successful
IT disaster recovery program — even if he has, regrettably, failed miserably
to enlighten me about Super-Tuscan wines.

Philip Jan Rothstein, FBCI, is President of Rothstein Associates Inc. (www .
rothstein. com, Brookfield, Connecticut USA), a management consultancy
focused on business continuity and disaster recovery since 1984. He has edited
or written close to 100 books and more than 200 articles, and is publisher of
The Rothstein Catalog on Disaster Recovery.



Introduction

Disasters of many kinds strike organizations around the world on an almost
daily basis. But most of these disasters never make the news headlines
because they occur at the local level. You probably hear about disastrous events
that occur in or near your community — fires, floods, landslides, civil unrest,
and so on — that affect local businesses, sometimes in devastating ways. Larger
disasters affect wide areas and result in widespread damage, evacuations, and
loss of life, and can make you feel numb at times because of the sheer scale of
their effects.

This book is about the survival of business IT systems in the face of these
disasters through preparation and response. You're largely powerless to stop
the disasters themselves, and even if you can get out of their way, you can
rarely escape their effects altogether. Disasters, by their very nature, disrupt
everything within their reach.

Your organization can plan for these disasters and take steps to assure your
critical IT systems survive. This book shows you how to prepare.

About This Book

IT Disaster Recovery Planning For Dummies contains a common and time-
proven methodology that can help you prepare your organization for disaster.

My goals are simple — to help you plan for and prepare your systems,
processes, and people for an organized response to a disaster when it strikes.
You can make your systems more resilient, meaning you'll need less effort to
recover them after a disaster. By using this book as a guide, you can journey
through the steps of a disaster recovery (DR) project, as thousands of organi-
zations have done before you.

This book progresses in roughly the same sequence that you must follow if
your organization hasn’t developed a disaster recovery plan before or if
you’re about to do a major refresh of outdated or inadequate plans.
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How This Book Is Organized

This book is organized into four parts that you can use to quickly find the
information you need.

Part I: Getting Started with
Disaster Recovery

In Part I, I describe the nature of disasters and their effects on businesses. In
Chapter 1, I take you on an end-to-end tour of the entire disaster recovery
planning process.

I start Chapter 2 with a discussion of the various ways that a disaster can
affect an organization and the role of prevention. I also include how to begin
planning your disaster recovery project and emergency operations planning.
Then, I show how you can quickly develop an interim disaster recovery plan
that can provide some basic protection from a disaster if one occurs before
you finish your full disaster recovery plan.

In Chapter 3, I take you on a deep dive into the vital first phase of a DR
project — creating the Business Impact Analysis, during which you discover
which business processes require the most effort in terms of prevention and
the development of recovery procedures.

Part 1I: Building Technology
Recovery Plans

Part Il contains the core components of the disaster recovery plan. Chapter 4
describes how you determine which systems and underlying infrastructure
support critical business processes that you identify in the Business Impact
Analysis. Chapter 5 through Chapter 8 go through the work of preventing
disaster and recovering from disaster in distinct groups — end users, facilities,
systems and networks, and data. Chapter 9 discusses details about the actual
disaster recovery plan documents — what those documents should contain
and how to manage their development.

Part I1I: Managing Recovery Plans

Part Ill focuses on what happens after you write your disaster recovery plans.
Chapter 10 discusses DR plan testing and the five types of tests organizations
often perform. Chapter 11 describes what activities you need to do to ensure
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that your DR plans stay current. Disaster prevention is the topic of Chapter
12. If you can prevent disasters, your organization is better off. Chapter 13
discusses many disaster scenarios and what each one brings to a disaster
recovery plan.

Part IU: The Part of Tens

The much loved and revered Part of Tens contains four chapters that are more
than mere lists. These chapters contain references to external sources of
information, more reasons to develop business recovery plans, and the benefits
your organization can gain from having a well-developed recovery plan.

What This Book Is — and What It Isn’t

Every business needs to complete disaster recovery (DR) planning and business
continuity (BC) planning.

The terms DR planning and BC planning are often confused with each other,
and many people use them interchangeably. And ultimately, they’re comple-
mentary activities that you have to do before a disaster occurs (in terms of
planning), and during and after a disaster (in terms of response and business
resumption).

IT Disaster Recovery Planning For Dummies focuses on DR planning as it
relates to IT systems and IT users. In this book, I discuss the necessary steps
to develop response, assessment, and recovery plans to get IT systems and
IT users back online after a disaster.

This book doesn’t cover business continuity planning, which focuses on
generic business process resumption, as well as continuity and communica-
tions with customers and shareholders.

Assumptions about Disasters

When you think about disasters, you may think about horrific natural events,
rescue helicopters, hospital ships, airlifts, the International Red Cross or World
Vision, looting and mayhem, large numbers of human casualties, and up-to-the-
minute coverage from CNN. You may also think of wars, terrorist attacks, or
nuclear power plant explosions, and the fallout (no pun intended) that ensues.
Yes, these events certainly qualify as disasters, and this book discusses the
preparations that businesses can and should take to survive them.
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But you also have to think about the less sensational disasters that play out
almost every day in businesses everywhere — not only fires, floods, strikes,
explosions, and many other types of accidents, but also security incidents,
vandalism, and sabotage — not to mention IT system hardware and software
failures, data corruption, and errors. All of these problems can become
disastrous events that can threaten a business’s survival.

Icons Used in This Book

CMBER

A\

Throughout this book, you may notice little icons in the left margin that act
as road signs to help you quickly pull out the information that’s most important
to you. Here’s what they look like and what they represent.

Information tagged with a Remember icon identifies general information and

core concepts that you may already know but should certainly understand
and review.

Tip icons include short suggestions and tidbits of useful information.

Look for Warning icons to identify potential pitfalls, including easily confused
or difficult-to-understand terms and concepts.

Technical Stuff icons highlight technical details that you can skip unless you
want to bring out the tech geek in you.

Where to Go from Here

If you want to understand the big picture about disaster recovery planning,
go straight to Chapter 1. If your organization has no plan of any kind, Chapter
2 can help you get something started right away that you can have in place
next week. (No kidding!) If you want to dive straight into a full-blown DR pro-
ject, begin at Chapter 3.

If your organization already has a disaster recovery plan, you can turn to
Chapters 11, 12, and 13, in which I discuss the activities that you need to-
perform on an ongoing basis.
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You can also just open the book to any chapter you want and dive right into
the art and science of protecting the technology that supports your organiza-
tion from disasters.

Write to Us!

Have a question? Comment? Complaint? Please let me know. Write to me at
petergregory@yahoo.com Oor phg@isecbooks. com.

You can also find me online at www . i secbooks . com.
[ try to answer every question personally.

For information on other For Dummies books, please visit www . dummies . com.
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Part |

Getting Started
with Disaster
Recovery

The Sth Wave By Rich Tennant
BRILYIENNANT

“Ouy automated vesponse policy to a large
company- wide data crash is to notify
management, back up existing data and
sell 9o% of my shares in the company.”



In this part . . .

' his part introduces the technical side of disaster
recovery (DR) planning. Chapter 1 provides an
overview of the entire DR process.

Chapter 2 is for organizations that have no disaster recov-
ery plan at all. It shows you how you can make a quick
start with an interim plan that provides some protection
against disaster while you develop a more formal plan.

Chapter 3 covers the Business Impact Analysis (BIA) —
the vital first part of the formal, long-term development of
a disaster recovery plan. You use the BIA to identify the
most critical business processes — those that need disas-
ter recovery plans the most!




