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Foreword

Ralph Waldo Emerson, the great American essayist, philosopher, and poet, once
said that the invariable mark of wisdom is seeing the miraculous in the com-
mon. Today, common miracles surround us, and it is virtually impossible not
to see them. Most of us have modern gadgetry such as digital cameras, video
camcorders, cell phones, fast computers that can access millions of websites,
instant messaging, social networking sites, search engines, music downloads ...
the list goes on. All of these examples have one thing in common: they generate
huge volumes of data. Not only are we in an information age, we're in an age
where information is exploding into a digital universe that requires enhanced
technology and a new generation of professionals who are able to manage,
leverage, and optimize storage and information management solutions.

Just to give you an idea of the challenges we face today, in one year the amount
of digital information created, captured, and replicated is millions of times the
amount of information in all the books ever written. Information is the most
important asset of a business. To realize the inherent power of information, it
must be intelligently and efficiently stored, protected, and managed—so that it
can be made accessible, searchable, shareable, and, ultimately, actionable.

We are currently in the perfect storm. Everything is increasing: the informa-
tion, the costs, and the skilled professionals needed to store and manage it—
professionals who are not available in sufficient numbers to meet the growing
need. The IT manager’s number one concern is how to manage this storage
growth. Enterprises simply cannot purchase bigger and better “boxes” to store
their data. IT managers must not only worry about budgets for storage technol-
ogy, but also be concerned with energy-efficient, footprint-reducing technology
that is easy to install, manage, and use. Although many IT managers intend to
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hire more trained staff, they are facing a shortage of skilled, storage-educated
professionals who can take control of managing and optimizing the data.

I'was unable to find a comprehensive book in the marketplace that provided
insight into the various technologies deployed to store and manage informa-
tion. As an industry leader, we have the subject-matter expertise and practical
experience to help fill this gap; and now this book can give you a behind-the-
scenes view of the technologies used in information storage and management.
You will learn where data goes, how it is managed, and how you can contribute
to your company’s profitability.

If you've chosen storage and information infrastructure management as your
career, you are a pioneer in a profession that is undergoing constant change,
but one in which the challenges lead to great rewards.

Regardless of your current role in IT, this book should be a key part of your
IT library and professional development.

Thomas P. Clancy
Vice President, Education Services, EMC Corporation
March 2009



Introduction

nformation storage is a central pillar of information technology. A large

quantity of digital information is being created every moment by individual

and corporate consumers of IT. This information needs to be stored, pro-
tected, optimized, and managed.

Not long ago, information storage was seen as only a bunch of disks or tapes
attached to the back of the computer to store data. Even today, only those in
the storage industry understand the critical role that information storage tech-
nology plays in the availability, performance, integration, and optimization
of the entire IT infrastructure. Over the last two decades, information storage
has developed into a highly sophisticated technology, providing a variety of
solutions for storing, managing, connecting, protecting, securing, sharing, and
optimizing digital information.

With the exponential growth of information and the development of sophisti-
cated products and solutions, there is also a growing need for information stor-
age professionals. IT managers are challenged by the ongoing task of employing
and developing highly skilled information storage professionals.

Many leading universities and colleges have started to include storage tech-
nology courses in their regular computer technology or information technol-
ogy curriculum, yet many of today’s IT professionals, even those with years
of experience, have not benefited from this formal education, therefore many
seasoned professionals—including application, systems, database, and network
administrators—do not share a common foundation about how storage technol-
ogy affects their areas of expertise.

This book is designed and developed to enable professionals and students to
achieve a comprehensive understanding of all segments of storage technology.
While the product examples used in the book are from EMC Corporation, an
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understanding of the technology concepts and principles prepare the reader to
easily understand products from various technology vendors.

This book has 16 chapters, organized in four sections. Advanced topics build
upon the topics learned in previous chapters.

Part 1, “Information Storage and Management for Today’s World”: These
four chapters cover information growth and challenges, define a storage system
and its environment, review the evolution of storage technology, and introduce
intelligent storage systems.

Part 2, “Storage Options and Protocols”: These six chapters cover the SCSI
and Fibre channel architecture, direct-attached storage (DAS), storage area net-
works (S5ANSs), network-attached storage (NAS), Internet Protocol SAN (IP-SAN),
content-addressed storage (CAS), and storage virtualization.

Part 3, “Business Continuity and Replication”: These four chapters introduce
business continuity, backup and recovery, local data replication, and remote data
replication.

Part 4, “Security and Administration”: These two chapters cover storage secu-
rity and storage infrastructure monitoring and management.

This book has a supplementary website that provides additional up-to-date
learning aids and reading material. Visit http://education.EMC.com/ismbook
for details.

EMC Academic Alliance

Universities and colleges interested in offering an information storage and man-
agement curriculum are invited to join the Academic Alliance program. This
program provides comprehensive support to institutes, including teaching aids,
faculty guides, student projects, and more. Please visit http: //education.EMC

.com/academicalliance.

EMC Proven Professional Certification

2
EMC' This book prepares students and professionals to take the

ol EMC Proven Professional Information Storage and Management

‘ exam E20-001. EMC Proven Professional is the premier certifica-
‘ tion program that validates your knowledge and helps establish

your credibility in the information technology industry. For more
PROVEN information on certification as well as to access practice exams,

I Visit http://education.EMC.com.
PROFESSIONAL
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Chapter 1
Introduction to Information
Storage and Management

nformation is increasingly important in our KEY CONCEPTS
daily lives. We have become information :

dependents of the twenty-first century, liv- Data and Information

ing in an on-command, on-demand world that  stryctured and Unstructured Data
means we need information when and where it is
required. We access the Internet every day to per-
form searches, participate in social networking,  core Elements of a Data Center
send and receive e-mails, share pictures and vid-
eos, and scores of other applications. Equipped
with a growing number of content-generating  |nformation Lifecycle Management
devices, more information is being created by
individuals than by businesses. Information cre-
ated by individuals gains value when shared with others. When created, infor-
mation resides locally on devices such as cell phones, cameras, and laptops. To
share this information, it needs to be uploaded via networks to data centers. It
is interesting to note that while the majority of information is created by indi-
viduals, it is stored and managed by a relatively small number of organizations.
Figure 1-1 depicts this virtuous cycle of information.

The importance, dependency, and volume of information for the business
world also continue to grow at astounding rates. Businesses depend on fast
and reliable access to information critical to their success. Some of the business
applications that process information include airline reservations, telephone
billing systems, e-commerce, ATMs, product designs, inventory management,
e-mail archives, Web portals, patient records, credit cards, life sciences, and
global capital markets.

The increasing criticality of information to the businesses has amplified
the challenges in protecting and managing the data. The volume of data that
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business must manage has driven strategies to classify data according to its
value and create rules for the treatment of this data over its lifecycle. These
strategies not only provide financial and regulatory benefits at the business level,
but also manageability benefits at operational levels to the organization.

Data centers now view information storage as one of their core elements,
along with applications, databases, operating systems, and networks. Storage
technology continues to evolve with technical advancements offering increas-
ingly higher levels of availability, security, scalability, performance, integrity,
capacity, and manageability.
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Figure 1-1: Virtuous cycle of information

This chapter describes the evolution of information storage architecture from
simple direct-attached models to complex networked topologies. It introduces
the information lifecycle management (ILM) strategy, which aligns the infor-
mation technology (IT) infrastructure with business priorities.
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1.1 Information Storage

Businesses use data to derive information that is critical to their day-to-day
operations. Storage is a repository that enables users to store and retrieve this
digital data.

1.1.1 Data

Data is a collection of raw facts from which conclusions may be drawn.
Handwritten letters, a printed book, a family photograph, a movie on video
tape, printed and duly signed copies of mortgage papers, a bank’s ledgers, and
an account holder’s passbooks are all examples of data.

Before the advent of computers, the procedures and methods adopted for
data creation and sharing were limited to fewer forms, such as paper and film.
Today, the same data can be converted into more convenient forms such as an
e-mail message, an e-book, a bitmapped image, or a digital movie. This data
can be generated using a computer and stored in strings of 0s and 1s, as shown
in Figure 1-2. Data in this form is called digital data and is accessible by the user
only after it is processed by a computer.

Video
Photo
Book
Letter } g eﬁ\,‘;\\"’ Digital Data

Figure 1-2: Digital data

With the advancement of computer and communication technologies, the rate
of data generation and sharing has increased exponentially. The following is a
list of some of the factors that have contributed to the growth of digital data:
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m Increase in data processing capabilities: Modern-day computers provide
a significant increase in processing and storage capabilities. This enables
the conversion of various types of content and media from conventional
forms to digital formats.

m Lower cost of digital storage: Technological advances and decrease in the
cost of storage devices have provided low-cost solutions and encouraged
the development of less expensive data storage devices. This cost benefit
has increased the rate at which data is being generated and stored.

m Affordable and faster communication technology: The rate of sharing
digital data is now much faster than traditional approaches. A handwrit-
ten letter may take a week to reach its destination, whereas it only takes
a few seconds for an e-mail message to reach its recipient.

Inexpensive and easier ways to create, collect, and store all types of data,
coupled with increasing individual and business needs, have led to accelerated
data growth, popularly termed the data explosion. Data has different purposes
and criticality, so both individuals and businesses have contributed in varied
proportions to this data explosion.

The importance and the criticality of data vary with time. Most of the data
created holds significance in the short-term but becomes less valuable over time.
This governs the type of data storage solutions used. Individuals store data on
a variety of storage devices, such as hard disks, CDs, DVDs, or Universal Serial
Bus (USB) flash drives.

EXAMPLE OF RESEARCH AND BUSINESS DATA

B Seismology: Involves collecting data related to various sources
and parameters of earthquakes, and other relevant data that needs
to be processed to derive meaningful information.

B Product data: Includes data related to various aspects of a prod-
uct, such as inventory, description, pricing, availability, and sales.

B Customer data: A combination of data related to a company’s customers,
such as order details, shipping addresses, and purchase history.

B Medical data: Data related to the health care industry, such as patient his-
tory, radiological images, details of medication and other treatment, and
insurance information.

Businesses generate vast amounts of data and then extract meaningful
information from this data to derive economic benefits. Therefore, busi-
nesses need to maintain data and ensure its availability over a longer period.
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Furthermore, the data can vary in criticality and may require special han-
dling. For example, legal and regulatory requirements mandate that banks
maintain account information for their customers accurately and securely.
Some businesses handle data for millions of customers, and ensures the
security and integrity of data over a long period of time. This requires high-
capacity storage devices with enhanced security features that can retain data
for a long period.

1.1.2 Types of Data

Data can be classified as structured or unstructured (see Figure 1-3) based on
how it is stored and managed. Structured data is organized in rows and col-
umns in a rigidly defined format so that applications can retrieve and process
it efficiently. Structured data is typically stored using a database management
system (DBMS).

Data is unstructured if its elements cannot be stored in rows and columns,
and is therefore difficult to query and retrieve by business applications. For
example, customer contacts may be stored in various forms such as sticky notes,
e-mail messages, business cards, or even digital format files such as .doc, .txt,
and .pdf. Due its unstructured nature, it is difficult to retrieve using a cus-
tomer relationship management application. Unstructured data may not have
the required components to identify itself uniquely for any type of processing or
interpretation. Businesses are primarily concerned with managing unstructured
data because over 80 percent of enterprise data is unstructured and requires
significant storage space and effort to manage.

1.1.3 Information

Data, whether structured or unstructured, does not fulfill any purpose for indi-
viduals or businesses unless it is presented in a meaningful form. Businesses
need to analyze data for it to be of value. Information is the intelligence and
knowledge derived from data.

Businesses analyze raw data in order to identify meaningful trends. On the
basis of these trends, a company can plan or modify its strategy. For example, a
retailer identifies customers’ preferred products and brand names by analyzing
their purchase patterns and maintaining an inventory of those products.

Effective data analysis not only extends its benefits to existing businesses, but
also creates the potential for new business opportunities by using the information
in creative ways. Job portal is an example. In order to reach a wider set of prospec-
tive employers, job seekers post their résumés on various websites offering job
search facilities. These websites collect the résumés and post them on centrally
accessible locations for prospective employers. In addition, companies post avail-
able positions on job search sites. Job-matching software matches keywords from
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résumés to keywords in job postings. In this manner, the job search engine uses
data and turns it into information for employers and job seekers.

E-Mail Attachments PDFs

X-Rays
Checks Unstructured (80%)

Manuals Instant Messages

Images

Documents
Forms
Web Pages
Contracts Rich Media
Invoices
Audio Video

Structured (20%)

Rows and Columns

Figure 1-3: Types of data

Because information is critical to the success of a business, there is an ever-
present concern about its availability and protection. Legal, regulatory, and
contractual obligations regarding the availability and protection of data only
add to these concerns. Outages in key industries, such as financial services,
telecommunications, manufacturing, retail, and energy cost millions of U.S.
dollars per hour.

1.1.4 Storage

Data created by individuals or businesses must be stored so that it is easily acces-
sible for further processing. In a computing environment, devices designed for
storing data are termed storage devices or simply storage. The type of storage used
varies based on the type of data and the rate at which it is created and used.
Devices such as memory in a cell phone or digital camera, DVDs, CD-ROMs,
and hard disks in personal computers are examples of storage devices.

Businesses have several options available for storing data including internal
hard disks, external disk arrays and tapes.



