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Preface

Testing Applications on the Web introduces the essential technologies, testing
concepts, and techniques that are associated with browser-based applications.
It offers advice pertaining to the testing of business-to-business applications,
business-to-end-user applications, Web portals, and other Internet-based appli-
cations. The primary audience is software testers, software quality engineers,
quality assurance staff, test managers, project managers, IT managers, busi-
ness and system analysts, and anyone who has the responsibility of planning
and managing Web-application test projects.

Testing Applications on the Web begins with an introduction to the client-
server and Web system architectures. It offers an in-depth exploration of Web
application technologies such as network protocols, component-based archi-
tectures, and multiple server types from the testing perspective. It then covers
testing practices in the context of various test types from user interface tests to
performance, load, and stress tests, and security tests. Chapters 1 and 2 present
an overview of Web testing. Chapters 3 through 6 cover methodology and
technology basics, including a review of software testing basics, a discussion
on networking, an introduction to component-based testing, and an overview
of the mobile device platform. Chapters 7 through 9 discuss testing planning
fundamentals, a sample application to be used as an application under test
(AUT) throughout the book, and a sample test plan. Chapters 10 through 20
discuss test types that can be applied to Web testing. Finally, Chapters 21 and
22 offer a survey of Web testing tools and suggest where to go for additional
information.

Testing Applications on the Web answers testing questions such as, “How do
networking hardware and software affect applications under test?” “What are
Web application components, and how do they affect my testing strategies?”



Preface

“What is the role of a back-end database, and how do I test for database-
related errors?” “How do I test server-side software?” “What are performance,
stress, and load tests, and how do I plan for and execute them?” “What do I
need to know about security testing, and what are my testing responsibili-
ties?” “What do I need to consider in testing mobile Web applications?”

With a combination of general testing methodologies and the information
contained in this book, you will have the foundation required to achieve these
testing goals—maximizing productivity and minimizing quality risks in a
Web application environment.

Testing Applications on the Web assumes that you already have a basic under-
standing of software testing methodologies, including test planning, test-case
design, and bug report writing. Web applications are complex systems that
involve numerous components: servers, browsers, third-party software and
hardware, protocols, connectivity, and much more. This book enables you to
apply your existing testing skills to the testing of Web applications.

llmj This book is not an introduction to software testing. If you are looking
for fundamental software testing practices, you will be better served by reading
Testing Computer Software, Second Edition, by Kaner, Cem, Jack Falk, and
Hung Q. Nguyen (Wiley, 1999). For additional information on Web testing and
other testing techniques and resources, visit www.QAcity.com.

We have enjoyed writing this book and teaching the Web application testing
techniques that we use every day to test Web-based systems. We hope that you
will find here the information you need to plan for and execute a successful
testing strategy that enables you to deliver high-quality applications in an
increasingly distributed-computing, market-driven, and time-constrained
environment in this era of new technology.



Foreword

Writing about Web testing is challenging because the field involves the inter-
dependence of so many different technologies and systems. It’s not enough
to write about the client. Certainly, the client software is the part of the appli-
cation that is the most visible to the customer, and it’s the easiest to write about
(authors can just repackage the same old stuff published about applications
in general. Hung, Michael, and Bob do provide client-side guidance, but their
goal is to provide information that is specific to Web applications. (For more
generic material, you can read Testing Computer Software, Second Edition,
Wiley, 1999.)

But client-side software is just the tip of the iceberg. The application dis-
plays itself to the end user as the client, but it does most of its work in con-
junction with other software on the server-side, much of it written and
maintained by third parties. For example, the application probably stores and
retrieves data via third-party databases. If it sells products or services, it prob-
ably clears customer orders with the customer’s credit card company. It might
also check its distributor for available inventory and its shippers for the cost of
shipping the software to the customer. The Web application communicates
with these third parties through network connections written by third parties.
Even the user interface is only partially under the application developer’s
control—the customer supplies the presentation layer: the browser, the music
and video player, and perhaps various other multimedia plug-ins.

The Web application runs on a broader collection of hardware and software
platforms than any other type of application in history. Attributes of these plat-
forms can change at any time, entirely outside of the knowledge or control of
the Web application developer.



xxiv Foreword

In Testing Applications on the Web, Nguyen, Hackett, and Johnson take this
complexity seriously. In their view, a competent Web application tester must
learn the technical details of the systems with which the application under test
interacts. To facilitate this, they survey many of those systems, explaining how
applications interact with them and providing testing tips.

As a by-product of helping testers appreciate the complexity of the Web test-
ing problem, the first edition of Testing Applications on the Web became the first
book on gray-box testing. In so-called black-box testing, we treat the software
under test as a black box. We specify the inputs, we look at the outputs, but we
can’t see inside the box to see how it works. The black-box tester operates at
the customer’s level, basing tests on knowledge of how the system should
work. In contrast, the white-box tester knows the internals of the software, and
designs tests with direct reference to the program’s source code. The gray-box
tester doesn’t have access to the source code, but he or she knows much more
about the underlying architecture and the nature of the interfaces between the
application under test and the other software and the operating systems.

The second edition continues the gray-box analysis by deepening the dis-
cussions in the first edition. It also adds several new chapters to address
business-critical testing issues from server-side, performance- and application-
level security testing to the latest mobile Web application testing. A final
strength of the book is the power of the real-world example. Hung Quoc
Nguyen is the president of the company that published TRACKGEAR, a Web-
based bug tracking system, enabling the authors can give us the inside story of
its development and testing.

This combination of a thorough and original presentation of a style of analy-
sis, mixed with detailed insider knowledge is a real treat to read. It teaches us
about thinking through the issues involved when the software under test
interacts in complex ways with many other programs, and it gives the book a
value that will last well beyond the specifics of the technologies described
therein.

Cem Kaner, ].D., Ph. D.
Professor of Computer Sciences
Florida Institute of Technology
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