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PREFACE

The purpose of CISSP Practice: 2,250 Questions, Answers, and Explanations for Passing the Test is to 
help the Certified Information Systems Security Professional (CISSP) examination candidates prepare 
for the exam by studying and practicing the sample test questions with the goal to succeed on the exam.

A total of 2,250 traditional multiple-choice (M/C) questions, answers, and explanations are pre-
sented in this book. In addition, a total of 82 scenario-based M/C questions, answers, and explana-
tions are taken from the traditional 2,250 questions and grouped into the scenario-based format to 
give a flavor to the scenario questions. Traditional questions contain one stem followed by one ques-
tion set with four choices of a., b., c., and d., and scenario questions contain one stem followed by 
several question sets with four choices of a., b., c., and d. The scenario-based questions can focus on 
more than one domain to test the comprehensive application of the subject matter in an integrated 
manner whereas the traditional questions focus on a single domain.

These 2,250 sample test practice questions are not duplicate questions and are not taken from 
the ISC2 or from anywhere else. The author developed these unique M/C questions for each 
domain based on the current CISSP Exam content specifications (see the “Description of the CISSP 
Examination” later in this preface). Each unique and insightful question focuses on a specific and 
necessary depth and breadth of the subject matter covered in the CISSP Exam.

The author sincerely believes that the more questions you practice, the better prepared you are to 
take the CISSP Exam with greater confidence because the real exam includes 250 questions. The 
total number of 2,250 questions represents nine times the number of questions tested on the exam, 
thus providing a great value to the CISSP Exam candidate. This value is in the form of increasing 
the chances to pass the CISSP Exam.

Because ISC2 did not publish the percentage-weights for ten domains, the author has assigned the 
following percentage-weights for each domain (for example, Domain 1 = 15%) based on what he 
thinks is important to the CISSP Exam candidate. These assigned weights are based on the author’s 
assumption that all the ten domains cannot receive equal weight in the exam due to the differences 
in relative importance of these domains. These weights are assigned as a systematic way to distribute 
the 2,250 questions among the ten domains, as follows:

➤➤ Domain 1: Access Control (15%) 

➤➤ Domain 2: Telecommunications and Network Security (15%)

➤➤ Domain 3: Information Security Governance and Risk Management (10%) 

➤➤ Domain 4: Software Development Security (10%) 

➤➤ Domain 5: Cryptography (10%) 

➤➤ Domain 6: Security Architecture and Design (10%) 

➤➤ Domain 7: Security Operations (10%) 
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➤➤ Domain 8: Business Continuity and Disaster Recovery Planning (5%) 

➤➤ Domain 9: Legal, Regulations, Investigations, and Compliance (10%) 

➤➤ Domain 10: Physical and Environmental Security (5%) 

The following table presents the number of traditional questions and scenario questions for each of 
the ten domains.

DOMAIN TRADITIONAL QUESTIONS SCENARIO QUESTIONS

1 338 (2,250 x 15%) 9

2 338 7

3 225 9

4 225 11

5 225 7

6 225 12

7 225 8

8 112 7

9 225 5

10 112 7

Totals 2,250 82

The real CISSP Exam consists of 250 M/C questions with four choices of a., b., c., and d. for each 
question. There can be some scenario-based questions in addition to most of traditional questions. 
Regardless of the type of questions on the exam, there is only one correct answer (choice). You must 
complete the entire CISSP Exam in one six-hour session. The scope of the CISSP Exam consists of the 
subject matter covered in ten domains of this book, which is in accordance with the description of the 
CISSP Exam (content specifications) as defined in the ISC2’s “CISSP Candidate Information Bulletin” 
with an effective date of January 1, 2012.  Note that these practice questions are also good for the 
CISSP Exam with an effective date of January 1, 2009 because we accommodated both effective dates 
(January 2009 and January 2012) due to their minor differences in the content specifications.   

With no bias intended and for the sake of simplicity, the pronoun “he” has been used throughout 
the book rather than “he/she” or “she.”

—S. Rao Vallabhaneni 
Chicago, Illinois 

August 2011
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HOW TO STUDY FOR THE CISSP EXAM

To study for the CISSP Exam, follow these guidelines:

➤➤ Read the official description of the CISSP Exam at the end of this section. 

➤➤ Read the glossary terms and acronyms found in Appendixes A and B at the back of this book 
to become familiar with the technical terms and acronyms. 

➤➤ Take the sample practice tests for each of the ten domains.

➤➤ If you score less than 75 percent for each domain, study the glossary terms again until you 
master the subject matter or score higher than 75 percent. 

➤➤ Complete the scenario-based practice questions to integrate your learning and thought processes.

The types of questions a candidate can expect to see on the CISSP Exam are mostly objective and 
traditional multiple-choice questions and some scenario-based multiple-choice questions with only 
one choice as the correct answer. Answering these multiple-choice questions requires a significant 
amount of practice and effort. 

The following tips and techniques are helpful for answering the multiple-choice questions:

➤➤ Stay with your first impression of the correct choice.

➤➤ Know the subject area or topic. Don’t read too much into the question.

➤➤ Remember that all questions are independent of specific countries, products, practices, ven-
dors, hardware, software, or industries.

➤➤ Read the last sentence of the question first, followed by all the choicesthen read the body of 
the question. Underline or circle the key words.

➤➤ Read the question twice (or read the underlined or circled key words twice) and watch for 
tip-off words such as not, except, all, every, always, never, least, or most that denote absolute 
conditions.

➤➤ Don’t project the question into your own organizational environment, practices, policies, 
procedures, standards, and guidelines. 

➤➤ Try to eliminate wrong choices quickly by striking or drawing a line through the choices or 
by using other ways convenient to you.

➤➤ When you are left with two probable choices after the process of elimination, take a big 
picture approach. For example, if choices a. and d. remain and choice d. could be a part 
of choice a., then select choice a. However, if choice d. could be a more complete answer, 
then select choice d.

➤➤ Don’t spend too much time on one question. If you are not sure of an answer, move on and 
come back to it if time permits. The last resort is to guess the answer. There is no penalty for 
guessing a wrong answer.
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➤➤ Transfer all questions to the answer sheet either after each question is answered individually 
or in small groups of 10 or 15 questions. Allocate sufficient time for this task because it is 
important. Mark the right answer in the correct circle on the answer sheet.

Remember that success on the exam depends on your education and experience, time-management 
skills, preparation effort and time, memory recall of the subject matter, state of mind, and decision-
making skills.

DESCRIPTION OF THE CISSP EXAMINATION

The following is the official description of the Certified Information System Security Professional 
(CISSP) Examination content specifications as defined in the ISC2’s “CISSP Candidate Information 
Bulletin” with an effective date of January 1, 2012. The scope of the CISSP Exam consists of the fol-
lowing subject matter (content specifications) covered in the ten domains.

DOMAIN 1: ACCESS CONTROL

 Overview
Access control domain covers any mechanism by which a system grants or revokes the right to 
access data or perform some action. The access control mechanism controls various operations a 
user may or may not perform.

Access controls systems include

➤➤  File permissions such as create, read, edit, or delete on a file server 

➤➤  Program permissions such as the right to execute a program on an application server

➤➤  Data rights such as the right to retrieve or update information in a database

The candidate should fully understand access control concepts, methodologies, and implementation 
within centralized and decentralized environments across the enterprise’s computer systems. Access 
control techniques and detective and corrective measures should be studied to understand the poten-
tial risks, vulnerabilities, and exposures.

Key Areas of Knowledge
➤➤ Control access by applying the following concepts/methodologies/techniques.

 1. Policies

 2. Types of controls such as preventive, detective, and corrective

 3. Techniques such as nondiscretionary, discretionary, and mandatory

 4. Identification and authentication

 5. Decentralized/distributed access control techniques
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 6. Authorization mechanisms

 7. Logging and monitoring

➤➤ Understand access control attacks. 

 1. Threat modeling

 2. Asset valuation

 3. Vulnerability analysis

 4. Access aggregation

➤➤ Assess effectiveness of access controls.

 1. User entitlement

 2. Access review and audit

➤➤  Identity and access provisioning life cycle such as provisioning, review, and revocation.

DOMAIN 2: TELECOMMUNICATIONS AND NETWORK 
SECURITY

Overview
The telecommunications and network security domain encompasses the structures, techniques, 
transport protocols, and security measures used to provide integrity, availability, confidentiality, and 
authentication for transmissions over private and public communications networks and media.

The candidate is expected to demonstrate an understanding of communications and network 
security as it relates to data communications in local-area and wide-area networks, remote access; 
Internet/intranet/extranet configurations, and other network equipment (such as switches, bridges, 
and routers), protocols (such as TCP/IP); VPNs and, techniques (such as the correct use and place-
ment of firewalls and IDS) for preventing and detecting network based attacks. 

Key Areas of Knowledge
➤➤ Understand secure network architecture and design such as IP and non-IP protocols, and 

segmentation.

 1. OSI and TCP/IP models 

 2. IP networking

 3. Implications of multi-layer protocols

➤➤ Secure network components.

 1. Hardware such as modems, switches, routers, and wireless access points

 2. Transmission media such as wired, wireless, and fiber
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 3. Network access control devices such as firewalls and proxies

 4. End-point security

➤➤ Establish secure communication channels such as VPN, TLS/SSL, and VLAN.

 1. Voice such as POTS, PBX, and VoIP  

 2. Multimedia collaboration such as remote meeting technology and instant messaging 

 3. Remote access such as screen scraper, virtual application/desktop, and telecommuting

 4. Data communications

➤➤ Understand network attacks such as DDoS and spoofing.

DOMAIN 3: INFORMATION SECURITY GOVERNANCE AND 
RISK MANAGEMENT

Overview
Information security governance and risk management domain entails the identification of an orga-
nization’s information assets and the development, documentation, implementation, and updating of 
policies, standards, procedures, and guidelines that ensure confidentiality, integrity, and availability. 
Management tools such as data classification, risk assessment, and risk analysis are used to identify 
threats, classify assets, and to rate their vulnerabilities so that effective security measures and con-
trols can be implemented.

The candidate is expected to understand the planning, organization, and roles and responsibilities 
of individuals in identifying and securing an organization’s information assets; the development 
and use of policies stating management’s views and position on particular topics, and the use of 
guidelines, standards, and procedures to support the policies; security  training to make employees 
aware of the importance of information security, its significance, and the specific security-related 
requirements relative to their position; the importance of confidentiality, proprietary, and private 
information; third party management and service level agreements related to information security; 
employment agreements; employee hiring and termination practices; and risk management practices 
and tools to identify, rate, and reduce the risk to specific resources.

Key Areas of Knowledge
➤➤ Understand and align security function to goals, mission, and objectives of the organization.

➤➤ Understand and apply security governance.

 1. Organizational processes such as acquisitions, divestitures, and governance committees

 2.  Security roles and responsibilities

 3. Legislative and regulatory compliance

 4. Privacy requirements compliance
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 5. Control frameworks

 6. Due care 

 7. Due diligence

➤➤ Understand and apply concepts of confidentiality, integrity, and availability.

➤➤ Develop and implement security policy.

 1. Security policies

 2. Standards/baselines

 3. Procedures

 4. Guidelines

 5. Documentation

➤➤ Manage the information life cycle such as classification, categorization, and ownership.

➤➤ Manage third-party governance such as onsite assessment, document exchange and review, 
and process/poly review.

➤➤ Understand and apply risk management concepts.

 1. Identify threats and vulnerabilities

 2. Risk assessments/analysis such as qualitative, quantitative, and hybrid

 3. Risk assignment/acceptance

 4. Countermeasure selection

 5. Tangible and intangible asset valuation

➤➤ Manage personnel security.

 1. Employment candidate screening such as reference checks, education, and verification

 2. Employment agreements and policies

 3. Employee termination processes 

 4. Vendor, consultant, and contractor controls

➤➤ Develop and manage security education, training, and awareness.

➤➤ Manage the security function.

 1. Budget

 2. Metrics 

 3. Resources

 4. Develop and implement information security strategies

 5. Assess the completeness and effectiveness of the security program
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DOMAIN 4: SOFTWARE DEVELOPMENT SECURITY 

Overview
Software development security domain refers to the controls that are included within systems and 
applications software and the steps used in their development. Software refers to system software 
(operating systems) and application programs (agents, applets, software, databases, data ware-
houses, and knowledge-based systems). These applications may be used in distributed or centralized 
environments.

The candidate should fully understand the security and controls of the systems development process, 
system life cycle, application controls, change controls, data warehousing, data mining, knowledge-
based systems, program interfaces, and concepts used to ensure data and application integrity, secu-
rity, and availability.

Key Areas of Knowledge
➤➤ Understand and apply security in the software development  life cycle.

 1.  Development life cycle 

 2. Maturity models

 3. Operation and maintenance

 4. Change management 

➤➤ Understand the  environment and security controls.

 1. Security of the software  environment 

 2. Security issues of programming languages

 3. Security issues in source code such as buffer overflow, escalation of privilege, and 
backdoor 

 4. Configuration management

➤➤ Assess the effectiveness of software  security.

 1. Certification and accreditation such as system authorization

 2. Auditing and logging

 3. Risk analysis and mitigation 
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DOMAIN 5: CRYPTOGRAPHY

Overview
The cryptography domain addresses the principles, means, and methods of disguising information 
to ensure its integrity, confidentiality, and authenticity.

Procedures and protocols that meet some or all of the above criteria are known as cryptosystems. 
Cryptosystems are often thought to refer only to mathematical procedures and computer programs; 
however, they also include the regulation of human behavior, such as choosing hard-to-guess pass-
words, logging off unused systems, and not discussing sensitive procedures with outsiders.

The candidate is expected to know the basic concepts within cryptography; public and private key 
algorithms in terms of their applications and uses; algorithm construction, key distribution and 
management, and methods of attack;   the applications, construction,  use of digital signatures to 
provide authenticity of electronic transactions, and nonrepudiation of the parties involved; and the 
organization and management of the public key infrastructures (PKIs) and digital certificates distri-
bution and management.

Key Areas of Knowledge
➤➤ Understand the application and use of cryptography:

 1. Data at rest (e.g., Hard drive)

 2. Data in transit (e.g., On the wire)

➤➤ Understand the cryptographic life cycle such as cryptographic limitations, algorithm/protocol 
governance.

➤➤ Understand encryption concepts.

 1. Foundational concepts

 2. Symmetric cryptography

 3. Asymmetric cryptography

 4. Hybrid cryptography

 5. Message digests 

 6. Hashing
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➤➤ Understand key management processes.

 1. Creation/distribution 

 2. Storage/destruction

 3. Recovery

 4. Key escrow

➤➤ Understand digital signatures.

➤➤ Understand nonrepudiation.

➤➤ Understand methods of cryptanalytic attacks.

 1. Chosen plaintext

 2. Social engineering for key discovery

 3. Brute force such as rainbow tables, specialized/scalable architecture

 4. Ciphertext only

 5. Known plaintext

 6. Frequency analysis

 7. Chosen ciphertext

 8. Implementation attacks

➤➤ Use  cryptography to maintain  network security. 

➤➤ Use cryptography to maintain application  security.

➤➤ Understand public key infrastructure (PKI). 

➤➤ Understand certificate-related issues.

➤➤ Understand information-hiding alternatives such as steganography and watermarking.

DOMAIN 6: SECURITY ARCHITECTURE AND DESIGN

Overview
The security architecture and design domain contains the concepts, principles, structures, and stan-
dards used to design, implement, monitor, and secure operating systems, equipment, networks, appli-
cations, and those controls used to enforce various levels of confidentiality, integrity, and availability.

Information security architecture and design covers the practice of applying a comprehensive and 
rigorous method for describing a current and/or future structure and behavior for an organization’s 
security processes, information security systems, personnel and organizational sub-units, so that 
these practices and processes align with the organization’s core goals and strategic direction.
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The candidate is expected to  understand security models in terms of confidentiality, integrity, infor-
mation flow; system models in terms of the Common Criteria (CC); technical platforms in terms of 
hardware, firmware, and software; and system security techniques in terms of preventative,  detec-
tive, and corrective controls.

Key Areas of Knowledge
➤➤ Understand the fundamental concepts of security models (e.g., confidentiality, integrity, and 

multilevel models).

➤➤ Understand the components of information systems security evaluation models.

 1. Product evaluation models such as Common Criteria

 2. Industry and international security implementation guidelines such as PCI-DSS and ISO

➤➤ Understand security capabilities of information  systems (e.g., memory protection, virtualiza-
tion, and trusted platform module).

➤➤ Understand the vulnerabilities of security architectures.

 1. Systems such as covert channels, state attacks, and emanations 

 2. Technology and process integration such as single point of failure and service-oriented 
architecture (SOA)

➤➤ Understand software and system vulnerabilities and threats. 

 1. Web-based vulnerabilities/threats such as XML, SAML, and OWASP

 2. Client-based vulnerabilities/threats such as applets

 3. Server-based vulnerabilities/threats such as data flow control

 4. Database security such as inference, aggregation,  data mining, and data warehousing

 5. Distributed systems such as cloud computing, grid computing, and peer-to-peer 
computing

➤➤ Understand countermeasure principles such as defense-in-depth.

DOMAIN 7: SECURITY OPERATIONS 

Overview
Security operations domain  is used to identify critical information and the execution of selected 
measures that eliminate or reduce adversary exploitation of critical information. It includes the defi-
nition of  the controls over hardware, media, and the operators with access privileges to any of these 
resources. Auditing and monitoring are the mechanisms, tools, and facilities that permit the identifi-
cation of security events and subsequent actions to identify the key elements and report the pertinent 
information to the appropriate individual, group, or process.
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The candidate is  expected to know the resources that must be protected, the privileges that must be 
restricted, the control mechanisms available, the potential for abuse of access, the appropriate con-
trols, and the principles of good practice.

Key Areas of Knowledge
➤➤ Understand  security operations concepts.

 1. Need-to-know/least privilege

 2. Separation of duties and responsibilities

 3. Monitor special privileges (e.g., operators and administrators)

 4. Job rotation

 5. Marking, handling, storing, and destroying of sensitive information 

 6. Record retention

➤➤ Employ resource protection.

 1. Media management

 2. Asset management (e.g., equipment life cycle and software licensing) 

➤➤ Manage incident response.

 1. Detection

 2. Response

 3. Reporting

 4. Recovery 

 5. Remediation and review (e.g., root cause analysis)

➤➤ Implement preventative measures against attacks  (e.g., malicious code, zero-day exploit, and 
denial-of-service).

➤➤ Implement and support patch and vulnerability management.

➤➤ Understand change and configuration management  (e.g., versioning and base lining).

➤➤ Understand system resilience and fault tolerance requirements.

DOMAIN 8: BUSINESS CONTINUITY AND DISASTER 
RECOVERY PLANNING 

Overview
The business continuity planning (BCP) and disaster recovery planning (DRP) domain addresses the 
preservation of the business in the face of major disruptions to normal business operations. BCP and 


