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Abstract

This book is a result of scientific and industrial collaboration in the field of cloud
protection. It provides guidelines for the practical implementation of security archi-
tecture in a particular corporate cloud. The authors are mathematicians and special-
ists in data modeling and security. The scientific collaboration with the industry
inspired the authors to attempt to conceptualize the common processes and strate-
gies in cloud security in order to make the security system deployment as simple
and transparent as possible. The deployment is broken in several essential steps that
allow splitting the functionality of the security architecture of any cloud into a set of
modules. The first step is the level of architecture where the authentication and key
establishment procedures are identified. The second step provides the support of the
authorization and other additional security mechanisms for each component of the
cloud. The continuous verification of security support on all levels (data, processes,
and communication channels) allows avoiding the common security breaches and
protecting against the most dangerous attacks at maximum. Additionally, it is pro-
posed to perform the optimization of the selected set of mechanisms in order to
intensify the efficiency of the security system.



Preface

Cloud-based systems are gaining importance due to the number of companies that
are adopting them as the IT support for their core activities. With this increase in the
number of cloud users, the visibility of these systems is also increasing, which calls
the attention of cybercriminals to expend time trying to attack them. The goal of
these criminals is to have access to valuable data of individual or corporate users. In
this context, the cloud security is an important current issue in IT. The list of prob-
lems related to cloud security is large [1], inheriting all sorts of network attacks
usually performed against corporate servers, but it also includes brand new types of
attacks tailored to the new cloud environment. However, in the other end, IT secu-
rity professionals are working hard to create solutions for these problems, which
makes the list of solutions as big as the list of problems or even larger [2].

The Cloud Security Alliance (CSA), an organization that promotes the best prac-
tices for providing security assurance within cloud computing, provides a list of
problems and currently available countermeasures, besides those that are being
developed. The list of problems released by CSA in March 2016, known as the
“Treacherous 12” [3], describes the 12 top security threats organizations face in the
cloud computing environment. The problems covered by this list summarize the
concerns about cloud security organizations have to care about. Its goal is to present
knowledge about the most important problems so that companies can prevent them
and properly get the benefits of cloud computing, without incurring in the draw-
backs raised by the possible vulnerabilities.

Despite an active community sharing information about the problems organiza-
tion may face in the cloud environment, an important problem is still an absence of
a strategic approach in this field to face these problems. In other words, a practitio-
ner, i.e., an IT security professional, incurs the risk to become lost among the sev-
eral possible methods of protection. In light of this fact, it is possible to state that
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there is a clear need for a straightforward guide able to provide an understanding of
the placement and the need for specific security mechanisms. The basic set of ques-
tions asked by these professionals is as follows:

1.

How to implement a security system for a cloud? This is a very general question,
which in fact involves several others. The very first one is related to the type of
the cloud that it is taken into concern, i.e., which is the adopted cloud model
(private, public, hybrid, community)? What is the volume of data stored in this
cloud? Are there confidentiality concerns? If so, in which level? What are the
possible threats and vulnerabilities a given company must care about? In sum-
mary, before trying to answer the main question about how to implement a secu-
rity system for a given cloud, there is a need for a well-defined characterization
of the cloud environment and the involved risks that specific cloud will face.
Only after this characterization is it possible to start thinking about a concrete
implementation of a security system.

. Where to start? Okay, the IT personnel in charge of the cloud security have done

the characterization of the cloud environment that has to be secured and started
thinking about its implementation. However, where should they start? Which
part of the cloud should be handled and in which order? Is there any requirement
to be considered beforehand?

. How to select the necessary mechanisms? From the myriad of available security

mechanisms that can be adopted, which one should be selected and why? Which
one is the most suitable? Informed decisions must be taken, and after taken, they
have to be justified.

. How to verify that the system is optimal? Mechanisms are finally selected and

implemented, that’s all? Not at all! How to verify the adopted security solution
is optimal? This concerns not only the optimality in terms of covering all identi-
fied possible threats and vulnerabilities but also in allowing the system perform
its activities without performance degradation due to the security mechanisms’
overhead.

. How to verify its security? Fine, the security system was finally implemented

covering the requirements presented by the characterization, taking into account
performance issues and other concerns. At this point in time, personnel in charge
of the security can rest, right? Unfortunately, the answer is a sounding no! After
all the work that was done, the security team has to perform exhaustive penetra-
tion tests. They have to check every possible breath that may still exist, as well
as be diligent and continuously verify if the adopted security solution is really
the most suitable one.

It is possible to conclude that in the field of cloud security, there is a demand for

specific practice-oriented models. Such models should help practitioners to under-
stand the cloud environment they have to protect, what are the alternatives they have
to implement this protection, and how to verify that a given adopted alternative is
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really the most suitable one. Understanding this need, this book approaches the
problem of cloud security in a concrete and straightforward way. It proposes a trans-
parent protection system model based on a cryptographic approach that can be eas-
ily verified for security requirements. The proposal is based on a modular approach,
i.e., on a set of interdependent mechanisms oriented toward solutions for specific
tasks. The modular structure of a proposed model allows adjusting and optimizing
the system according to the required needs. This means that it is able to scale accord-
ing to the size of the cloud, but also is able to tackle specificities of the different
types of cloud models. Additionally, the book answers the question about how to
start by proposing an iterative two-step method of constructing a security system for
a cloud environment.

The advantages of the proposed approach are transparency, adjustability, and the
systematic construction. This allows adapting the solution for different needs, pro-
viding a step-by-step method to build up and run a security system for clouds.

With the aim to address the abovementioned topics, the content of this book is
pedagogically organized in order to facilitate the readers’ understanding. Following
this principle, the book is structured as follows:

The first chapter presents the current cloud storage landscape. It describes the
basic types of cloud from the point of publicity as well as the important characteris-
tics concerning security. The main concepts and characteristics of cloud-based sys-
tems are also revisited in order to provide a comprehensive background to the
reader. The chapter describes the main processes, components, and services of the
cloud storages. The chapter also discusses a set of requirements for the cloud system
life cycle and the appropriate set of requirements for cloud security system. These
requirements provide the basis for a specification of the goals of a cloud protection
system.

The second chapter classifies the basic vulnerabilities and attacks on the cloud.
The types of attacks are specified according to the type of cloud, component, and
process, and the vulnerabilities are also specified according to the component or
process. The chapter formulates the basic security problem for the cloud, i.e., the set
of security requirements for the security system in the cloud. The details provided
in this chapter complement to more generic and high-level ones discussed in the
previous chapter.

The third chapter specifies the basic mechanisms of the security system. It gives
the definitions and the strategies in mobile security, authentication and key distribu-
tion, authorization, and threat intelligence. The mechanisms are specified in accor-
dance with attacks they neutralize. This chapter is organized so that the reader can
easily refer to the definition and basic functionality of a specific mechanism and go
further on the details, according to his/her needs.

Finally, the last chapter provides the practical recipe to solve the security prob-
lems that affect cloud storage systems. It contains the best practices and their analy-
sis from the point of security and optimization. As it was highlighted above, it is
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important to analyze the suitability of a given security solution, not only in terms of
how well it addresses a given security problem but also in terms of the overhead it
imposes to the system. This aspect refers to the suitability of the security solution
under consideration. An illustrative example is provided in order to make clear for
the readers how to address the studied security problems. This example describes a
practical solution to protect cloud storage, referring to the detailed content pre-
sented through the book content.

Minsk, Belarus Tatiana Galibus

Viktor V. Krasnoproshin
Brasilia, Brazil Robson de Oliveira Albuquerque
Porto Alegre, Rio Grande do Sul, Brazil Edison Pignaton de Freitas
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