
Rajesh Kumar Shukla · 
Jitendra Agrawal · Sanjeev Sharma · 
Geetam Singh Tomer    Editors 

Data, 
Engineering 
and 
Applications
Volume 2



Data, Engineering and Applications



Rajesh Kumar Shukla • Jitendra Agrawal •

Sanjeev Sharma • Geetam Singh Tomer
Editors

Data, Engineering
and Applications
Volume 2

123



Editors
Rajesh Kumar Shukla
Department of Computer Science
and Engineering
Sagar Institute of Research & Technology
(SIRT)
Bhopal, Madhya Pradesh, India

Jitendra Agrawal
School of Information Technology
Rajiv Gandhi Technical University
Bhopal, Madhya Pradesh, India

Sanjeev Sharma
School of Information Technology
Rajiv Gandhi Technological University
Bhopal, Madhya Pradesh, India

Geetam Singh Tomer
THDC Institute of Hydropower
Engineering and Technology
Tehri, Uttarakhand, India

ISBN 978-981-13-6350-4 ISBN 978-981-13-6351-1 (eBook)
https://doi.org/10.1007/978-981-13-6351-1

Library of Congress Control Number: 2019931523

© Springer Nature Singapore Pte Ltd. 2019
This work is subject to copyright. All rights are reserved by the Publisher, whether the whole or part
of the material is concerned, specifically the rights of translation, reprinting, reuse of illustrations,
recitation, broadcasting, reproduction on microfilms or in any other physical way, and transmission
or information storage and retrieval, electronic adaptation, computer software, or by similar or dissimilar
methodology now known or hereafter developed.
The use of general descriptive names, registered names, trademarks, service marks, etc. in this
publication does not imply, even in the absence of a specific statement, that such names are exempt from
the relevant protective laws and regulations and therefore free for general use.
The publisher, the authors and the editors are safe to assume that the advice and information in this
book are believed to be true and accurate at the date of publication. Neither the publisher nor the
authors or the editors give a warranty, express or implied, with respect to the material contained herein or
for any errors or omissions that may have been made. The publisher remains neutral with regard to
jurisdictional claims in published maps and institutional affiliations.

This Springer imprint is published by the registered company Springer Nature Singapore Pte Ltd.
The registered company address is: 152 Beach Road, #21-01/04 Gateway East, Singapore 189721,
Singapore

https://doi.org/10.1007/978-981-13-6351-1


Contents

Part I Big Data and Cloud Computing

Efficient MapReduce Framework Using Summation . . . . . . . . . . . . . . . 3
Sahiba Suryawanshi and Praveen Kaushik

Secret Image Sharing Over Cloud Using One-Dimensional
Chaotic Map . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
Priyamwada Sharma and Vedant Sharma

Design and Development of a Cloud-Based Electronic Medical
Records (EMR) System . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
Victoria Samuel, Adewole Adewumi, Benjamin Dada,
Nicholas Omoregbe, Sanjay Misra and Modupe Odusami

Log-Based Approach for Security Implementation
in Cloud CRM’s . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33
Madhur Patidar and Pratosh Bansal

Performance Analysis of Scheduling Algorithms
in Apache Hadoop . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45
Ankit Shah and Mamta Padole

Energy-Aware Prediction-Based Load Balancing Approach
with VM Migration for the Cloud Environment . . . . . . . . . . . . . . . . . . 59
Durga Patel, Rajeev Kumar Gupta and R. K. Pateriya

Part II Network and Securities

Authentication Process Using Secure Sum for a New Node
in Mobile Ad Hoc Network . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 77
Praveen Gupta and Pratosh Bansal

Certificate Revocation in Hybrid Ad Hoc Network . . . . . . . . . . . . . . . . 85
Anubha Chaturvedi and Brijesh Kumar Chaurasia

v



NB Tree Based Intrusion Detection Technique Using Rough Set
Theory Model . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 93
Neha Gupta, Ritu Prasad, Praneet Saurabh and Bhupendra Verma

An Energy-Efficient Intrusion Detection System for MANET . . . . . . . . 103
Preeti Pandey and Atul Barve

DDoS Attack Mitigation Using Random and Flow-Based Scheme . . . . . 119
Bansidhar Joshi, Bineet Joshi and Kritika Rani

Digital Image Watermarking Against Geometrical Attack . . . . . . . . . . . 129
Sandeep Rai, Rajesh Boghey, Dipesh Shahane and Priyanka Saxena

Efficient Decentralized Key Management Approach for Vehicular
Ad Hoc Network . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 147
Shikha Rathore, Jitendra Agrawal, Sanjeev Sharma and Santosh Sahu

Image Forgery Detection: Survey and Future Directions . . . . . . . . . . . . 163
Kunj Bihari Meena and Vipin Tyagi

Comparative Study of Digital Forensic Tools . . . . . . . . . . . . . . . . . . . . . 195
Mayank Lovanshi and Pratosh Bansal

A Systematic Survey on Mobile Forensic Tools Used for Forensic
Analysis of Android-Based Social Networking Applications . . . . . . . . . . 205
Nirneeta Gupchup and Nishchol Mishra

Enhanced and Secure Acknowledgement IDS in Mobile Ad Hoc
Network by Hybrid Cryptography Technique . . . . . . . . . . . . . . . . . . . . 217
Aumreesh Kumar Saxena, Piyush Shukla and Sitesh Kumar Sinha

Formal Verification of Causal Order-Based Load Distribution
Mechanism Using Event-B . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 229
Pooja Yadav, Raghuraj Suryavanshi, Arun Kumar Singh
and Divakar Yadav

Part III Internet of Things and Related Areas

An IOT-Based Architecture for Crime Management in Nigeria . . . . . . . 245
Falade Adesola, Sanjay Misra, Nicholas Omoregbe,
Robertas Damasevicius and Rytis Maskeliunas

A Comparative Analysis of Techniques for Executing Branched
Instructions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 255
Sanjay Misra, Abraham Ayegba Alfa, Kehinde Douglas Ajagbe,
Modupe Odusami and Olusola Abayomi-Alli

vi Contents



Design and Implementation of an E-Policing System to Report
Crimes in Nigeria . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 267
Nicholas Omoregbe, Sanjay Misra, Rytis Maskeliunas,
Robertas Damasevicius, Adesola Falade and Adewole Adewumi

Performance Evaluation of Ensemble Learners on Smartphone
Sensor Generated Human Activity Data Set . . . . . . . . . . . . . . . . . . . . . . 277
Dilip Singh Sisodia and Ankit Kumar Yogi

An Insight into Time Synchronization Algorithms in IoT . . . . . . . . . . . 285
Neha Dalwadi and Mamta Padole

Comparative Study of the Electrical Energy Consumption
and Cost for a Residential Building with Conventional Appliances
Vis-a-Vis One with Energy-Efficient Appliances . . . . . . . . . . . . . . . . . . . 297
Adeyemi Alabi, Oluwasikemi Ogunleye, Sanjay Misra,
Olusola Abayomi-Alli, Ravin Ahuja and Modupe Odusami

Particle Swarm Optimization-Based MPPT Controller for Wind
Turbine Systems . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 313
Shefali Jagwani and L. Venkatesha

A New Model of M-Secure Image via Quantization . . . . . . . . . . . . . . . . 321
Vijay Bhandari, Sitendra Tamrakar, Piyush Shukla and Arpana Bhandari

Analysis on Applicability and Feasibility of Dynamic Programming
on the Basis of Time Complexity and Space Through
Case Studies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 331
Manish Dixit and Mohd Aijaj Khan

Contents vii



About the Editors

Dr. Rajesh Kumar Shukla is a Professor and Head of the Department of Computer
Science and Engineering, SIRT, Bhopal, India. With more than 20 years of teaching
and research experience he has authored 8 books and has published/presented more
than 40 papers in international journals and conferences. Dr. Shukla received an
ISTE U.P. Government National Award in 2015 and other various prestigious awards
including some from the Computer Society of India. His research interests include
recommendation systems and machine learning. He is fellow of IETE, a senior
member of IEEE, a life member of ISTE, ISCA, and a member of ACM and IE(I).

Dr. Jitendra Agrawal is a faculty member in the Department of Computer
Science & Engineering, Rajiv Gandhi Proudyogiki Vishwavidyalaya, Bhopal,
India. His research interests include data mining and computational intelligence. He
has authored 2 books and published more than 60 papers in international journals
and conferences. Dr. Agrawal is a senior member of IEEE, life member of CSI,
ISTE and member of IAENG. He has served as a part of the program committees
for several international conferences organised in countries such as the USA, India,
New Zealand, Korea, Indonesia and Thailand.

Dr. Sanjeev Sharma is a Professor and Head of the School of Information
Technology, Rajiv Gandhi Proudyogiki Vishwavidyalaya, Bhopal, MP, India. He
has over 29 years of teaching and research experience and received the World
Education Congress Best Teacher Award in Information Technology. His research
interests include mobile computing, ad-hoc networks, image processing and
information security. He has edited proceedings of several national and interna-
tional conferences and published more than 150 research papers in reputed journals.
He is a member of IEEE, CSI, ISTE and IAENG.

ix



Dr. Geetam Singh Tomer is the Director of THDC Institute of Hydropower
Engineering and Technology (Government of Uttarakhand), Tehri, India. He
received the International Plato award for Educational Achievements in 2009. He
completed his doctorate in Electronics Engineering from RGPV Bhopal and post-
doctorate from the University of Kent, UK.

Dr. Tomer has more than 30 years of teaching and research experience and has
published over 200 research papers in reputed journals, as well as 11 books and 7
book chapters. He is a senior member of IEEE, ACM and IACSIT, a fellow of IETE
and IE(I), and a member of CSI and ISTE. He has also edited the proceedings of
more than 20 IEEE conferences and has been the general chair of over 30
Conferences.

x About the Editors



Part I
Big Data and Cloud Computing



Efficient MapReduce Framework Using
Summation

Sahiba Suryawanshi and Praveen Kaushik

1 Introduction

BigData can be defined as huge quantity of data, in which data is beyond the normal
database software system tool to capture, analyze, andmanage. The data is within the
limits of three dimensions which are data volume, data variety, and data velocity [1].
Primary analysis data contains surveys, observations, and experiences; and secondary
analysis data contains client information, business information reports, competitive
and marketplace information, business information, and location information that
contains mobile device information. Geospatial information and image information
contains a video and satellite image and provides chain information containing rating
and vendor catalogs, to store and process this information that is done by BigData.
To process this variety of data, the velocity is incredibly necessary.

The major challenge is not to store the big datasets in our systems, but, to retrieve
and analyze the large data within the organizations, that too, for information stored
in various machines at completely different locations [1]. Hadoop comes in a picture
in these situations. Hadoop has been adopted by many people leading companies,
for example, Yahoo!, Google, and Facebook along with various BigData programs,
for example, machine learning, bioinformatics, and cybersecurity. Hadoop has the
power to analyze the info very quickly and effectively. Hadoop works best on semi-
structured and unstructured data. Hadoop hasMR andHadoop distributed file system
[2]. The HDFS can provide a storage for clusters, and once the info is stored within
the HDFS then it breaks into number of small pieces and distributes those small items
into number of servers that are presentwithin the clusters, wherever each server stores
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these small pieces of whole information set and then for each piece of information
a copy stored on more than one server, this copied information set will be retrieved
once the MR is process and within which one or a lot ofMapper or Reducer fails to
process [3].

MR appeared as the preferred computing framework for large processing because
of its uncomplicated programming model and the execution is done in parallel auto-
matically. MR has two computational phases, particularly mapping and reducing,
that is successively carried through many maps and reduce tasks unalike. The map
reads input data and manages to create <key, value> pairs depending on the input
data. This <key, value> pairs are the intermediary outputs within the native machine.
Within themap phase, the tasks begin in parallel which generates <key, value> pairs
of intermediate data by the input splits. The <key, value> pairs are kept on the native
(local) machine and well ordered into various data partitions as one for each reducer
phase. Reducer is liable for processing the intermediary outcomes which receive
from various mappers and generating ultimate outputs within the reducer phase.
Every reducer takes their part of information from data partitioning coming from all
themapper phases to get the ultimate outcome. In between themapper phase and the
reducer phase, there is a phase, i.e., shuffle phase [4]. During this, the info created
at the mapper phase is ordered, divided, and shifted to the suitable machine execute
the reducer phases. The MR is performed over a distributed system composed of the
master and a group of workers. The input is split into chunks that are allocated to the
mapper phases [5]. The map tasks are scheduled by a master to the workers, which
consider the data locality. The map tasks provide an output which will be divided
into a number of pieces according to the number of reducers for the job. Record with
the similar intermediary key should go to the same partition so that it will guarantee
the correctness for the execution. All the intermediary <key, value> pairs’ partitions
are arranged and delivered with the task of reducer that needs to be executed. By
default, the constraint of data locality does not take into considerationwhile doing the
scheduling tasks for the reducer. As the result, the quality of data at the shuffle phase,
which needs to transfer via a network, is significant. Using tradition, a hash-based
function which is used for partitioning the intermediary data in reducer tasks is not
traffic-efficient because topologies of network and size of data corresponding to each
key are not considering it. Thus, this paper proposes a scheme which sums up the
intermediate data. The proposed scheme will reduce the data size that has to be sent
to the reducer. By reducing the size of data, the network traffic at reduce functionwill
minimize. Even though the combiner also performs the same function, the combiner
operates on the generated data by map task individually which thus fails to operate
between the multiple tasks [4]. For summing up the data, it put summation function.
Summation function can be put in both either within the single machine or among
different machines. For finding the best suitable place for summation function, it
uses distributed election algorithm. At the shuffle phase, the summation function
will work simultaneously, and then it removes the user-irrelevant data. In this, the
data of volume and traffic is reduced up to 55%, and then it sends to the Reducer.
It is more efficient way to process the data, for those jobs which have hundreds and
thousands of key ends, and each of the keys is associated with number of values.
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The rest of the paper is organized as follows. In Sect. 2, we review recent related
work. Section 3 provides the proposed model. Section 4 analyzes the result. Finally,
Sect. 5 concludes the paper.

2 Literature Survey

In this section, different techniques for optimization generally applied in theMapRe-
duce framework and BigData are discussed. The paper also discussed the attributes
of various techniques for optimization and how BigData processing is improved by
these techniques.

In [6], the author examined that whether the network optimizing can make a bet-
ter performance of the system and realize that utilizing the high network and low
congestion in a network; good performance can also be achieved parallel with a
job in the optimizing network system. In [7], the author gives purlieus, a system
which allocates the resources in MR, which will increase the MR Job’s performance
in the cloud, via positioning intermediary data to the native machines or nearer to
the physical machines. This reduces the traffic of data within the shuffle part pro-
duced in the cloud data center. In [8], paper designs a good key partition approach,
in which the distribution of all frequencies of intermediate keys is watched, and
it will guarantee that the fair distribution in reduce tasks, in which it inspects the
partitioning of intermediary key and distribution of data with the key and its respec-
tive value among all the machines of map to reducer, for the data correctness, is
also examined. In [9], the author gives two effective approaches (load balancing)
to skew the data handling for MR-based entity resolution. In [10], the author pro-
poses MRCGSO mode; it adjusts very well with enlarging data set sizes and the
optimization for speedup is very close. In [11], the author relates the parallel and
distributed optimization algorithm established on alternating direction method of a
multiplier for settling optimization problem in adapting communication network.
It has instigated the authorized framework of the extensive optimization problem
and explains the normal type of ADMM and centers on various direct additions and
worldly modifications of ADMM to tackle the optimization problem. In [12], the
author pays attention to accuracy using cross-validation; the paper gives sequential
optimize parameters for plotting a conspiracy of accuracy. In [13], the author gives a
method to initiate Locality-Sensitive Bloom Filter (LSBF) technique in BigData and
also discusses how LSBF can be used for query optimization in BigData. In [14], the
author initiates the optimization algorithms using these rules and models can deliver
a moderate increase to the highest productivity on inter-cloud and intra-cloud trans-
fers. Application-level transfer adapts parameters just like analogousness pipelining,
and concurrency is very needful mechanisms for happening across data transfer bot-
tlenecks for scientific cloud applications, although their optimal values juncture on
the environment on which basis the transfers are generally done. By using actual
models and algorithms, these can spontaneously be optimized to achieve maximum
transfer rate. In [15], the author offers an algorithm for cache consistency bandwidth
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optimization. In this perspective, the user data shift is optimized without considera-
tion of the user expectation rate. The debated algorithm differentiates with trending
data transmission techniques. In [16], the author recommends improved computing
operators focused on smart grids optimization for BigData through online. This set-
tles a problem of generic-constrained optimization by utilizing amodule based on the
MR framework, which is a trending computing platform for BigData management
commenced at Google. Online answer to urged optimization problems is a necessary
requirement for a secure, reliable smart grid operation [17]. Many authors proposed
methods for optimizingMR, but very less work is done for optimizingMR by reduc-
ing the traffic generated, while the data is sent to reducer phase. So we proposed a
method which is based on distributed summation.

3 Proposed Method

In Hadoop MR, normally the reduce task resides in different machines/racks. As
the massive intermediate data goes to reduce task, it will create heavy traffic in the
network. By analyzing the intermediate output, we saw that there are redundant <key,
value> pairs. So we can sum up all the similar <key, value> pairs before sending it to
the reducer, which will minimize the quantity of intermediate data. The summation
can be done in both either within the machine or among different machines.

Summation at single machine: The summation function can put at each machine
in which it will sum up the similar <key, value> pairs within the samemachine before
it is sent to the reducer. As a result, the data from each machine will minimize by
summation function that will minimize the traffic too.

Summation among different machines: When the summation function put at each
machine, it will reduce the size of data. But for massive data, it needs manymappers
and reducers. There may chances that at reducer there might be number of inputs
even though the inputs are already minimized by summation. But due to number
of map functions, it will also create traffic at reducer. For that, it will sum up data
among different machines.

In Fig. 1a, it needs to send three rows of data, wherein Fig. 1b it needs to send
two rows of data to the summation function reside in different machines. As a result,
if the position of node where the summation is done will change, the traffic cost will
also change; it is the extra challenge to handle.

Architecture: Hadoop has a master node (Job Tracker), and number of slave nodes
(Task Trackers) located on remaining nodes. The job tracker handles all the submitted
jobs and takes the decision for scheduling and parallelizing the work across the
Hadoop cluster. And the task trackers do the work in parallel, allotted by the job
tracker. For summating the intermediate data, it needs two things; one piece of code
for summation, i.e., summation phase, and a manager who will handle the location
of that code. The manager resides in job tracker, which has the information where
the summation code will place for more efficient processing. This architecture will
minimize the network traffic in shuffle phase.
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Fig. 1 MapReduce using summation among different machines

Summation phase: In the framework, the summation phases are located between
shuffle phases and reducer phases. All the intermediate data acts as input to this
and generated output is sent to the reducer. It performs the summation of similar
<key, value> pairs in such a way that each key has single summated pair value. After
that, output of summation phase along with the similar key has to be delivered to a
single reducer. In the architecture, the execution of summation is managed by the
task tracker at each node. When the manager who is placed in job tracker sends the
request to generate the summation code at task tracker, task tracker will initialize
the instance and specify the tasks attached to the request. Finally, when the task is
completed, the summation code is removed by task tracker and conveys the message
to the manager.

Manager: The manager has two main issues—where the summation code resides
and routes so that the summated intermediated data will generate less amount of
traffic.

Summation code placement—Number of summation codes will be generated to
reduce the traffic alongwith the path; the pathwill define fromwhere the intermediate
data will go among different machines. To do this, manager has two main questions;
by answering that, it will minimize the traffic during shuffle phase:

• On which machine the summation code will generate for minimum traffic?
• To which machine the intermediate data come from different machines, i.e., what
is the route?

For answering these questions, manager needs the whole information about the
map and reduce function along with the positions and the frequency of intermedi-
ate data (volume). Furthermore, manager also requires the information about the
resources of slave nodes, i.e., the availability of memory and CPU for processing
of summation. All these information will be sent by the task tracker to job tracker
with the heartbeat. It is sent by task tracker to job tracker so that job tracker has
knowledge of whether the task tracker alive or not; here, alive means its working
condition. According to that information, the manager will send the info about the
summation code and the route. The manager has information about the positioning
of all the task trackers, so it will send the request to find the central node for summing
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up the data in different machines by creating small clusters. As the slave nodes get
the request, one of them elects itself as the central node and finds whether any of
other is interested, finds the central node, and informs the manager. Algorithms 1
and 2 are as follows:

Assume the clusters are connected to each other in a ring form; each node can
send information to its next node only so that all nodes have the information and it
will create less traffic. But if there is any node failure, then it will bypass it.

Distributed algorithm does not assume the existence of the previous central node;
every time according to the requirement, it will change which depends on the fre-
quencies of <key, value> pairs and the availability of resources. It will choose a node
among a group of different nodes in different machines as a central node.

Assume each node has their own IDs, and the priority of node Ni is i, which
is calculated according to the availability of resources and the frequency of <key,
value> pairs, i.e., volume.

Background: Any node Ni(among the nodes to which manager sends the function
for processing data) tries to find any other active node which is more suitable, by
sending a message; if no response comes in T time units, Ni tries to elect itself.
Details are as follows:

Algorithm 1 for sender node Ni that select suitable node

1. Ni sends an “Elect Ni” with Pi
2. Ni waits for time T

a. If Pi < Pj it receives “elect Nj ”
i. update central node as Nj

b. If no response comes then Ni will be
selected as the central node.

Algorithm 2 for node receiver Nj

1. Nj receive “elect Ni”
2. If Pj > Pi 

a. Send “
3. Else forward “

elect Nj”
elect Ni”
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4 Implementation

The performance baseline is provided by the original scheme (i.e., no summation is
provided) and by the proposed method. We create an Oracle VM virtual machine;
we configure it with the required parameters (here we use two processors, 3 GB
RAM, 20 GB memory) and settings to act as a cluster node (especially the network
settings). This referenced virtual machine is then cloned as many times as there will
be nodes in the Hadoop cluster. Only a limited set of changes are then needed to
finalize the node to be operational (only the hostname and IP address need to be
defined). We have created pseudo-cluster. Our prototype has been implemented on
Hadoop 2.6.0.0.

In Fig. 2, it gives output sizes of mappers on nodes for respective actual sized.
It executes the proposed algorithm using the same data source for comparison in
Hadoop environment. It shows the data size for different files of size 250 MB,
500MB, 750MB, and 1 GB are minimized after applying the summation and the file
size reduced to 180 MB, 220 MB, 335 MB, and 450 MB, respectively. As a result,
the reduction ratios are 28%, 32%, 48%, and 55% for file size of 250 MB, 500 MB,
750 MB, and 1 GB, respectively. The proposed method will work more efficiently
as the size increases, and thus it will work well for BigData.

To compute, the capability of the proposed algorithm by comparing traditional
hash-based function is shown here. Hash-based partition without summation, as
default method in Hadoop, makes the traditional hash partitioning for the intermedi-
ate data, which are sent to reducers without summing up intermediate data. And our
proposed method is summation within same machine and summation among differ-
ent machines, in which before sending to reduce function the intermediate data will
be summed up so that it will minimize the size (traffic); sometimes, after summing
up, intermediate data at each machine data at reducer will be huge because of many
mappers, so it can be minimized if the summing up will be done among different
machines also as per requirements. In Fig. 3, the performance is shown which takes
the same file and performs the traditional method, summation on single machine and
summation among different machines. Here, if the number of keys is increased, the
traffic in shuffle phase also increases. For example, for 20 keys, traditional, summa-

Fig. 2 Data size at reducer
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Fig. 3 Traffic cost

tion in single, and summation in different machines generate 0.6 * 10ˆ5, 0.4 * 105,
and 0.3 * 105 bytes, respectively.

5 Conclusion

The significance of proposed scheme is discussed, i.e., summation in Hadoop MR
to process the BigData that minimizes the network traffic produced by intermediate
data: intermediate data is output of map function. For verification, we have given an
architecture where summation functions can be easily attached to the existing MR
framework. How the positioning of summation code among various machines will
affect the size is also shown, for which we give a distributed election algorithm that
fills to find the best suitable positions for the central summation function among
various machines. By applying the proposed method, it will reduce the size of data
up to 55%.

The implantation for the proposed scheme is in a pseudo-cluster for computing
the behavior; it can compute on heterogeneous distributed clusters.
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Secret Image Sharing Over Cloud Using
One-Dimensional Chaotic Map

Priyamwada Sharma and Vedant Sharma

1 Introduction

Cloud computing has consistently enabled the infrastructure providers to move very
rapidly toward new facilities. Such movement has attracted the world toward “pay as
you go”model defined by cloud service providers.Almost every task that a userwants
to perform is now available over cloud. Such an advancement in cloud computing
has made organizations and professionals to migrate their business models and tasks
over cloud. However, such swift growth of data toward cloud computing has been
raising security and privacy concerns. The users can send their data over cloud for
processing and storage without any difficulty at their end, but how secure is the data
to be stored over cloud? Such questions are raising amajor difficulty in the realization
of cloud computing and it is needed to be considered solemnly.

Cryptography is the science of converting plain text to another form which is
hard to understand [1]. Communication of encrypted messages such that only willful
recipient can decrypt is the main objective of cryptography. Cryptography involves
communicating parties, each with a secret key shared between them. Complex com-
putations are used to attain encryption in such a manner that only the anticipated
recipient can decrypt the data. Data can be anything and especially in today’s world;
most of the data is shared in the form of digital images. Hence, when storing the
images over untrusted third parties, there is a need arised to secure them from unau-
thorized access andmodifications. Oneway to secure digital images is image encryp-
tion. The secret image is encoded using complex mathematical formulations such
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that a distorted random-like structure can be obtained in the form of an encrypted
image.

On the other hand, visual cryptography is emerging as a new way to secure the
images where shares of the plain secret image are generated. Secret image is recov-
ered when all the shares are stacked together. Both image encryption and visual
cryptography sound quite the same, but they are different in the sense they realize
security to the image. Partitioning of the plain secret image into multiple shares such
that no image information is revealed from any of the shares is the primary objective
of visual cryptography [2]. The shares can then be transmitted through any untrusted
medium. At the receiving side, all the shares are stacked and plain secret image is
reconstructed. Introduced byNaor and Shamir [3], visual cryptographywas proposed
as an easy and feasible approach for secretly sharing the images without needing any
difficult cryptographic operations. The concept of visual cryptography can be used
to securely store the secret image over untrusted cloud infrastructure. Secret image
shares can be generated such that no information can be revealed and stored over
cloud.

Simple illustration of visual cryptography is shown in Fig. 1 in which the plain
secret image is divided into n shares. After the concept of visual cryptography came
to light, several schemes have been proposed. In order to achieve more security of
image shares, Shankar and Eswaran [4] proposed a schemewhere individualmatrices
of red, green, and blue channels of the secret image are created by considering the
true color band RGB of the secret image pixels. Every value of R, G, and B channels
is minimized to further create the submatrices. Division operation is used for the
purpose and floor and ceiling functions are used to create two matrices from a single
one. In [5], the authors proposed a scheme that uses cellular automata (CA) for
visual cryptography. Cellular automaton is a model constituting parallel entities that
cooperate with each other and manipulate their progress in a discrete way. If cellular
automaton is to be represented in a way that each entity has the state of either 0 or 1,
such cellular automata are known as binary cellular automata. A set of rules is used
to define state of the cells of cellular automata and acts as secret key for encryption
as well as decryption of the plain secret image. Visual cryptography is considered
amongst one of the modern cryptographic techniques to share plain secret image.
However, the received image size is doubled or more than the original secret image
which usually limits the technique.

Additional works other than visual cryptography include share generation using
certain polynomial function or any other medium. A secret sharing algorithm to
securely transmit the plain image was proposed in [6]. The scheme reduces size of
the image shareswhilemaintaining their security. Shamir’s secret sharing polynomial
was used with pixel values as random coefficients. The scheme was good to share
a secret image while reducing amount of traffic on the network. However, it was
claimed in [7] that security of the scheme [6] has a limitation of dependency on the
permutation stage. In [7], the authors presented a scheme to overcome the limitation
of permutation stage. But the scheme [7] still has a limitation of revealing secret
image in initial shares. Therefore, further improvements are presented in [8] by
repeatedly modifying the share numbers using modulo prime function.
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Plain image 
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Share 2 
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Fig. 1 Visual cryptography

In this paper, a simple and efficient secret image sharing scheme is presented
such that a plain secret image can be stored over cloud infrastructures. The proposed
scheme uses one-dimensional chaotic logistic map to generate image shares which
can be further stored on the cloud. Rest of the paper is organized as follows: chaotic
logistic map and bifurcation of one-dimensional chaotic logistic map are described
in Sect. 2. Proposed scheme is discussed in detail in Sect. 3. Section 4 presents results
and security analysis. Finally, Sect. 5 concludes the paper.

2 Chaotic Logistic Map

Chaoticmaps are used as a newway of cryptography. Due to essential properties such
as unpredictability, ergodicity, and sensitivity to primary conditions, chaotic systems
are emerging very rapidly in building the cryptosystems [9]. A one-dimensional
chaotic logistic map is defined as follows:

xn = µ ∗ xn−1 ∗ (1 − xn−1) (1)
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Fig. 2 Bifurcation of
one-dimensional chaotic
logistic map
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whereµ is the systemparameter. Bifurcation of one-dimensional chaotic logisticmap
depicted in Eq. (1) is shown in Fig. 2, and it can be observed from Fig. 2 that chaotic
map possess high random behavior around µ = 3.999. Due to such a high random
behavior, we have used 3.999 as value of the system parameter. Chaotic systems
require initial conditions to generate random sequences and a slight modification
in initial values or system parameter leads a major change in the generated chaotic
sequences. Due to such a high random behavior of chaotic maps, a number of chaos-
based image encryption schemes have been proposed during the last decade [9–16].

3 Proposed Scheme

In the proposed scheme, secret image is divided into two shares using chaotic
keystream derived from one-dimensional chaotic logistic map. Two main phases
of the proposed scheme are described as follows:

3.1 Computation of Initial Value of Chaotic Map Using
Secret Key

At the sender’s end, 132-bit secret key is used to compute the initial value of the
chaotic map. The steps are as follows:

(1) Let hexadecimal representation of the secret key is
k = k0, k1, k2 … k32
where k represents the hexadecimal value.

(2) Now, convert the key into binary form as
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b = b0, b1, b2 … b131
where b represents the binary value.

(3) Calculate the value x01 as
x01 = b0× 2131 + B1× 2130 + B2× 2129 … + B131 × 20

(4) Now evaluate the initial value x1 as
x1 = (x01/2132) mod 1
This initial value is used to execute one-dimensional chaotic logistic map
depicted in Eq. (1).

3.2 Image Encryption and Transmission of Shares
to the Cloud

Here, we assume that the two cloud infrastructures are unaware of each other such
that there should be no possibility of collision attack.Once initial values of the chaotic
map are computed, secret image can be encrypted to form the shares such that the
shares can be transmitted for storage on cloud. First of all, execute the chaotic map
to get key matrix as follows:

initialize n=1; 
while (true) 

end

where g is the highest gray-level value of the secret image and n represents the chaotic
sequence number. A chaotic key matrix x of the same size as of the secret image is
obtained when the complete loop is executed. After executing the chaotic map for
rows * columns times, perform the following:

initialize m=1; 
while (true) 

end

The resulting image e and chaotic key matrix x can be transmitted to the cloud
now [18]. In other words, it can be said that e and x are the shares of secret image
and without knowledge of both the shares, secret image cannot be recovered. No
information about the secret image is revealed and can be clearly observed from
Fig. 3. Complete workflow of the proposed scheme is shown in Fig. 4.
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Fig. 3 a shows the plain image, b and c show the non-revealing image shares generated by the
proposed scheme

Fig. 4 Block diagram of the
proposed scheme
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4 Experimental Results

In this section, we can simulate proposed scheme in Matlab 2012b. This section can
be categorized into number of subsections such as key space analysis, key sensitivity
analysis, Histogram analysis, and correlation coefficient analysis. After simulation,
we can compare the result of proposed scheme with existing scheme in Table 1 and
Fig. 7.

4.1 Key Space Analysis

Sensitivity to the secret key is very important for a good image encryption algorithm,
and the key space should be large enough to make brute force attacks infeasible. Key
analysis for the proposed image cipher has been performed and carried out with
results summarized as follows: The proposed image cipher has 2132-bit secret key.
An image cipher with such enormous key space is adequate for resisting all kinds of
brute force attacks.

4.2 Key Sensitivity Analysis

For an ideal image cipher, a slight change in secret key should produce a completely
different encrypted image. In order to perform key sensitivity test, we encrypted
secret image with secret key k1 as “67D5EA180B4CF3FA3BF4AD1E27CF2 D7B”
and then again we encrypted the same secret image with a slight change in secret
key as k2 “67D5ED180B4CF3FA3BF4AD1E27CF2D7B”. The results are shown in
Fig. 5.

Table 1 Correlation
coefficients of two adjacent
pixels of the plain image
“Lena” and corresponding
encrypted shares

Encrypted shares by
the proposed scheme

Encrypted image by [17]

Share 1 Share 2

Horizontal 0.0137 0.0098 −0.01516

Vertical −0.0189 −0.0114 0.01396

Diagonal 0.0109 0.0134 0.02180
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Fig. 5 Key sensitivity analysis: a plain image;b–c shares generated by key k1;d–e shares generated
by key k2; f decrypted image using modified key

4.3 Histogram Analysis

Histogram is the graphical representation of an image. It exemplifies how pixels in
an image are distributed by plotting the number of pixels at each color intensity
level. For good image cipher, histogram should be uniformly distributed such that
no information about the secret image can be revealed spatially. Histogram analysis
of the plain and encrypted shares by the proposed scheme is shown in Fig. 6, and
it can be clearly observed that histogram of the image shares is fairly uniform and
significantly different from the respective histogram of the plain image.

4.4 Correlation Coefficient Analysis

Correlation between adjacent pixels is usually high in the plain image Fig. 7. On the
contrary, correlation between adjacent pixels should be as low as possible for the
encrypted image. Horizontal, vertical, and diagonal adjacent pixels are considered
for computing the correlation coefficients. The correlation coefficient of two adjacent
pixels is calculated as:
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Fig. 6 Histogram analysis: a shows the plain image “Lena”. b–c show the corresponding image
shares. d–f show histograms of images shown in a–c, respectively
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rxy = cov(x, y)√
D(x) × √

D(y)
(5)

where x and y are the values of two neighboring pixels of the image and, cov(x, y),
D(x) and E(x) designates the covariance, variance, and mean.

5 Conclusion

Rapid growth of multimedia applications in today’s world has raised security issues
for communication and storage of digital images. The situation becomes more com-
plex when the images are to be stored on untrusted third parties like cloud infrastruc-
tures. Hence, security of such image data is very important and should be considered
primarily. A technique to securely store and transmit digital images over cloud is
presented in this paper. One-dimensional chaotic logistic map is used to divide the
secret image into two obfuscated shares. Experimental results showed that image
shares do not reveal any information about the secret image. Various tests includ-
ing keyspace, key sensitivity, histogram analysis, and correlation coefficient analysis
have been performed which demonstrates that the proposed scheme is good to resist
various attacks.
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