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Introduction
This book was written from more than 25 years of IT experience. I have taken that expe-
rience and translated it into a Windows 10 book that will help you not only prepare for 
the Microsoft 365 Certified: Modern Desktop Administrator Associate exams but also to 
develop a clear understanding of how to install and configure Windows 10 while avoiding 
all the possible configuration pitfalls.

Many Microsoft books just explain the Windows operating system, but with Microsoft 
365 Certified: Modern Desktop Administrator Associate: Exam MD-100, I go a step fur-
ther, providing many in-depth, step-by-step procedures to support my explanations of how 
the operating system performs at its best.

Microsoft Windows 10 is the newest version of Microsoft’s client operating system soft-
ware. Microsoft has taken the best of Windows 7 and Windows 8 and combined them into 
the latest creation, Windows 10.

Windows 10 eliminates many of the problems that plagued the previous versions of 
Windows clients and it includes a much faster boot time and shutdown. It is also easier to 
install and configure, and it barely stops to ask the user any questions during installation. 
In this book, I will show you what features are installed during the automated installation 
and where you can make changes if you need to be more in charge of your operating system 
and its features.

This book takes you through all the ins and outs of Windows 10, including installation, 
configuration, online Microsoft subscriptions, auditing, backups, and so much more.

Windows 10 has improved on Microsoft’s Desktop environment, made networking eas-
ier, enhanced search ability, improved performance—and that’s only scratching the surface.

When all is said and done, this is a technical book for IT professionals who want to 
take Windows 10 to the next step and get certified. With this book, you will not only learn 
Windows 10 and hopefully pass the exams, you will also become a Windows 10 expert.

The Microsoft Certification Program
Since the inception of its certification program, Microsoft has certified more than two 
million people. As the computer network industry continues to increase in both size 
and complexity, this number is sure to grow—and the need for proven ability will also 
increase. Certifications can help companies verify the skills of prospective employees and 
contractors.

The Microsoft certification tracks for Windows 10 include the following certifications:

Microsoft 365 Certified: Modern Desktop Administrator Associate: Windows 10    The 
Microsoft 365 Certified: Modern Desktop Administrator Associate is now the highest-level 
certification you can achieve with Microsoft in relation to Windows 10. It requires passing 
exams MD-100 and MD-101. This book assists in your preparation for exam MD-100.
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Microsoft Certified Technology Associate (MTA)    This is Microsoft’s newest certification 
program. This certification targets those new to the IT field and tests candidates on the 
core competencies necessary to become an IT professional.

Microsoft Certified Technology Specialist (MCTS)    The MCTS certification program tar-
gets specific technologies instead of specific job roles. You must take and pass one to three 
exams.

MCSE: Server Infrastructure or MCSE: Desktop Infrastructure    The MCSE certifications, 
in relation to Windows Server, require that you become a Windows Server MCSA first  
and then pass two additional exams. The additional exams will vary depending on which 
of the two MCSE tracks you choose. For more information, visit Microsoft’s website at 
www.microsoft.com/learning.

How Do You Become Certified on Windows 10?
Attaining Microsoft certification has always been a challenge. In the past, students have 

been able to acquire detailed exam information—even most of the exam questions—from 
online “brain dumps” and third-party “cram” books or software products. For the new 
generation of exams, this is simply not the case.

Microsoft has taken strong steps to protect the security and integrity of its new certi-
fication tracks. Now prospective candidates must complete a course of study that devel-
ops detailed knowledge about a wide range of topics. It supplies them with the true skills 
needed, derived from working with the technology being tested.

The new generations of Microsoft certification programs are heavily weighted toward 
hands-on skills and experience. It is recommended that candidates have troubleshooting 
skills acquired through hands-on experience and working knowledge.

Fortunately, if you are willing to dedicate the time and effort to learn Windows 10, you 
can prepare yourself well for the exam by using the proper tools. By working through this 
book, you can successfully meet the requirements to pass the Windows 10 exams.

Microsoft 365 Certified: Modern Desktop Administrator 
Associate Exam Requirements
Candidates for MCSA certification on Windows 10 must pass two Windows 10 MCSA tests:

■■ MD-100: Windows 10

■■ MD-101: Managing Modern Desktops

Microsoft provides exam objectives to give you a general overview of possible areas of 
coverage on the Microsoft exams. Keep in mind, however, that exam objectives are subject 
to change at any time without prior notice and at Microsoft’s sole discretion. Please visit 
the Microsoft Learning website (www.microsoft.com/learning) for the most current listing 
of exam objectives. The published objectives and how they map to this book are listed later 
in this introduction.

http://www.microsoft.com/learning
http://www.microsoft.com/learning
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 For a more detailed description of the Microsoft certification programs, 
including a list of all the exams, visit the Microsoft Learning website at 
www.microsoft.com/learning .    

 Types of Exam Questions 
 In an effort to both refi ne the testing process and protect the quality of its certifi cations, 
Microsoft has focused its latest certifi cation exams on real experience and hands-on profi -
ciency. There is a greater emphasis on your past working environments and responsibilities 
and less emphasis on how well you can memorize. In fact, Microsoft says that certifi cation 
candidates should have hands-on experience before attempting to pass any certifi cation 
exams. 

         
 Microsoft will accomplish its goal of protecting the exams’ integrity by 
regularly adding and removing exam questions, limiting the number of 
questions that any individual sees in a beta exam, limiting the number of 
questions delivered to an individual by using adaptive testing, and adding 
new exam elements.   

 Exam questions may be in a variety of formats: Depending on which exam you take, 
you’ll see multiple-choice questions as well as select-and-place and prioritize-a-list ques-
tions. Simulations and case study based formats are included as well. Let’s take a look at 
the types of exam questions, so you’ll be prepared for all of the possibilities.   

 Multiple-Choice Questions 
 Multiple-choice questions come in two main forms. One is a straightforward question 
followed by several possible answers, of which one or more is correct. The other type of 
multiple-choice question is more complex and based on a specifi c scenario. The scenario 
may focus on several areas or objectives.   

 Select-and-Place Questions 
 Select-and-place exam questions involve graphical elements that you must manipulate 

to successfully answer the question. For example, you might see a diagram of a computer 
network. A typical diagram will show computers and other components next to boxes that 
contain the text “Place here.” The labels for the boxes represent various computer roles 
on a network, such as a print server and a fi le server. Based on information given for each 
computer, you are asked to select each label and place it in the correct box. You need to 
place  all  of the labels correctly. No credit is given for the question if you correctly label only 
some of the boxes. 

 In another select-and-place problem, you might be asked to put a series of steps in 
order by dragging items from boxes on the left to boxes on the right and placing them in 

http://www.microsoft.com/learning


xxiv Introduction

the correct order. One other type requires that you drag an item from the left and place it 
under an item in a column on the right. 

         
 For more information on the various exam question types, go to 
www.microsoft.com/learning/mcpexams/policies/innovations.asp .     

 Simulations 
 Simulations are the kinds of questions that most closely represent actual situations and test 
the skills you use while working with Microsoft software interfaces. These exam questions 
include a mock interface on which you are asked to perform certain actions according to a 
given scenario. The simulated interfaces look nearly identical to what you see in the actual 
product. 

 Because of the number of possible errors that can be made on simulations, be sure to 
consider the following recommendations from Microsoft: 

■■    Do not change any simulation settings that don’t pertain to the solution directly. 

■■    When related information has not been provided, assume that the default settings 
are used. 

■■    Make sure that your entries are spelled correctly. 

■■    Close all the simulation application windows after completing the set of tasks in the 
simulation.   

 The best way to prepare for simulation questions is to spend time working with the 
graphical interface of the product on which you will be tested.   

 Case Study–Based Questions 
 Case study–based questions fi rst appeared in the MCSD program. These questions present 
a scenario with a range of requirements. Based on the information provided, you answer a 
series of multiple-choice and select-and-place questions. The interface for case study–based 
questions has a number of tabs, each of which contains information about the scenario. At 
present, this type of question appears only in most of the Design exams.    

 Tips for Taking the Windows 10 Exams 
 Here are some general tips for achieving success on your certifi cation exam: 

■■    Arrive early at the exam center so that you can relax and review your study materials. 
During this final review, you can look over tables and lists of exam-related information. 

■■    Read the questions carefully. Do not be tempted to jump to an early conclusion. Make 
sure that you know  exactly  what the question is asking. 

http://www.microsoft.com/learning/mcpexams/policies/innovations.asp
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■■ Answer all questions. If you are unsure about a question, mark it for review and come 
back to it at a later time.

■■ On simulations, do not change settings that are not directly related to the question. 
Also, assume default settings if the question does not specify or imply which settings 
are used.

■■ For questions that you’re not sure about, use a process of elimination to get rid of the 
obviously incorrect answers first. This improves your odds of selecting the correct 
answer when you need to make an educated guess.

Exam Registration
Microsoft exams are given using more than 1,000 Authorized VUE Testing Centers 
around the world. For the location of a testing center near you, go to VUE’s website at  
www.vue.com. If you are outside of the United States and Canada, contact your local VUE 
registration center. Also, many Microsoft exams can be taken live on-line. You need to 
schedule the exam the same way by using VUE. Just be sure to read the requirements and 
make sure you meet the requirements before taking an on-line exam.

Find out the number of the exam you want to take, and then register with the VUE reg-
istration center nearest to you. At this point, you will be asked for advance payment for the 
exam. The exams are $165 each, and you must take them within one year of payment. You 
can schedule exams up to six weeks in advance or as late as one working day prior to the 
date of the exam. You can cancel or reschedule your exam if you contact the center at least 
two working days prior to the exam. Same-day registration is available in some locations, 
subject to space availability. Where same-day registration is available, you must register a 
minimum of two hours before test time.

When you schedule the exam, you will be provided with instructions regarding 
appointment and cancellation procedures, ID requirements, and information about the 
testing center location. In addition, you will receive a registration and payment confir-
mation email.

Microsoft requires certification candidates to accept the terms of a nondisclosure agree-
ment before taking certification exams.

Who Should Read This Book?
This book is intended for individuals who want to earn their Microsoft 365 Certified: 
Modern Desktop Administrator Associate: Windows 10 certification.

This book will not only help anyone who is looking to pass the Microsoft exams, it will 
also help anyone who wants to learn the real ins and outs of the Windows 10 operating 
system.

http://www.vue.com
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What’s Inside?
Here is a glance at what’s in each chapter:

Chapter 1: Windows 10 Installation    In the first chapter, I explain the requirements and 
steps to install and configure Windows 10. I will also show you the different versions  
of Windows 10. This chapter also shows you how to configure automated installation of 
Windows 10.

Chapter 2: Configuring Users    This chapter shows you how to configure user authoriza-
tion and authentication. Understanding how users authenticate onto your network and 
knowing how to secure your network and users is one of the most important tasks that 
administrators must perform. I will also show you how to manage local groups, manage 
local users, configure remote connectivity, configure remote management, and configure 
devices by using local policies.

Chapter 3: Managing Data    I show you how to configure disks, volumes, and filesystem 
options using Disk Management and Windows PowerShell. I will also discuss how to con-
figure removable devices and how to create and configure storage spaces. Finally, I will 
show you how to troubleshoot storage and removable devices issues.

Chapter 4: Managing the Windows 10 Environment    This chapter takes you through 
the different ways to configure the Windows 10 environment, including performing post-
installation configuration, configuring Edge and Internet Explorer, configuring mobility 
settings, configuring sign-in options, and customizing the Windows desktop.

Chapter 5: Configuring Security and Devices    This chapter takes you through the different 
ways to configure Windows 10 devices, including configuring Windows Defender Firewall 
and implementing encryption.

Chapter 6: Configuring Network Connectivity    This chapter will show you how to imple-
ment and configure Windows networking, including workgroups and domains. I will also 
talk about HomeGroups and how to configure TCP/IP.

Chapter 7: Configuring Recovery    This chapter will explain to you how to implement and 
configure Windows backups and recovery points. I will show you how to use cloud -based 
backups and how to recover the Windows 10 system using advanced boot options.

What’s Included with the Book
There are many helpful items intended to prepare you for the MCSA: Windows 10 certifica-
tion included in this book:

Assessment Test    There is an Assessment Test at the conclusion of the introduction that 
can be used to quickly evaluate where you are with Windows 10. This test should be taken 
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prior to beginning your work in this book and should help you identify areas in which you 
are either strong or weak. Note that these questions are purposely more simple than the 
types of questions you may see on the exams. 

Opening List of Objectives   Each chapter includes a list of the exam objectives that are 
covered in that chapter. 

  Helpful Exercises   Throughout the book, I have included step-by-step exercises of some 
of the more important tasks you should be able to perform. Some of these exercises have 
corresponding videos that can be downloaded from the book’s website. Also, later in this 
introduction you’ll fi nd a recommended home lab setup that will be helpful in completing 
these tasks. 

  Video Resources   After each chapter summary, if the chapter includes exercises with corre-
sponding videos, a list or description of the exercises with video resources will be provided. 
The videos can be accessed at  http://www.wiley.com/go/Sybextestprep . 

Exam Essentials   The end of each chapter also includes a listing of exam essentials. These 
are essentially repeats of the objectives, but remember that any objective on the exam blue-
print could show up on the exam. 

  Chapter Review Questions   Each chapter includes review questions. These are used to 
assess your understanding of the chapter and are taken directly from the chapter. These 
questions are based on of the exam objectives and are similar in diffi culty to items you 
might actually receive on the MCSA: Windows 10 exams. 

         
 The Sybex Interactive Online Test Bank, flashcards, videos, and glossary 
can be accessed at  www.wiley.com/go/Sybextestprep .     

 Objective Mapping 
 Table   I.1   contains an objective map to show you at-a-glance where you can fi nd each objec-
tive covered. 

  Ta b le   I .1       MD-100 Objective Map  

Objective Chapter

Deploy Windows (15–20%)

Deploy Windows 10.   Chapter 1 

■■     Configure language packs; migrate user data; perform a clean installation; 
perform an in-place upgrade (using tools such as MDT, WDS, ADK, etc.); 
select the appropriate Windows edition; troubleshoot activation issues.  

 Chapter 1 

http://www.wiley.com/go/Sybextestprep
http://www.wiley.com/go/Sybextestprep
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Objective Chapter

Perform post-installation configuration. Chapter 4

■■ Configure Edge and Internet Explorer; configure mobility settings; configure 
sign-in options; customize the Windows desktop.

Chapter 4

Manage Devices and Data (35–40%)

Manage local users, local groups, and devices. Chapter 2

■■ Manage devices in directories; manage local groups; manage local users. Chapter 2

Configure data access and protection. Chapter 3

■■ Configure NTFS permissions; configure shared permissions. Chapter 3

Configure devices by using local policies. Chapter 2

■■ Configure local registry; implement local policy; troubleshoot group policies 
on devices.

Chapter 2

Manage Windows security. Chapter 5

■■ Configure user account control (UAC); configure Windows Defender Fire-
wall; implement encryption.

Chapter 5

Configure Connectivity (15–20%)

Configure networking. Chapter 6

■■ Configure client IP settings; configure mobile networking; configure VPN 
client; troubleshoot networking; configure Wi-Fi profiles.

Chapter 6

Configure remote connectivity. Chapter 2

■■ Configure remote management; enable PowerShell Remoting; configure 
remote desktop access.

Chapter 2

Maintain Windows (25–30%)

Configure system and data recovery. Chapter 7

■■ Perform file recovery (including OneDrive); recover Windows 10; trouble-
shoot startup/boot process.

Chapter 7

Ta b le  I .1     MD-100 Objective Map  (continued)


