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Preface

Industrial control systems (ICS) have a critical place in the functioning and
development of today’s world. They are key components of every technical
infrastructure around us, ranging from air conditioning in our homes and cars to the
big factories, the energy production and distribution, the water distribution systems,
and even the nuclear plants. The correct operation of the industrial control systems
is essential for the functioning of our society, so they have to be designed to be
resilient. This means that the ICS should be able to recover from various process
faults and failures and to withstand emerging cyberattacks. These objectives can be
achieved only by assuring both safety and security, being it physical or cybernetic.
Also, a special interest is presented by predictive and preventive maintenance
activities.

The main goal of the book is to collect valuable contributions of renowned
researchers in the field of control engineering, Internet of Things, and cybersecurity.
Some chapters are based on presentations and discussions that took place at the
previous editions of the International Workshop on Systems Safety and Security
(IWSSS, https://www.iwsss.org). The workshop, initiated in 2013, become a tradi-
tional annual scientific event in Romania. IWSSS is now a recognized venue for the
exchange of experience and ideas in the field of systems safety, security, and resi-
lience with the scope of stimulating joint work at a regional and international level.

The book comprises research based on theory, subsequent simulation and exper-
imental results, numerous case studies, and practical implementations. Given the
detailed discussion in the said context, the book offers profound insights on increasing
the resilience of industrial control systems. Both fundamental and advanced topics are
discussed, having the theoretical approaches sustained by practical examples.

The structure and chapters of the book are broadly grouped into core topics that
address challenges related to safe operations of control systems, risk analysis and
assessment, usage of attack graphs to evaluate and increase the resiliency of control
systems, preventive maintenance, and malware detection and analysis. The resi-
lience and cybersecurity of sensor networks and the Internet of Things devices,
which are now an integral part of the various industrial control systems, are dis-
cussed in different chapters of the book.

vii
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Another notable contribution of this book is the inclusion of necessary and
timely response to malicious attacks or hazardous situations. This topic will cer-
tainly help readers to decide the best approaches to handle such unwanted
situations.

We believe, the contents of the book is essential readings for system engineers,
researchers, and specialists. The topics discussed in the book are challenging and
recent and we anticipate the book to represent a useful reference for all the pro-
fessionals in the field of ICS resilience, safety, and security. Finally, the editors
expect that this book will be a supportive auxiliary to undergraduate and graduate
students, to academia and researchers trying to address security and safety issues
related to the modern implementations of the industrial control systems.

Ploiesti, Romania Dr. Emil Pricop
Quebec City, Canada Dr. Jaouhar Fattahi
Rajkot, India Dr. Nitul Dutta
Amman, Jordan Dr. Mariam Ibrahim
August 2019
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Safety Instrumented Systems Analysis

Alina-Simona Băies,u

Abstract Operating most industrial processes, especially those in the oil and gas
industry, involves an inherent risk due to the presence of dangerous/flammable sub-
stances. Therefore, using Safety Instrumented Systems (SIS) is mandatory. These
systems are especially designed to protect personnel, equipment and environment
by reducing the likelihood of an unwanted event to appear by reducing the sever-
ity of its impact. This chapter presents a comprehensive Introduction in the field of
Safety Instrumented Systems, then the most important feature of a SIS is presented,
Safety Integrity Level of a Safety Instrumented System and some Practical Aspects
Regarding Safety Instrumented Systems are outlined. The chapter ends with some
considerations regarding IT Enabled Safety Systems.

Keywords Safety instrumented systems · Risk analysis · IT enabled safety systems

1 Introduction

This paragraph outlines general aspects regarding the Safety Instrumented Systems
(SIS) and their goal by presenting examples of such systems used in the industrial
practice.

It also presents the evolution of the current in use standards that regulates the
design, implementation and operation of SIS, focusing on IEC 61508 and IEC
61511 standards. The delimitation between the Control Systems (CS) and Safety
Instrumented Systems (SIS) it is also highlighted by marking the major differences
between the two types of automated systems.

A.-S. Băies,u (B)
Automatic Control, Computers and Electronics Department, Petroleum-Gas University of
Ploiesti, Ploiesti, Romania
e-mail: agutu@upg-ploiesti.ro
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2 A.-S. Băies,u

1.1 Safety Instrumented Systems General Aspects

A Safety Instrumented System (SIS) aims to bring the process to a safe state when
the normal operating conditions are violated, for reasons of safety and protection
[1]. Therefore, the role of a SIS is to monitor potential hazardous conditions and to
mitigate the consequences in case of an unwanted dangerous event appearance.

A SIS is a set of sensors, logic solvers and actuators [2].
A SIS does not improve production or efficiency but helps to reduce economic

losses by reducing risks [1].
The structure of a SIS is presented in Fig. 1.
The sensors are used to measure process parameters (temperature, pressure, flow,

etc.) and to use their measures to determine whether an equipment or process is in a
safe or unsafe state. The sensors can be of various types, from simple pneumatic or
electrical switches to intelligent sensors with diagnosis. These sensors are dedicated
to SIS and use communication channels and power supplies, different from those of
control system sensors.

The logic solvers have the role of establishing what decision should be made
based on the information received from sensors. Typically, the logic solver is a Pro-
grammable Logic Controller (PLC) that receives as inputs the signals from sensors,
runs a particular program according to these values in order to prevent possible
dangerous situations and sends output control variables to actuators.

The actuators carry out the actions from the logic solver. Usually the actuators
are two-way valves (opened/closed), pneumatically operated.

All SIS components must be designed so that they can safely isolate the process
in the event of a hazardous situation [3].

In the following, a SIS example is presented to highlight its role, structure and
operation [4].

SENSORS ACTUATORS

SAFETY INSTRUMENTED SYSTEM (SIS)

PROCESS

LOGIC SOLVER

Fig. 1 A safety instrumented system (SIS) structure
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FLAMABLE 
LIQUID

Dangerous 
vapours

I/P

Inlet

CV1

Forced 
outlet

Outlet

HLT 
1

PSV

LC 
1

Fig. 2 A flammable liquid level control system: LC1—level controller, LT1—level transducer,
I/P—electro/pneumatic converter, CV1—control valve, PSV—overPressure Safety Valve, H—liq-
uid level

Figure 2 presents a vessel in which a flammable liquid is stored. A typical control
loop must maintain the level (H) at 50%. An unwanted dangerous event can occur
if the control loop fails for some reason and the vessel becomes full. The vessel has
an overPressure Safety Valve (PSV) which evacuates the liquid out of vessel, but it
will form a dangerous cloud of vapours [5].

Situations that can cause the control loop malfunction are:

– the Control Valve (CV1) cannot be operated;
– the Level Transducer (LT1) is faulty;
– the Level Controller (LC1) is manually operated and the Control Valve (CV1) is
opened.

To prevent a possible damage, in the event of Control System (CS) malfunction,
a Safety Instrumented System (SIS), as in Fig. 3, can be used. The CS equipment are
marked with 1 and the equipment from SIS structure, with 2.

The SIS elements are symbolized using the ANSI/ISA 5.1 Specific Standard [6].
The SIS from Fig. 3 operation can be described as follows: the level transducer

LZT2 has the role of detecting the vessel maximum liquid level (Hmax) and when
this happens, the logic solver, for example a PLC, stops the vessel feeding through
the UZV2 Safety Valve. Basically, the logic solver acts on the electromagnetic valve
UZY2 that stops the air supply of UZV2, the air being ventilated outwards. The
UZV2 will remain closed until all faults are removed. When the liquid level reaches
a normal value, the operator can reset the UZV2 valve state, using HS2 (Human
reSet) and the normal operation can continue.



4 A.-S. Băies,u

LT
1

LC
1I/P

Inlet

CV1UZV2

LOGIC 
SOLVER

HS 
2

AS

FLAMABLE 
LIQUID

Forced 
outlet

Outlet

Hmax

PSV

UZY2

LZT
2

HH

Fig. 3 Liquid level control system and safety instrumented system: LC1—level controller, LT1—
level transducer, LZT2—high level transducer, UZV2 safety valve, I/P—electro/pneumatic con-
verter, CV1—control valve, PSV—overPressure Safety Valve, UZY2—electromagnetic valve,
AS—air supply, HS2—Human reSet, HH—high level alarm (High High), Hmax—high level

1.2 Safety Instrumented System Standards

The Safety Instrumented Systems (SIS) are receiving attention in the industrial sector
due to the increasing environmental pressure in order to reduce the gas emissions
and to get the most environmentally friendly products, but also because of the many
accidents that occurred in different installations, through time.

Until the ‘80s, the industrial process safety issue was left to the decision of the
various companies, who based on their own experience developed set of rules regard-
ing SIS design and use. Subsequently, these sets of rules have been integrated into
international standards and government regulations that require companies to comply
with certain procedures.

IEC 61508 Standard
The IEC 61508 standard was developed by IEC (International Electrotechnical Com-
mission) and covers awide rangeoffields of activity and amultitudeofSIS-associated
equipment [7].

The standard applies for all steps which a SIS passes through from specification,
design, operation, use, decommissioning and covers all the constituent parts of the
SIS: sensors, logic solvers and actuators.
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IEC 61508 standard has 7 parts [4]:

– Part 1, (December, 1998) presents some general specifications;
– Part 2, (May, 2000) presents the requirements for programmable electri-
cal/electronic systems;

– Part 3, (December, 1998) presents requirements for software components;
– Part 4, (December, 1998) presents definitions, abbreviations and terminology to
ensure a certain consistency;

– Part 5, (December, 1998) presents examples for determining the Safety Integrity
Level (SIL);

– Part 6, (April, 2000) provides the appliance guide of Parts 2 and 3;
– Part 7, (March, 2000) presents a brief presentation of the techniques and methods
relevant for Parts 2 and 3.

The most important part of IEC 61508 is the life cycle model of a SIS, shown in
Fig. 4.

IEC 61511 Standard
IEC 61511 includes additional guidance for determining the Safety Integrity Level
(SIL) to be imposed by the design team at the beginning of the SIS design phase and
is structured in 3 parts [8]:

– Part 1, provides definitions, hardware and software requirements;
– Part 2, provides the appliance guide of Part 1;
– Part 3, provides guidance for determining the SIL.

The IEC 61511 standard is dedicated to the end user whose task is to design
and operate the SIS in an industrial plant. The requirements are those imposed by
IEC 61508, but modified to fit to practical situations from an industrial plant. 61511
standard does not cover the design and implementation of equipment used in safety
applications, such PLCs, which remains standardized by IEC 61508.

1.3 Safety Instrumented Systems Versus Control Systems

A fundamental question is whether the Safety Instrumented Systems (SIS) and Con-
trol Systems (CS) systems should be combined or a clear delimitation between these
two should be established.

According ANSI/ISA 84.01 [9], Separation between control systems and safety
instrumented systems reduces the probability that at some point in time either control
and safety functions to be inactive, or some modifications to the control systems will
lead to changes in the functionality of the safety systems. Therefore, it is generally
necessary to separate the control systems from the safety instrumented systems.

Several basic differences between the two types of systems support the idea that
control and safety should be separated. Control operations are active, dynamic, and
performance-oriented. Safety operations are passive.
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1. Concept

2. Establishing the 
global scope

3. Hazard and risk 
analysis

4. Safety 
requirements

5.Safety requirements 
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9. SIS design

Hardware Software

Global planification

6. Operating 
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maintenace
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15. SIS changes

16. Decommissioning
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differenet circuits and 
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11.External facilities 
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Returning to an 
adequate life cycle 

phase 

Fig. 4 Safety life cycle model according to IEC 61508 [7]

CSs act actively to maintain or change process conditions, helping to achieve the
best performance of the process. They are often used to force the process to its limits,
in order to obtain the required performance. They were not built to provide safety.

Since control system operation is continuous, it does not incorporate error diag-
nostics routines. A CS either work or not. There are no hidden defects. In these
systems, operating errors are visible.

CSs are usually flexible and allow easy operation in the sense that, for example,
operators canmodify certain parameters or exclude certain part of the control system.
This aspect has to be avoided in case of the safety systems.

Safety Instrumented Systems (SIS) are exactly the opposite of Control Systems
(CS). They work only at certain times, their action must be restricted, and they must
be reliable and act instantly when necessary. An example is the overPressure Safety
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Valve (PSV) from Figs. 2 and 3, which must be closed as long as the pressure is
below a certain value and opened when the pressure reaches a certain high limit. If
the pressure never touches this limit, the valve should never open. Likewise, it may
happen that this valve if stays closed for a long time, when a problem appears and
must be opened, it cannot be opened. Therefore, these systems can hide defects that
are not directly observed.

Because the SIS components stay for a long time in standby mode, it may not
work if they must be put into operation. As such, these systems should be tested or
should include techniques that provide the possibility of self-testing.

Safety instrumented systems are designed to involve human intervention as low
as possible. The operator interacts with the control system. If it fails, the next step
is to pass it on manually and the operator must act directly on the process. If this
intervention also fails to make the necessary corrections, the last line of defence,
the SIS, should work automatically and independently. The only human interference
allowed is the start-up or maintenance of certain parts of the system.

2 Safety Integrity Level of a Safety Instrumented System

This paragraph describes themainmethods for determining the Safety Integrity Level
(SIL), which is the most important feature of a SIS.

The IEC 61508 standard defines four levels of SIL, marked with SIL1, SIL2, SIL3
and SIL4. SIL 4 denotes the highest level of safety integrity and SIL 1, the smallest.
The Safety Integrity Level of a SIS can be expressed in terms of Probability of Failure
on Demand (PFD) for systems/functions that operate with a low demand rate or in
terms of Probability of dangerous failure Per Hour (PFH) for systems/functions that
operate with a high demand rate or continuously.

There are several methods and tools for determining SIL, developed by different
companies and organizations in order to provide support for assessing the process’s
risk and turning it into something palpable that has a certain meaning that is the
required SIL level.

These methods can be grouped into four main categories: quantitative and semi-
quantitative methods (e.g. LOPA—Layer of Protection Analysis), qualitative (e.g.
risk matrix, risk graph) and semi-qualitative methods (e.g. calibrated risk graph).

A system risk is a function of the frequency of an unwanted dangerous event and
the severity of the consequences of that event/hazard. Risk can influence personnel,
production, environment etc. [10].

RISK = FREQUENCY × HAZARD CONSEQUENCE

According to [5], hazard is an inherent feature of a system/process that has the
potential to cause damage to individuals, processes or the environment.
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In the case of chemical processes, hazard is the combination of a hazardous
material, an operating environment with problems and some unplanned events that
can cause accidents.

Depending on how the Risk Reduction Factor (RRF) is expressed, quantitatively
or qualitatively, what is the scope and purpose of the risk analysis a particular type of
method is chosen. Although the method used is a qualitative one, a number always
quantifies the determined SIL (SIL1, SIL2, SIL3 or SIL 4).

The SIL level is a measure of the performance of the safety system and not a direct
measure of process risk. The higher the risk of a process is, the higher the safety level
will be and the number that follows the SIL increases as value.

Usually, the qualitative methods are used in the design phase of the SIS and the
quantitative methods are used more in the SIL verification and validation phases.

2.1 Quantitative Methods

For systems with a low demand ratio, after determining the risk level, the next step
is to determine, using (1), the Risk Reduction Factor (RRF) required to meet the
tolerable risk level. This is achieved by dividing the number of times per year when
a SIF function fail to function to the number of demands per year. The result is the
acceptable number of times when a SIFmay not operate at a demand per year, named
the Probability of Failure on Demand (PFD) [8].

The Risk Reduction Factor (RRF), in frequency, is given by [11]:

RRF = Fnp

Ft
, (1)

where Fnp is the frequency of the risk without protection and Ft is the tolerable risk
frequency.

The Probability of Failure on Demand (PFD) is:

PFD = 1

RRF
= Ft

Fnp
. (2)

Further, SIL is determined using Table 1.
The Probability of Failure on Demand, PFD of a Safety Instrumented System

(SIS) is obtained by summing the PFD for transducers (ZT), logic solvers (PLCs)
and actuators (UZ) [3]:

PFD SSP = PFD ZT + PFD PLC + PFD UZ . (3)

Also, PFD for transducers (PFDZT) is obtained by summing PFD for sensors and
adapters:
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Table 1 Safety integrity level and required values for the instrumented system performance in case
of low demand rate system [7]

Safety integrity level,
SIL

Probability of failure
on demand, PFD

Availability, 1-PFD
(%)

Risk reduction factor,
RRF = 1/PFD

4 10−4 to 10−5 99.99–99.999 104 to 105

3 10−3 to 10−4 99.9–99.99 103 to 104

2 10−2 to 10−3 99–99.9 102 to 103

1 10−1 to 10−2 90–99 101 to 102

Table 2 Safety integrity
levels (SIL) and required
values for the safety system
performance in case of a high
demand rate/continuous
operation systems [7]

Safety integrity
level, SIL

Probability of
failures per hour,
PFH

Mean time to
failure, MTTF

4 10−9 to 10−8 104 to 105

3 10−8 to 10−7 103 to 104

2 10−7 to 10−6 102 to 103

1 10−6 to 10−5 101 to 102

PFD ZT = PFDadaptor + PFDsensor , (4)

and the PFD for actuators (PFDUZ) is obtained by summing the PFD for electromag-
netic valve UZY and the safety valve UZV:

PFDUZ = PFDUZT + PFDUZV . (5)

For systemswith a high demand ratio or continuous operation, the Safety Integrity
Level (SIL) is determinedusing theProbability of a hazardousFailure perHour (PFH)
or the Mean Time To Failure indicator (MTTF), according to Table 2.

The two measures (PFD and PFH) of the SIS performance are related, the depen-
dence between them being expressed through equation [12]:

PFD = T

2
· PFH = T

2 · MTT F
. (6)

PFD is the Probability of Failure on Demand, T represents the test or replacement
interval, PFH Probability of a dangerous Failure per Hour and MTTF is the Mean
Time To Failure.
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2.2 Risk Matrix

The riskmatrix is one of themost popularmethod for determining the Safety Integrity
Level (SIL), due to its simplicity. The risk matrix takes into account the frequency
and severity of an unwanted event, based on a classification of the risk parameters.

The frequency of an event to occur can be quantified in terms such Small (S),
Medium (M), High (H) or any other suggestive terms, Table 3.

Consequences and its severity can be quantified based on various risk factors such
personnel, environment, production, equipment, capital, etc.

Table 4 provides an example of the severity of risk values, associated with per-
sonnel, environment and production.

Table 3 Risk frequency values [13]

Level Frequency Qualitative interpretation

3 High (H) An unwanted event may occur more than once in the predicted life
time of the plant

2 Medium (M) An unwanted event can occur once in the predicted life time of the plant

1 Small (S) An unwanted event may appear with a low probability over the
predicted life time of the plant

Table 4 Example of severity values/risk consequences [13]

Level Severity/consequences Personnel Environment Production/equipment

III Catastrophic (C) More
fatalities

Escapes of
dangerous
substances
outside the plant
perimeter

Losses greater than
$1,500,000

II Serious (S) Single death
or injuries
requiring
recovery time

Releases of
non-hazardous
substances
outside the
perimeter of the
plant or leakage
of dangerous
substances into
the perimeter of
the plant

Losses between 100,000
$ and 1,500,000 $

I MINor (MIN) Injured that
requires
medical
treatment or
first aid

Releases of
hazardous
substances to a
restricted area of
the plant
perimeter or
without leakage

Losses up to $100,000
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Fig. 5 Global risk (risk
matrix)

According to Table 4, the consequences may be MINOR (MIN), SERIOUS (S)
or Catastrophic (C), according to severity level. Categories can be selected either
qualitatively or quantitatively by attaching some economic figures, deaths, etc.

By joining the values of the two properties, the frequency and severity of the risk,
the risk matrix is obtained (Fig. 5).

If the identified risk is high, then changes are recommended. If the identified risk
is medium, it is necessary to add additional safety levels. If the identified risk is low,
no changes or additions of protection levels are required.

Given that, if each risk matrix cell has an associated SIL level, then the process
of determining the SIL level is simple [13].

Figure 6 shows a typical modified risk matrix chart for determining the SIL level.
Severity-minor consequence (I), low frequency (1) leads to unnecessary SIL. This

means that the risk is considered tolerable.
Severity-minor consequence (I), average frequency leads (2) to a low SIL level,

while catastrophic consequence, high frequency leads to a high SIL level. In case of
a SIL 3 or SIL 4 required level, additional studies should be conducted as a single
SIF may not provide sufficient risk reduction [14].

Fig. 6 The modified risk
matrix for determining the
SIL level
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Sometimes, due to the assessments that need to be made, the result may be unre-
alistic. Therefore, it is recommended to use other tools and methods in conjunction
with this method in order to improve the quality of the determination [8].

The risk matrix has two dimensions, the frequency and severity of an event.
Sometimes, in practical applications, there is also added a third dimension that takes
into account additional safety levels, resulting the riskmatrix of safety and protection
levels.

2.3 Risk Graph

The method of determining the Safety Integrity Level (SIL) using the risk graph is
based on the methods written in the German publication DIN 19250 [15].

Table 5 lists the risk parameters classification suggested in IEC 61511.
The risk graph method is a qualitative method that takes into account the conse-

quence and frequency of a dangerous event, but also the likelihood that the personnel
could avoid the danger [14].

For the Consequence parameter (C), in relation to personnel’s risk, four categories
of consequences are suggested, ranging from minor injury to multiple deaths. C1 is
the least severe category. In general, the consequences are measured by the degree
of injuries of individuals but also by environmental or financial measures [8].

Occupancy Frequency (F) shows the fraction of time in which the hazardous area
is occupied by personnel. F2 shows a higher risk than F1 because the area is occupied
more frequently. Usually, in accordance with IEC 61511, F1 can be selected if the
hazardous area is occupied less than about 10% of the time.

Table 5 Risk parameters classification according to IEC 61511

Risk parameter Notation Classification

Consequence (C) C1 Minor injuries

C2 Serious injury of one or more persons

C3 Death of one person

C4 Catastrophic effect. Many deaths

Occupation frequency of the affected
area (F)

F1 Rare to frequent (<0.1)

F2 Frequent to continuous (>0.1)

The probability of avoiding the
consequences (P)

P1 Possible in certain conditions (>90%)

P2 Almost impossible (<10%)

The probability of occurrence of an
unwanted event (A)

A1 Very unlikely to appear (F < 0.01/year)

A2 It is unlikely that an unwanted event will
appear (F > 0.01/year)

A3 Relatively large probability that an
unwanted event to appear (F > 0.1/year)
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The possibility of personnel to avoiding the danger is incorporated into parameter
P. This parameter shows which methods must be identified by personnel in order
to escape the danger. Additionally, the rate of development of the dangerous event
is taken into account. Two categories are suggested, P1 and P2, P2 indicating the
highest risk. In order to select P1, a list of statements must be validated. Such lists
of statements are suggested in IEC 61511.

The final parameter is the probability of occurrence (A), which is the frequency
of the occurrence of an unwanted event without SIF (Safety Instrumented Function).

Figure 7 is a typical chart of personnel risk. Similar graphs can be obtained for
the risk associated with equipment, production losses or environmental impact.

The path from left to right is determined by the selected risk parameter values.
The selected result, the occupancy frequency and the probability of avoidance leads
to a certain output line, O. The output line leads to three values of the parameter A.
Choosing the parameter A is the last step in determining the SIL level. Choosing a
higher A parameter results in a higher SIL level [14].

If the probable consequence is assessed to be serious injury to one ormore persons,
C2 is selected. If the area could be exposed to personnel rarely to more frequent,
F1 is chosen. It is possible that under certain conditions the unwanted events can
be avoided, which means that parameter P1 should be chosen. The combination of
these risk parameters leads to the O2 output line. Considering a high probability that
an unwanted event to occur, A3 is selected. According to Fig. 7, SIL 1 is required.
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Fig. 7 Risk graph: C—consequences (C1—minor injuries, C2—serious injuries, C3—one death,
C4—more deaths); F—frequency (F1—rare to frequent, F2—frequent to continuous); P—proba-
bility of avoidance (P1—sometimes possible, P2—almost impossible); A—appearance probability
(A1—very small, A2—small, A3—relatively high); X—SIS is not necessary, 1, 2, 3, 4—safety
integrity level, SIL, 4′—one SIS is not enough
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3 Practical Aspects Regarding Safety Instrumented
Systems

This paragraph outlines some general aspects regarding SIS implementation by list-
ing the main requirements of the components, the available implementation tech-
nologies and ways to connect them.

The performance of a SIS depends on each element from its structure (sensor,
logic solver or actuator), so a special attention must be given starting from the stage
of choosing the type of each sensor and actuator to be used, to the implementation
of the logic solver phase or to the way that these parts are interconnected.

The field devices that are parts of the Safety Instrumented Systems (SIS) must be
selected and installed to meet the performance requirements expressed through the
Safety Integrity Level (SIL), for each SIF (Safety Instrumented Function).

Any SIS associated field device must be separate and independent of those of the
control system. With few exceptions, sharing equipment with the control system can
cause procedural and maintenance problems.

In order to achieve the necessary independence, the following components should
be separated from the control system [16]:

– the field sensors, safety and electromagnetic valves, pulse lines;
– wires, panels and junction boxes;
– voltage sources.

If the SIS signals are to be sent to the control system for comparison, the signals
between the two systems should be isolated (using optical insulators) to prevent that
one single failure affecting both systems.

The SIS field devices should be fail safe. In most cases, this means that the devices
are normally energized. De-energizing or losing power will initiate the unit/plant
shutdown.

Systems where the shutdown function is activated in the case of alarms are used
to reduce false errors due to power failures.

Only tested technologies should be used in safety applications.
When installing sensors, the following general requirements must be considered

[17]:

– contacts must be normally closed and normally energized;
– sensors must be directly connected to the logic system;
– smart transducers are more commonly used for SIS due to improved diagnostics
facilities and rigorous reliability. When using such transducers, procedures should
be established to ensure that they cannot be left in forced outputs;

– the contacts of the electric circuit should be hermetically sealed for greater relia-
bility;

– the SIS associated field sensors should be differentiated in a certain way by the
sensors of the control system by a single tag, numbering or colour;

– when using redundant sensors, a discrepancy alarm should be provided to indicate
the failure of a single sensor.
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In case of flow measurement, although diaphragm transducers are primarily used
in most safety applications, the vortex and magnetic flow transducers can offer some
advantages such ease of installation and improved performance.

In the case of temperature sensors, the main failure mode of thermocouples is
burning; therefore, detection and alarm systems should be used.

In the case of pressure sensors, themain precautions to be taken arewhen selecting
the range and that the condensate accumulation will not cause calibration problems.

Level transducers with air blowers and nitrogen purge have proven to be reliable,
requiring low maintenance.

When installing actuators, they should be set to maintain their status after a shut-
down function, until manual reset. They should be allowed to return to their normal
state only if the variables that generated the stop have returned to their normal oper-
ating values.

The following aspects should be considered when selecting the actuators:

– closing/opening speed;
– leaks;
– fire resistance;
– suitability/compatibility of the material;
– diagnostic requirements;
– the safety of the valve;
– the need for a position indicator or limiter;
– on-line maintenance capacity.

The bypass valves must be considered for each safety valve that fails in the closed
state. Limiters can be used to initiate an alarm if a bypass valve is opened.

Generally, safety valves should be dedicated to safety applications and separate
from the control valves.

Electromagnetic valves have a low reliability and therefore can be one of the most
critical (weaker) components in the whole system. A common cause of the failure is
burning the coil causing a false stop. It is important to use a tap like to withstand high
temperatures, including heat generated by its own coil, heat generated by furnaces,
exposure to sunlight, etc. Double ball valves or redundant valves can also be used.

24 V powered electromagnetic valves seem to be more reliable due to low energy
consumption and low heat output.

When installing a field equipment, consideration should be given to issues related
to:

– environment (temperature, vibration, shock, corrosion, humidity etc.);
– on-line testing, if necessary;
– maintenance requirements;
– accessibility;
– local indication;
– protection against frost, if required.

Common wiring defects include grounding, noise and induced voltages.
General recommendations to minimize connection issues:
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– each field device must have its own set of connections to the logic system;
– it is not recommended to connect multiple discrete inputs to a single input channel
of a logic system, in order to reduce the number of wires and the expenses related
to the input modules. A disadvantage of such an arrangement is that it will be
much more difficult to troubleshoot and diagnose problems.

– it is also not advisable to connect a single logic solver output to multiple valves;
– each input and output field variable must be limited to the electric current; This can
be done either as an integral part of the input/output modules of the logic element
or by using external fuses;

– SIS wiring and junction boxes must be delimited from all other instruments and/or
wiring of the control system;

– all equipment, wires etc. must be clearly labelled.

4 IT Enabled Safety Systems

Information Technology (IT) is a technology that has the fastest rate of development
and application in all areas of different industrial fields and requires adequate protec-
tion in order to provide high security. The goal of the safety analysis for an IT system
is to identify the main threats, vulnerabilities and safety features in order to pro-
tect the information stored electronically with implications regarding data integrity,
availability and confidentiality [18].

As the complexity of different type of projects increased, the advances in informa-
tion technology and data acquisition equipment and tools, offered the possibility to
significantly increase the ability to store, retrieve, transmit and manipulate data and
information during the entire steps of a project, Fig. 8. A precise real-time control
of the equipment, materials, construction methods and work environment is needed
in order to ensure the safety risk prevention and emergency response [19].

IT can reduce the errors rate in three ways: by preventing the main errors, by
offering a rapid response after an unwanted dangerous event has occurred and by
tracking and providing feedback about that event. The main methods for preventing
errors and dangerous events appearance are based on tools that can improve commu-
nication, make information more accessible, assist with calculations, perform real
time checks, provide monitoring and decision support.

In order to minimize losses, it is necessary to use risk management and risk
assessment concepts regarding the area of the information technology [20].

The IT enabled systems risk management consists of analysis, planning, imple-
mentation, control and monitoring of implemented measurements. Using risk man-
agement the risk level is identified and measures to reduce risk are taken in order to
maintain the risk on an acceptable level.

The IT enabled systems security modules are grouped into generic aspects (orga-
nization, personnel and data backup policy), infrastructure (buildings, server room


