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Preface

We hereby are delighted to announce that Jan Wyzykowski University, Polkowice,
Poland, and B.M. Institute of Engineering and Technology, Haryana, India, have
hosted the eagerly awaited and much coveted International Conference on Data
Analytics and Management (ICDAM-2020). The first version of the conference was
able to attract a diverse range of engineering practitioners, academicians, scholars
and industry delegates, with the reception of abstracts including more than 1540
authors from different parts of the world. The committee of professionals dedicated
towards the conference is striving to achieve a high-quality technical programme
with tracks on data analytics, data management, big data, computational intelli-
gence and communication networks. All the tracks chosen in the conference are
interrelated and are very famous amongst present-day research community.
Therefore, a lot of research is happening in the above-mentioned tracks and their
related sub-areas. More than 380 full-length papers have been received, among
which the contributions are focused on theoretical, computer simulation-based
research and laboratory-scale experiments. Amongst these manuscripts, 70 papers
have been included in the Springer proceedings after a thorough two-stage review
and editing process. All the manuscripts submitted to the ICDAM-2020 were peer
reviewed by at least two independent reviewers, who were provided with a detailed
review proforma. The comments from the reviewers were communicated to the
authors, who incorporated the suggestions in their revised manuscripts. The rec-
ommendations from two reviewers were taken into consideration while selecting a
manuscript for inclusion in the proceedings. The exhaustiveness of the review
process is evident, given the large number of articles received addressing a wide
range of research areas. The stringent review process ensured that each published
manuscript met the rigorous academic and scientific standards. It is an exalting
experience to finally see these elite contributions materialize into a book volume as
ICDAM proceedings by Springer entitled “Data Analytics and Management:
Proceedings of ICDAM”.

ICDAM-2020 invited three keynote speakers, who are eminent researchers in the
field of computer science and engineering, from different parts of the world. In
addition to the plenary sessions on each day of the conference, six concurrent
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technical sessions are held every day to assure the oral presentation of around 70
accepted papers. Keynote speakers and session chair(s) for each of the concurrent
sessions have been leading researchers from the thematic area of the session.
A technical exhibition is held during the conference, which has put on display the
latest technologies, expositions, ideas and presentations. The delegates were pro-
vided with a book of extended abstracts to quickly browse through the contents,
participate in the presentations and provide access to a broad audience of the
audience. The research part of the conference was organized in a total of six special
sessions. These special sessions provided the opportunity for researchers con-
ducting research in specific areas to present their results in a more focused
environment.

An international conference of such magnitude and release of the ICDAM-2020
proceedings by Springer has been the remarkable outcome of the untiring efforts
of the entire organizing team. The success of an event undoubtedly involves the
painstaking efforts of several contributors at different stages, dictated by their
devotion and sincerity. Fortunately, since the beginning of its journey, ICDAM-
2020 has received support and contributions from every corner. We thank them all
who have wished the best for ICDAM-2020 and contributed by any means towards
its success. The edited proceedings volumes by Springer would not have been
possible without the perseverance of all the steering, advisory and technical pro-
gramme committee members.

All the contributing authors owe thanks from the organizers of ICDAM-2020 for
their interest and exceptional articles. We would also like to thank the authors of the
papers for adhering to the time schedule and for incorporating the review com-
ments. We wish to extend our heartfelt acknowledgment to the authors, peer
reviewers, committee members and production staff whose diligent work put shape
to the ICDAM-2020 proceedings. We especially want to thank our dedicated team
of peer reviewers who volunteered for the arduous and tedious step of quality
checking and critique on the submitted manuscripts. We wish to thank our faculty
colleague Mr. Moolchand Sharma for extending their enormous assistance during
the conference. The time spent by them and the midnight oil burnt is greatly
appreciated, for which we will ever remain indebted. The management, faculties,
administrative and support staff of the college have always been extending their
services whenever needed, for which we remain thankful to them.

Lastly, we would like to thank Springer for accepting our proposal for pub-
lishing the ICDAM-2020 conference proceedings. Help received from Mr. Aninda
Bose, the acquisition senior editor, in the process has been very useful.

New Delhi, India Ashish Khanna
Deepak Gupta

Organizers, ICDAM-2020
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About This Book

International Conference on Data Analytics and Management (ICDAM-2020) was
held on 18 June via virtual mode and jointly organized by Jan Wyzykowski
University, Polkowice, Poland, and B. M. Institute of Engineering and Technology,
Haryana, India. This conference was able to attract a diverse range of engineering
practitioners, academicians, scholars and industry delegates, with the reception of
papers including more than 1540 authors from different parts of the world. Only 70
papers have been accepted and registered with an acceptance ratio of 18% to be
published in one volumes of prestigious Springer Lecture Notes on Data
Engineering and Communications Technologies series.
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A Forecasting-Based DLP Approach
for Data Security

Kishu Gupta and Ashwani Kush

Abstract Sensitive data leakage is the major growing problem being faced by enter-
prises in this technical era. Data leakage causes severe threats for organization of
data safety which badly affects the reputation of organizations. Data leakage is the
flow of sensitive data/information from any data holder to an unauthorized destina-
tion. Data leak prevention (DLP) is set of techniques that try to alleviate the threats
which may hinder data security. DLP unveils guilty user responsible for data leakage
and ensures that user without appropriate permission cannot access sensitive data
and also provides protection to sensitive data if sensitive data is shared acciden-
tally. In this paper, data leakage prevention (DLP) model is used to restrict/grant
data access permission to user, based on the forecast of their access to data. This
study provides a DLP solution using data statistical analysis to forecast the data
access possibilities of any user in future based on the access to data in the past.
The proposed approach makes use of renowned simple piecewise linear function for
learning/training to model. The results show that the proposed DLP approach with
high level of precision can correctly classify between users even in cases of extreme
data access.

Keywords Data leakage · Data leakage prevention · Forecast · Guilty agent ·
Statistical analysis

1 Introduction

The NIST explains computer security as “protection afforded to an automated infor-
mation system in order to attain the applicable objectives of preserving the integrity,
availability, and confidentiality of information system resources (includes hardware,
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software, firmware, information/data, and telecommunications)” [1, 2]. Advance-
ment in technology allows easy and speedy transfer of data. Data is the key to conduct
business activities nowadays, and hence, a need arises to share data among various
stakeholders/third parties like human resourcesworking fromoutside the site (e.g., on
laptops), business colleague, and clients [3]. For example, service provider requires
access to the company intellectual property and other confidential information to
carry out their services [4, 5].

Data loss/leakage has emerged as the biggest threat that organizations are facing
today. In the present scenario, almost all business activities depend on extensive
sharing of sensitive/confidential data, within or outside the organization [6, 7]. Data
leakage is an event that may occur either accidentally or maliciously that permits
data access to unauthorized user. Sensitive data loss/leakage rigorously hampers
reputation of organization, confidence/faith of customers in company which may
ultimately lead to shut down company or even may lead to severe political crisis like
WikiLeak leaks [8]. Leakage is thus a subset of data loss with a spotlight on the data
security goal.

Tominimize the risk of data loss, organizations usuallymake use ofDLP solutions
as a protection/defense mechanism. Prior to DLP security, mechanisms/technologies
like firewalls and IDS were in use [9]. DLPSs are used to protect all kind of data, that
is, data in use, data at rest and data in transit. DLPSs use the statistical/ analytical
approach, data fingerprinting, regular expressions on context and content of data to
identify and avoid unauthorized access to data [10]. DLP approach performs deep
content analysis and observes the data access by users to discover improper usage
[11–13]. DLP systems employ a model using either knowledge of an expert or may
train/learn from available past records (Fig. 1).

This scenario provides ample space to produce requirement of a mechanism that
can identify leakage withmore precision for greater data security. The proposed DLP
model tries to provide data security by observing users’ trend to access the date,
uses learning-based approach to highlight the user whoever is performing different

Fig. 1 Possible leak channels [14]



A Forecasting-Based DLP Approach for Data Security 3

to trend observed. This enables organization to take suitable action like imposing
access restriction on sensitive data for data security.

The paper layout is as follows: in Sect. 2, an overview of DLP solutions related
to work has been presented. Furthermore, an overview of the proposed data fitting
model framework has been discussed in Sect. 3. Section 4 dealswith the experimental
results, and Sect. 5 represents conclusion of paper, respectively.

2 Overview of DLP Approach

This section specifies major benefits of DLP solution. DLP model generally distin-
guishes suspicious activity from normal activity and performs either detection, i.e.,
raise alert if doubtful activity happens, or prevention, i.e., block nasty activity. DLP
model can be characterized by various dimensions like model construction, filtering
approach, network-based, host-based, etc. Model building approach to describe how
themodel is constructed ismost relevant and best suited for the proposedwork. Speci-
fication and learning-based are two approaches formodel construction. Specification-
based approach uses expert’s knowledge and hence more precise/accurate, while
learning-based model automatically learns using statistical techniques, i.e., machine
learning.

The proposed framework reflects numerous benefits over existing solutions for
DLP. First, learning-based framework tailors itself to the user’s behavior and hence
makes feasible to detect unknown and insider attacks. Additionally proposed DLP
approach provides better control on data from being misused along with providing
flexibility to access the data simultaneously. Moreover, this approach integrates data
protection with user identity, thus making organization capable to implement data
protection policy based on user identity and their role. The proposed approach tries to
forecast guilty user based on available records of user access to the organization data.
Finally, this forecasting-based framework proves to be more practical and efficient
(Fig. 2).

3 Data Training Model

The proposedDLPmodel fulfills the objective of data security by employingmachine
learning-based approach and provides forecast for further action. The proposed
model considers multiple agents (m) which have accessibility to organization data
anytime and for any number of times. Each and every access to organization data
by any user is entered in the form of a user’s accessibility dataset containing many
important details like date to access data, duration for which organization data was
in use by particular user, i.e., y. The user’s accessibility dataset continues to grow
with time and is fitted and trained by machine learning techniques to obtain trend.
Trend in this study determines the pattern of data accessibility by various users along
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Fig. 2 DLP overview
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a period of time. Thus, the proposed model provides future insight by studying the
past events. This section uses dataset of 2014 to 2018 to train the model and then
predicts the trend of particular user after 2018. If the trend exceeds the defined upper
limit, then it raises alert to prevent or restrict the user access to organization data.
The discussed approach is explained through Fig. 3.

3.1 Model Equations

The model uses a simple piecewise linear model-based function as shown in Eq. (1)
named as model fitting equation.

(1)

The above model fitting equation is used to fit and train the user’s accessibility
dataset to evaluate the predicted timevalue to be spent byuser ŷ alongwithmanyother
parameters required for study. The model executes all entries in user accessibility
database, i.e., i = 1 to n.

3.2 Model Accuracy

After obtaining predicted time value, the model calculates the error existing between
actual and predicted value to determine the accuracy of approach. Here, εi shown in
Eq. (2A) is error existing between actual and predicted values of time spend by user
to access data. £i is percentage error represented by Eq. (2B).
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Fig. 3 Data training model
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εi = (
(yi + α) − (y

∧

i − α)
)

(2A)

εi = 100 ∗ εi

(yi + α)
. (2B)

3.3 Calculating Limit

To define the upper bound and lower bound for a user to access the data, the study
computes Æi, Li and Vi in Eqs. (3A, 3B and 3C), respectively.

(3A)

(3B)

(3C)



6 K. Gupta and A. Kush

Æi is absolute error, i.e., nonnegative value of error as calculated in Eq. (2A). Li

is lower bound and Vi is upper bound for users to access data. Here, and σ are mean
and standard deviation of Æ calculated as shown below.

4 Experimental Result

The proposed model is implemented using Python on Jupyter Notebook platform in
Anaconda environment to conduct the experiments. Figure 4a shows the overall half
yearly forecast, and Fig. 4b shows overall annual forecast; it is observed that from
2014 to 2018, data was accessed for less than 80 min, given a year or half yearly.
These graphs show access time forecast of overall system, i.e., all users together.
Separate graphs for particular users can also be generated. Forecasting results depict
that some user is going to access the data for longer duration in 2019which is unusual
as compared to the previous years. Based on trend, it can be a scenario/possibility
of data leakage; hence, more restriction can be imposed to the user by checking on
the access time limit for particular user. This is how this model will help to prevent
data leakage for database being in use by multiple users and multiple repositories.

5 Conclusion

The biggest challenge in the present era is to shield sensitive data from leakage,which
imposes a big threat for organization’s growth/security/health. The paper highlights
DLP approach with better control on data to protect data from being misused and
also provide flexibility to access the data simultaneously. Moreover, this approach
integrates data protection with user identity, hence enabling organization to enforce
data protection policy based on user identity and their role. The proposed approach
tries to forecast seems to be guilty user based on available records of user access to the
organization data. On basis of model prediction output; access rights of any partic-
ular user can be restricted or blocked completely, hence proposed model provides
enhanced data security for organization data. Thus, the proposed model provides
future insight by studying the past events. Conclusion drawn from this study is that
the system based on forecasting approach to identify guilty user is more practical
and efficient.
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Fig. 4 a Overall half yearly forecast, b overall annual forecast
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