
Utpal Kumar Raha
Raju K. D.

Submarine 
Cables 
Protection and 
Regulations
A Comparative Analysis and Model 
Framework



Submarine Cables Protection and Regulations



Utpal Kumar Raha · Raju K. D.

Submarine Cables Protection
and Regulations
A Comparative Analysis and Model
Framework



Utpal Kumar Raha
Rajiv Gandhi School of Intellectual
Property Law
Indian Institute of Technology Kharagpur
Kharagpur, West Bengal, India

Raju K. D.
Rajiv Gandhi School of Intellectual
Property Law
Indian Institute of Technology Kharagpur
Kharagpur, West Bengal, India

ISBN 978-981-16-3435-2 ISBN 978-981-16-3436-9 (eBook)
https://doi.org/10.1007/978-981-16-3436-9

© The Editor(s) (if applicable) and The Author(s), under exclusive license to Springer Nature
Singapore Pte Ltd. 2021
This work is subject to copyright. All rights are solely and exclusively licensed by the Publisher, whether
the whole or part of the material is concerned, specifically the rights of translation, reprinting, reuse
of illustrations, recitation, broadcasting, reproduction on microfilms or in any other physical way, and
transmission or information storage and retrieval, electronic adaptation, computer software, or by similar
or dissimilar methodology now known or hereafter developed.
The use of general descriptive names, registered names, trademarks, service marks, etc. in this publication
does not imply, even in the absence of a specific statement, that such names are exempt from the relevant
protective laws and regulations and therefore free for general use.
The publisher, the authors and the editors are safe to assume that the advice and information in this book
are believed to be true and accurate at the date of publication. Neither the publisher nor the authors or
the editors give a warranty, expressed or implied, with respect to the material contained herein or for any
errors or omissions that may have been made. The publisher remains neutral with regard to jurisdictional
claims in published maps and institutional affiliations.

This Springer imprint is published by the registered company Springer Nature Singapore Pte Ltd.
The registered company address is: 152 Beach Road, #21-01/04 Gateway East, Singapore 189721,
Singapore

https://doi.org/10.1007/978-981-16-3436-9


To our Parents



Preface

Submarine cables were laid on the seabed between land-based stations to facilitate
the transmission of data, telecommunications, the Internet, etc.—a driving factor
to the global economy and strategic tool in national security. Modern society may
not be aware of cables’ vulnerabilities posed by natural or anthropogenic forces
and remains negligent to cable governance issues. Hence, laying, protection, and
quick relinking of cables have become critical with timely approval (including that
of national authorities) for cable operators and cable repairing ships to mobilize
becoming crucial; yet, this remains broadly challenging in most jurisdictions.

Under the United National Convention on the Law of the Sea, 1982 (UNCLOS),
the States’ legal frameworks may have a significant role in ensuring the laying and
protection of submarine cables. The present study deals with the submarine cable
regime comprising international law, legal instruments on cables in the selected juris-
dictions, and dedicated submarine cable regimes of Australia and New Zealand. It
undertakes a comparative and analytical research method on available legal premises
to ascertain the fundamental principles, doctrines, approaches, and existing legal
standards on submarine cables.

It reveals that States’ responses to their international obligations concerning cables
vary among jurisdictions significantly. Available legal standards in many countries
are no longer adequately addressing challenges in laying and protecting the subma-
rine cable. However, they have indicated governance approaches such as imposing
control onmarine activities, prescribing dedicated authority, and obligations on cable
injuries, building cooperation, and promoting awareness about the critical nature of
cables. The potentials of these approaches are required to be enhanced further by
definite actions. The submarine cable regimes of Australia and New Zealand are not
free from the criticisms; however, they have made a significant contribution to the
jurisprudence of national laws.
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viii Preface

As a way forward, this study proposes a draft model legal framework for
national instruments for the governance of submarine cables networks within their
jurisdictions.

Kharagpur, India Utpal Kumar Raha
Raju K. D.
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About This Book

This book acknowledges that laying, quick relinking, and protecting submarine
cables have become criticalwith timely approval for carriers and cable repairing ships
and are most challenging in many jurisdictions. It identifies that a dedicated national
instrument on submarine cable as a way forward is yet to be appreciated by many of
the States, and presently, there is no model legal framework for national instruments
on submarine cables available. To bridge these gaps, the book undertakes a system-
atic inquiry and analysis of the relevant authorities of submarine cable regimes. It
consults existing literature on international law on cables and analyses specific prin-
ciples and provisions on laying repair and maintenance of submarine cables and
States’ obligations towards protecting cables from vulnerabilities. It touches upon
cable regulation in the deep sea concerning the International Seabed Authority and
proposed biodiversity agreement. It indicates suitable measures on cable laying,
etc., and security risks in the marine space beyond the national jurisdictions. To map
States’ response, it explores the domestic cable regimes, including both the selected
jurisdictions and Australia and New Zealand, and analyses specific legal provisions
and institutional setup, and demonstrates State practices, approaches, and loopholes
in governance of the cable system within national jurisdictions. This book suggests
adopting the spatial ocean management approach, dedicated regulatory authority, a
competent enforcement agency, strict liability with exemplary punishment on cable
damage, etc., and the cable system to strengthen the cable system’s management.
Finally, it arranges the fundamental premises of a common minimum framework for
national instruments seeking coastal States’ deliberations in implementing initiatives
towards a robust law and policy for reliability, resiliency, and security of the cable
system. The cable industries, pipeline, fishing, and shipping industries, academi-
cians, government authorities and international bodies, and the maritime community
worldwide are looking at the issues and challenges of submarine cable regimes,
particularly national regimes, and suggestive remedial measures. Most respectfully,
these stakeholders may find the present book unique, enriching the existing literature
and a helpful reference.

xv



Contents

1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
1.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
1.2 Submarine Cables . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
1.3 Law on Submarine Cables . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
1.4 Primary Problem with the Submarine Cable System . . . . . . . . . . . . 12
1.5 Literature Review Revealing the Protection and Regulation

Challenges of the Submarine Cable System . . . . . . . . . . . . . . . . . . . 12
1.6 Objectives of the Study . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
1.7 Research Methodology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
1.8 The Scope of the Study . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
1.9 Chapterization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

2 Submarine Cables: Key Principles and International Law
of the Sea . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
2.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
2.2 Growth, Importance, and Challenges to the Submarine

Cable Infrastructure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24
2.3 Laying and Protection of Submarine Cable—Requirement

of Regulation on Marine Affairs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
2.4 Fundamental Principles and International Instruments

on Submarine Cables . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
2.5 Convention for the Protection of Telegraph Cables 1884

(the Cable Convention 1884) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27
2.6 The League of Nations Conference for the Codification

of International Law 1930 at the Hague (Hague Conference) . . . . . 28
2.7 UNCLOS I—1958 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29
2.8 UNCLOS II—1960 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30
2.9 UNCLOS III 1982–The Laying and Protection of Submarine

Cables . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
2.10 International Institutional Framework Dealing

with the Submarine Cables . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

xvii



xviii Contents

2.11 Draft Convention for the Protection and Repair of Submarine
Cable Infrastructure . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45

2.12 Ambiguities in the International Regime on Submarine
Cables and the Way Forward . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47

2.13 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 58

3 Challenges to the Laying and Protection of Submarine Cable
in Selected Jurisdictions—A Legal and Comparative Analysis . . . . . . 61
3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61
3.2 The Basis for Identification of the Selected Jurisdictions . . . . . . . . 62
3.3 Legal Analysis of the Law on Submarine Cables in Selected

Jurisdictions—An Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63
3.3.1 Asia . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63
3.3.2 European Union . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73
3.3.3 North America . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79
3.3.4 South America . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85
3.3.5 Africa . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 88

3.4 Comparative and Legal Analysis on Legal Instruments
and Other Arrangements Across the Selected Jurisdictions
and Comparative Chart on Instruments on Submarine
Cables in the Selected Jurisdictions . . . . . . . . . . . . . . . . . . . . . . . . . . 90

3.5 Final Report—Protection of Submarine Cables Through
Spatial Separation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97

3.6 Reliability of Global Undersea Communications Cable
Infrastructure (ROGUCCI) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 98

3.7 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 111

4 An IntegratedApproach toward Submarine Cables in Australia
and New Zealand—A Way Forward . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 115
4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 115
4.2 Australia and New Zealand—Dedicated Legal Regimes

on Submarine Cable . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 116
4.3 Australia . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 117

4.3.1 Background of Schedule 3A . . . . . . . . . . . . . . . . . . . . . . . . . . 117
4.3.2 Definition and Scope of the Schedule . . . . . . . . . . . . . . . . . . 121
4.3.3 Schedule 3A and the ACMA Act on Protection Zone

Related to Submarine Cables . . . . . . . . . . . . . . . . . . . . . . . . . 122
4.3.4 Schedule 3A and the ACMA Act on Protection Zone

Related Prohibited and Restricted Activities . . . . . . . . . . . . 123
4.3.5 Schedule 3A and the ACMA Act on Submarine

Cables Installation Permits . . . . . . . . . . . . . . . . . . . . . . . . . . . 126
4.3.6 Offenses and Penalties Under Schedule 3A

and ACMA Act . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 127
4.3.7 Claims, Indemnity, and Compensation . . . . . . . . . . . . . . . . . 129



Contents xix

4.3.8 Liability and Enforcement . . . . . . . . . . . . . . . . . . . . . . . . . . . . 130
4.4 New Zealand . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 131

4.4.1 Scope of the 1996 Act of New Zealand . . . . . . . . . . . . . . . . . 132
4.4.2 Protected Area for Submarine Cables . . . . . . . . . . . . . . . . . . 132
4.4.3 Protection and Enforcement Officer and Seizure

and Forfeiture of Property and Enforcement . . . . . . . . . . . . 133
4.4.4 Compensation and Indemnity and Liability

and Offense . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 135
4.5 Comparative Analysis Between Submarine Cable Regimes

of Australia and New Zealand . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 138
4.6 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 150
References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 150

5 Conclusion and Suggestions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 153
5.1 Suggestions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 159
5.2 Draft Model Law on National Instrument on Submarine

Cable . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 160
5.2.1 Executive Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 160
5.2.2 Purpose of the Model Law . . . . . . . . . . . . . . . . . . . . . . . . . . . 161
5.2.3 Guiding Principles of the Model Law . . . . . . . . . . . . . . . . . . 162
5.2.4 Structure of the Model Law . . . . . . . . . . . . . . . . . . . . . . . . . . 163

5.3 Proposed Draft Model Framework . . . . . . . . . . . . . . . . . . . . . . . . . . . 163
5.3.1 Proposed Measures and Procedural Guidance

for the Implementation of National Instrument
on Submarine Cable . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 163

References . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 171

Bibliography . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 173



About the Authors

Utpal Kumar Raha is a former Research Scholar at
Rajiv Gandhi School of IP Law, IIT Kharagpur, India.
His research interest is ocean lawandpolicy.Hehas been
writing in the area of underwater cable law and policy
and maritime security, marine conservation in peer-
reviewed journals and also presented research papers in
conferences held in Asia and Europe. Before that, he has
qualified for University Grand Commission National
Eligibility Test in 2013, and masters in law from the
HidayatullahNational LawUniversity,Raipur, a reputed
institution among the national law schools in India.

Raju K. D. is Professor of Law at RajivGandhi School
of IP Law, IIT Kharagpur, India. He has several books
and book chapters to his credit in addition to papers in
international journals. His research interests are WTO
law, IP and competition law, and Law of the Sea, Air &
Space.

xxi



Symbols and Abbreviations

APEC Asia-Pacific Economic Cooperation
COLREGS The Regulations for Preventing Collision at Sea, 1972
EEZ Exclusive Economic Zone
EIA Environment Impact Assessments
FAO Food and Agricultural Organization
ICPC International Cable Protection Committee
MPA Marine Protected Area
OSPAR The Convention for the Protection of the Marine Environment of the

North-East Atlantic 1992
TW Territorial Water
UNCLOS United Nations Convention on the Law of the Sea 1982
UNEP United Nations Environment Programme
UNODC UN Office on Drugs and Crime
UN United Nations

xxiii



List of Tables

Table 2.1 Articles on the protection of submarine cables set
out in the Cable Convention, High Sea Convection,
and UNCLOS, respectively . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48

Table 3.1 Legal instruments and other arrangements on submarine
cables in selected jurisdictions—comparative chart . . . . . . . . . . . 100

Table 4.1 Submarine cable safety zones across the jurisdictions . . . . . . . . . 140
Table 4.2 Submarine cable regimes of Australia and New

Zealand—comparative chart . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 146

xxv



Chapter 1
Introduction

1.1 Background

Freedom of laying submarine cables is an essential component of the freedom of seas
that intends to promote telecommunications vis-a-vis international communications.1

Submarine cables (cables) are laid on the seabed between land-based stations to
carry telecommunication, data, and the iInternet for multiple applications.2 They
facilitate telecommunications, and it is of vital importance to the global economy and
national securities of all States.3 To assist, promote, and regulate the activities relating
to cables’ laying, the international community has agreed on several instruments.4

The international Convention on the Law of the Sea 1982 (UNCLOS) is the most
important among them.5 The State parties to this Convention also have obligations to
support submarine cables’ laying and protection in marine spaces within the national

1Freedom of the high seas is a right conferred on all States under international law that the high
seas are open to all. Freedom to lay submarine cable and pipeline is one of the six freedoms of the
high seas.

Article 87 of UNCLOS 1982 provides ‘Freedom of the high seas
1. The high seas are open to all States, whether coastal or land-locked. Freedom of the high seas

is exercised under the conditions laid down by this Convention and by other rules of international
law. It comprises, inter alia, both for coastal and land-locked States:

(a) freedom of navigation;
(b) freedom of overflight;
(c) freedom to lay submarine cables and pipelines, subject to Part VI;
(d) freedom to construct artificial islands and other installations permitted under international

law, subject to Part VI;
(e) freedom of fishing, subject to the conditions laid down in Section 2;
(f) freedom of scientific research, subject to Parts VI and XIII.’
For an overview of the international regime on submarine cables, see Burnett et al. [1].

2Starosielski [2].
3Beckman [3].
4Burnett et al. [1].
5Burnett et al. [1].
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2 1 Introduction

maritime jurisdictions.6 They are to respect other States’ rights to lay submarine
cables, however are entitled to take reasonable measures to regulate submarine cable
operation (survey of the submarine cable route, laying, repairing, and maintenance
of cable).7

Submarine cables are laid for the transmission of data, which sustains the Internet
and e-communications.8 These submarine cables carry massive data, internet, and
voice across the ocean/seas connecting continents and countries, which is a driving
factor behind the modern world.9 Emerging technological developments are opening
new windows of submarine cable uses to explore and exploit the undersea.10 Besides
the telegraph cables, submarine cables include submarine power cables and fiber
optic telecommunication cables. Moreover, these cables are also used to collect data
about ocean environments and called green cables.11 These cables are nevertheless
vulnerable and susceptible to damage from either anthropogenic or natural forces.12

Natural hazards such as submarine landslides and sediment movability pose a severe
risk to the cable system.13

These cables are exposed to other competing and conflicting marine uses and
interests. Other marine interests and activities, including fishing, shipping, explo-
ration, exploitation of marine resources, hinder and disrupt submarine cables. The
laying of submarine cables is susceptible to interference caused by these activities.
Submarine cables face obstructions from those marine affairs and related activities,
especially in the coastal areas.

6Article 79 of UNCLOS 1982 provides ‘Submarine cables and pipelines on the continental shelf.
1. All States are entitled to lay submarine cables and pipelines on the continental shelf, in

accordance with the provisions of this article.
2. Subject to its right to take reasonable measures for the exploration of the continental shelf,

the exploitation of its natural resources and the prevention, reduction and control of pollution from
pipelines, the coastal State may not impede the laying or maintenance of such cables or pipelines.

3. The delineation of the course for the laying of such pipelines on the continental shelf is subject
to the consent of the coastal State.

4. Nothing in this Part affects the right of the coastal State to establish conditions for cables
or pipelines entering its territory or territorial sea, or its jurisdiction over cables and pipelines
constructed or used in connection with the exploration of its continental shelf or exploitation of its
resources or the operations of artificial islands, installations and structures under its jurisdiction.

5. When laying submarine cables or pipelines, States shall have due regard to cables or pipelines
already in position. In particular, possibilities of repairing existing cables or pipelines shall not be
prejudiced.’
7Davenport [4].
8Starosielski [2].
9Starosielski [2].
10Clark [5].
11Agarwala [6]. It states that “… new submarine cables laid for the dual purpose of telecommu-
nication and data gathering and … simply ‘green cables’, where a green cable system is defined
as a fibre-optic submarine cable system equipped with sensors at regular intervals along the entire
length of the cable.”
12Pope et al. [7].
13Carter, and Burnett. [8].


