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Preface

In the last years, Information Technology services and components are becoming
pervasive inside production lines, devices, and control systems, transforming tradi-
tional manufacturing and shop floor environments into the fully digital, intercon-
nected factory of the future.

The real-time collection of a growing amount of data from factories is paving the
way to the creation ofmanufacturing intelligence platforms.Predictive maintenance,
that is, the ability to predict equipment critical conditions before their occurrence
disrupts the production line, is among the most important expressions of manufac-
turing intelligence. By leveraging innovative computing paradigms from the Internet
of Things to cloud computing and data-driven methodologies, effective predictive
diagnostic tools can be built and delivered as-a-service. Ultimately, this enables
industrial stakeholders to take control of their assets and design smart and efficient
maintenance plans that increase productivity while at the same time reducing costs.
All industries, regardless of sector and size, can benefit from such solutions; however,
integrating data-driven methodologies in shop floor environments is still a complex
task, which significantly hinders their adoption, especially from small and medium
manufacturing enterprises.

This book presents the fruitful outcomes of the European project “SERENA,”
involving fourteen partners, including renowned academic centers, IT companies,
and industries at the international level. The project addresses the design and develop-
ment of a plug-n-play end-to-end cloud architecture, enabling predictivemaintenance
of industrial equipment to be easily exploited by small and medium manufacturing
companies with minimal data-analytics experience.

This book offers design principles for data-driven algorithms, architectures, and
tools for enhancing intelligence in industrial environments. The book is divided into
two parts to ease readability, tailored to readers of different backgrounds. First Part
presents more technical content, while Second Part real industrial use cases.

The integrated solution developed with the SERENA project overcomes some of
themost challenging issues associatedwith predictivemaintenance (e.g., architecture
configuration and deployment, collection of large-scale datasets with a known failure
status, and real-time assessment of predictivemodel performance) by exploiting self-
configuring tools and techniques that make their adoption feasible by a wide range
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vi Preface

of industries. The solution addresses the complete data lifecycle from data collection
to value exploitation. It integrates a wide range of innovative data-driven method-
ologies that have been designed specifically to streamline the prognostics of IoT
industrial components, the characterization of equipment health status and oper-
ating conditions to generate early warnings, and the forecasting of future equipment
degradation. The data-driven models are not only capable of self-configuring, thus
requiring limited data analytics expertise, but once deployed, are capable of contin-
uously self-assessing their performance, raising a warning when their predictions
are no longer accurate, and the model may need to be retrained to cope, e.g., with
evolving operating conditions. All these components are integrated using a scalable
methodology-as-a-service approach on a mixed cloud-edge analytics platform.

All proposed solutions are thoroughly compared and discussed with respect to the
state-of-the-art and state-of-the-practice methodologies and architectures. Further-
more, methodological approaches and architectures proposed in the context of
SERENA have been thoroughly experimentally evaluated on real data sets collected
in a variety of industrial environments, including robotics, white goods, manufac-
turing of elevator cabins, metrological equipment, and steel production. An in-depth
discussion of the experimental results is also included for each proposed use case.

Perspectives and new opportunities to address open issues on predictive mainte-
nance conclude each chapter with some interesting future research activities.

We hope readers will find the book of interest and that the content will inspire
researchers and practitioners to develop creative, successful, and technological-
advanced research!

Turin, Italy
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Industrial Digitisation and Maintenance:
Present and Future

Massimo Ippolito, Nikolaos Nikolakis, Tania Cerquitelli, Niamh O’Mahony,
Sotirios Makris, and Enrico Macii

Abstract In recent years various maintenance strategies have been adopted tomain-
tain industrial equipment in an operational condition. Adopted techniques include
approaches based on statistics generated by equipmentmanufacturers, human knowl-
edge, and intuition based on experience amongothers.However, techniques like those
mentioned above often address only a limited set of the potential root causes, lead-
ing to unexpected breakdown or failure. As a consequence, maintenance costs were
considered a financial burden that each company had to sustain. Nevertheless, as
technology advances, user experience and intuition are enhanced by artificial intelli-
gence approaches, transforming maintenance costs into a company’s strategic asset.
In particular, for manufacturing industries, a large volume of data is generated on
a shop floor as digitisation advances. Combining information and communication
technologies (ICT)with artificial intelligence techniquesmay create insight over pro-
duction processes, complement or support human knowledge, revealing undetected
anomalies and patterns that can help predict maintenance actions. Consequently, the
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company yields a reduction of unexpected breakdowns, production stoppages, and
production costs. The outcomes are significant but selecting an appropriate data-
driven method that can generate helpful and trustworthy results is challenging. It
is mainly affected by the quality of the available data and the capability to under-
stand the process under analysis correctly. This chapter reviews architectures for
data management and data-driven methodologies for enabling predictive mainte-
nance policies. Then follows the presentation of integrated solutions for predictive
analytics to conclude with the main challenges identified and future outlook.

1 Introduction

The advent of the Industry 4.0 brought a revolution in the manufacturing sector,
introducing new challenges and opportunities related to Big Data analysis through
machine learning techniques. Thanks to sensors installed directly onmachinery, com-
panies are now able to continually monitor production activity, collecting a massive
amount of data that describe the machinery’s behavior through time. The effective
processing and analysis of the collected data can provide accurate and valuable
results that reveal underlying patterns, identify anomalies not easily detected by a
human eye, support the deterioration of the machinery, and support the company’s
decision-making process about its maintenance activities.

In this context, innovative ICT architectures and data-driven methodologies
are needed to effectively and efficiently support predictive diagnostics, allow-
ing industrial stakeholders to plan maintenance operations by using data-driven
methodologies-as-a-service efficiently. Although industries need such innovative
solutions, the widespread adoption of data-driven methodologies remains challeng-
ing in industrial environments. The challenges are further reinforced for small and
medium-sized enterprises (SMEs) considering the capital cost required to digitize
their processes and benefit from them. Nevertheless, several efforts are underway
towards making the use of advanced digital solutions more straightforward and more
affordable for SMEs, requiring less capital investment from their end. Nevertheless,
the benefits mentioned above are already recognized, and companies adopt similar
advanced solutions in their production processes. In fact, one of the twelve “Man-
ufacturing Lighthouses” factories identified by the World Economic Forum is an
SME [1], showing how it is rather a matter of paradigm shift than of investments.
Stakeholders of the private and public sector recognise the potential benefits of the
Industry 4.0 revolution in manufacturing; in many countries national platforms and
private-public partnerships have been created to increase awareness, support devel-
opment of new use-cases and enable collaboration between research institutes and
private organisations. Results are encouraging, as 70% of industrial organisations
are either piloting Industry 4.0 solutions in manufacturing or using these technolo-
gies on a large scale. SMEs, however, can significantly benefit from novel Industry
4.0 technologies by increased flexibility of their production processes under such a
smarter production paradigm [2].
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The collection of a growing amount of data in factories paved the way to create
intelligence over those data and benefit. Predictivemaintenance, the ability to identify
equipment critical conditions before their actual occurrences, is one type of intelligent
practices that has received increasing attention in recent years. Despite the existence
of various othermaintenance strategies, already usedwidely in practice, maintenance
needs can cause costly disruptions in the manufacturing process. In this context
the condition based approach is considered as an effective [3], but also complex
to implement and integrate to a production system [4] alternative.

With predictive analytics, however, repair and maintenance activities can be man-
aged more smartly. For example, if needed, they can be prioritised and allocated to
pre-planned outages based on real-time probabilities of expected or potential future
failures, thus bringing the maintenance costs down. Hence, the predictive mainte-
nance strategy can safely be supported, resulting in savings in both time and costs,
due to reduced production downtime [5]. In case this is combined with logistics
and maintenance stock parts, then the overall production costs can be reduced even
further. Last but not least, predictive maintenance techniques such as vibration and
thermal monitoring along with Reliability techniques such as Failure Modes and
Effects Analysis (FMEA) and Root Cause Failure Analysis (RCFA) [6, 7] can result
in bottom-line savings through early detection and maintenance, preventing failures
from disturbing the production process.

However, a purely technology-driven approach to these solutionsmay easily result
in failure; without a clear business objective, the deployment of numerous Internet
of Things devices within an industrial plant could lead to an investment without
significant return, and equally important, without discovering significant insights
from collected data to create business value. The kind of desired data-driven insights
tend to determine the appropriate ICT solutions to be adopted by a company. Hence,
digitisation and adoption of advanced technologies needs to go hand in hand with a
wider transformation of an enterprise’s business model and practices.

Considering the emergent need for data-driven analytics and the increased adop-
tion of the as-a-service models, the European project SERENA, funded under the
Horizon 2020 framework, introduces a platform for facilitatingmanufacturers’main-
tenance needs with a clear focus on supporting predictive maintenance strategies. As
part of it, versatile industrial use cases could be analysed considering two discrete
needs of the manufacturing sector; equipment providers and equipment consumers
or else factories.

After the identification of the industrial needs, we identified data-driven tech-
niques in the context of:

• enabling condition monitoring for providing advanced services to customers, or
• enhancing existing preventivemaintenance strategies applied on production equip-
ment or lines with predictive ones.

With respect to enabling the aforementioned techniques with the least disruption
of the companies’ practices, the as-a-servicemodelwas adopted, leading to the design
and implementation of a web platform that could be scalable, resilient and deployed
in differentways: at a cloud, on-premise, or, hybrid, while facilitating the provision of
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latest research and development services in the context of condition monitoring and
predictive maintenance to inherently heterogeneous industrial sectors. In particular
the industrial sectors considered in the context of the SERENA project [8] include
the following manufacturing companies: (1) Robotic equipment manufacturer, (2)
Metrology equipment manufacturer, (3) Elevators producer, (4) Steel parts producer,
(5) White goods manufacturing company.

To this end and to address the requirements for remote condition-monitoring of
industrial assets, the following functionalities have been identified as key enablers
of facilitating a transition to predictive maintenance approaches in the industry:

• Smart acquisition mechanisms at the edge for collecting data from heterogeneous
assets (e.g., robots, machines, welding guns, PLCs, external sensors)

• Increased connectivity for remote data management of the huge data volumes
generated by shopfloor data sources

• A software platform supporting predictive maintenance as-a-service as a result of
data-driven methodologies,

• Technology-neutral middleware with security capabilities
• Versatile deployments, addressing different needs
• Scalability of functionalities and data processing capabilities

The approaches mentioned above enabled the creation of the SERENA system
where each item mentioned above has been implemented into software services and
seamlessly integrated into its leading platform.

This chapter is organised as follows: Sect. 2 presents a literature review in the
context of intelligent manufacturing with a specific focus on data management archi-
tectures, data-driven methodologies for analytics and integrated solutions. Next the
key challenges identified are presented in Sect. 3, to conclude with Sect. 4 present-
ing the trends in the context of predictive maintenance along with the vision of the
SERENA project.

2 Literature Review

In the last decade a rich landscape of research and development activities has been
carried out in the context of Industry 4.0. Research works can be classified into four
main complementary categories:

• Maintenance approaches, discussed in Sect. 2.1.
• Data management architectures, discussed in Sect. 2.2.
• Data analytics methodologies and algorithms are presented in Sect. 2.3, tackling
(i) anomaly detection, (ii) predictive analytics, and (iii) Remaining Useful Life
(RUL) estimation.

• Integrated solutions are described in Sect. 2.4.
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2.1 Maintenance Approaches

Maintenance activities have been traditionally reactive, with corrective operations
performed after a failure was observed. This, however, caused significant losses for
the production system [9]. As a response, PreventiveMaintenance (PvM) approaches
were established [10]. PvM approaches objective is to proactively perform fixed in
time routine maintenance operations or inspections in order to prevent breakdowns,
considering the importance of an uninterrupted production process [11, 12]. In this
context, frequent causes of failures are identified in advance, either from experiments
or out of experience. Nevertheless, the modelling of a machine’s degradation is a
complex process [13].

Thus, Condition Monitoring (CM) approaches were introduced providing huge
amounts of data of the actual operational status of a machine, known as Big Data
[14–16]. However, the identification of the correct set of parameters which are related
to the operational status of the machine and its degradation process is not an easy
case, especially when considering the number and heterogeneity of equipment on a
shopfloor [17–19].

For this reason, PredictiveMaintenance (PdM) approacheswere introduced allow-
ing the examination of these large-scale data sets [20]. PdM approaches, find out
correlations and patterns in order to predict and prevent conditions that can be harm-
ful to the operational lifetime of the production equipment. The ultimate ambition
though, is the prolongation of the maintenance procedure and simultaneously the
estimation of Remaining Useful Life (RUL) of the industrial equipment [21]. RUL
estimation can be achieved through statistical methods and probabilistic models that
apply to the available data without depending on physics of the underlying degra-
dation process [22]. The main difference can be set upon the targeted outcome. For
statistical learning, the aim is understanding the data correlation and inferences,
while in Machine Learning (ML) the outcome of the evaluation is important without
requiring a clear understanding of the underlying data and their interaction [23].
Purpose of statistical learning can be the mathematical analysis of the data values
in order to discover relations among them and draw inferences to approximate the
reality, while, ML approaches are based upon statistical methods in order to teach a
machine approximate to real conditions [24, 25].

However, the performance of PdM applications depends on the appropriate choice
of the ML method, as various techniques have been investigated until now [26, 27].
Bayesian networks can be used for diagnosing and predicting faults in large manu-
facturing dataset with little information on the variables, presenting computational
learning and speed issues [28]. On the other hand, Convolutional Neural Networks
present an excellent performance and a lowcomputational cost [29].However, Recur-
rent Neural Networks (RNNs) contain feedback loops and are more suitable for
sequential data such as time-series data [30–32]. Nevertheless, since RNNs present
some issues on long-term RUL predictions, Long Short-TermMemory (LSTM) net-
works are preferred [33], presenting, however lack of efficiency because of sensitivity
to dataset changes [34]. As a consequence, hybrid models combine more than one
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network in order to overcome these kind of defects [35]. LSTMs-Autoencoder net-
works, for example, are presented in [36] as a deep learning approach for RUL
estimation of a hot rolling milling machine. Finally, Transformer-based approaches
have recently received increased attention for forecasting time series data as they
seem to outperform the other ML models [37, 38].

2.2 Data Management Architectures

Anemerging challengeofmodern industries is to effectively collect, process and anal-
yse large amounts of data, even in real time. To this aim, various data management
architectures have been proposed in years [39–46] based on Big Data frameworks.
These approaches may differ in some aspects and may complement each other or
even demonstrate similarities in their methods. In turn this may address the need for
efficient data storage, effective communication, and knowledge extraction mecha-
nisms tailored to the individual characteristics of each industrial case. In particular,
the work in [39] presents how recent trends in Industry 4.0 solutions influence the
development of manufacturing execution systems, while in [40] authors present a
framework facilitating scalable and flexible data analytics towards realising real-time
supervision systems for manufacturing environments.

Early software solutions for production systems were mainly based onmonolithic
architectures providing low flexibility, adaptability, and scalability, thus increasing
the complexity to upgrade as well as the maintenance costs. A step towards more
flexible architectures was based on Service-Oriented Architectures (SOA), overcom-
ing some previous drawbacks, such as maintainability and flexibility. Unfortunately,
these systems could not guarantee high levels of flexibility and modularity required
by modern business models. With the advent of cyber-physical production systems,
new business models focusing on the as-a-service strategy emerged. As a conse-
quence, versatile strategies based on micro-services architectures were proposed
[47]. As discussed in [48], monolithic applications can be decomposed into micro-
services to implement lightweight and scalable strategies for achieving better man-
agement of services distribution and operation. Nevertheless, an emerging concern
is related to the data stewardship and ownership, especially as data are slowly getting
linked to value. Data management architectures, at the beginning, were mostly based
on cloud resources to enable on-demand services and scalability to future needs.
However, this structure gave the cloud provider complete authority over the data.
One step towards more privacy-preserving data was represented by fog computing
engines [49], enabling on-demand computation to selectively exploit edge devices or
cloud resources based on the kinds of jobs to be executed. A review of the recent fog
computing trends and applications is provided in [50], where among other challenges
the application service, resources management, and communication among layers
while enabling security and privacy features, are highlighted.

A parallel research effort was devoted to the main challenges associated with
effectively integrating existing production software, legacy systems and advanced
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Internet of Things (IoT) technologies [41]. To this aim, the enabling technologies
are based on the virtualization strategy and a cloud-based micro-service architecture.
The latter technology is mainly exploited in different research activities to deal with
big data applications [42, 43].

A step towards more heterogeneous architectures is discussed in [51] where virtu-
alisation technologies combined with IEC61499 function blocks enabled the holistic
orchestration of a production station.As a result, the configuration or re-configuration
is highly dependent on software resulting in increased automation levels and flexi-
bility.

Furthermore, the authors in [44] presented a Big Data analytics framework, capa-
ble of providing a health monitoring application for an aerospace and aviation indus-
try. The studies in [45, 46] use open source technologies such as Apache Spark and
Kafka to implement a scalable architecture capable of processing data both online
and offline.

2.3 Data-Driven Analytics: Methodologies and Algorithms

The advent of the Industry 4.0 brought a revolution in the manufacturing sector,
introducing new challenges and opportunities related to data analysis as enabled
by machine learning, data mining and statistical processing techniques. Advanced
sensors installed directly on the machinery, allow the constant monitoring of the pro-
duction activity, collecting a huge amount of data that describes the behaviour and
performance of monitored equipment over time. In addition, the effective processing
and analysis of collected data, can facilitate a company’s decision making process.
Among the most beneficial approaches that the collection and analysis of industrial
data has brought in a manufacturing context, there are the predictive maintenance
strategies. Such approaches allow the analysis of a huge amount of data with dif-
ferent algorithms and addressing different objectives and requirements. Predictive
maintenance strategies can be implemented through different data analytics method-
ologies, including anomaly detection, predictive analytics, and RUL, discussed in
Sects. 2.3.2, 2.3.2, and 2.3.3, respectively.

To guarantee the maintenance process chain, the assessment of the current equip-
ment condition is an important issue to be addressed. To this end, predictive mainte-
nance strategies focus on identifying possible malfunctions over time and estimating
the RUL, for assessing the operational life time of a machine.

2.3.1 Anomaly Detection

Different anomaly detection strategies have been proposed based on a joint exploita-
tion of raw data and smart trend filtering [52]. The main drawback of the exist-
ing strategies is the need of raw data of proper quality that include both normal
and abnormal working conditions. Unfortunately, in many real-life settings such data
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are unavailable. Methods, to detect noise and outliers, for data quality improvements
are discussed by [53].

2.3.2 Predictive Analytics

The topic of predictive maintenance in a big data environment is also addressed in
[54], where, with the purpose of monitoring the operation of wind turbines, a data-
driven solution deployed in the cloud for predictive model generation is presented.

The spread of predictive maintenance in recent years is wide. In [55] a systematic
review of the literature is performed to analyze academic articles about predictive
maintenance and machine learning in an Industry 4.0 context, from 2015 to 2020.
In these scenarios, historical data set has a fundamental role in order to obtain real
time and satisfactory results even on new data. For this reason, steps such as features
engineering and data labelling (if the label is not already present) are particularly
important and can greatly influence the quality and accuracy of results obtained, as
well as the selection of the prediction model.

2.3.3 Estimation of the Remaining Useful Life

The estimation of a component’s RUL can be defined as the period from a given
starting time up to the point it deteriorates to a level that is no longer operating within
the limits evaluated by its producer and for a specific process. This evaluation as well
as a preventivemaintenanceplan, are usually result of extensive tests conductedby the
Original Equipment Manufacturer (OEM). These tests, even though covering a wide
area of parameters andvalues to provide thebest possible estimations, cannot possibly
address all possible use cases and degradation factors that may impact the behaviour
of a machine. Thus, it is not that following the preventive maintenance plan provided
by anOEMleads to over-maintenance,which is associatedwith increased cost.On the
other hand, if the maintenance deviates a lot from that preventive maintenance plan,
it may be the cause of unexpected breakdowns and thus increased production costs.
Hence, the estimation of the degradation of machine under its operating environment
becomes a factor that could reduce costs, given a certain level of accuracy in its
estimation.Usually, theRULvalue is adopted to represent and quantify the estimation
of a machine’s degradation.

In this context, several methodologies to estimate the status of machine’s degra-
dation, in terms of a machine’s RUL, have been devised [56]. State-of-the-art meth-
ods [57–59] are mainly based on complex statistical analysis to map a value with
physical meaning for the maintenance personnel, responsible for further actions.

An adaptive skew-Wiener process model is discussed in [60] and validated in a
use case concerning the ball bearings in rotating electrical machines. In the same
study, the need to incorporate stochastic phenomena is highlighted. In this context, a
review on Wiener-process-based methods for degradation data analysis, modelling
and RUL estimation is provided in [61].
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Moreover, a state space model for prognostics using a mathematically derived
Kalman filtering approach is discussed in [62]. The proposed model is shown to
result in lower RUL estimation errors in comparison to other approaches defined in
the same study and based on a use case concerning on a battery RUL prediction.

Nevertheless, mathematical modelling is a complex process. However, with
the rapid development of information and communication technology, data-driven
approaches are gaining momentum, promising increased accuracy in RUL estima-
tion. An approach for estimating the RUL of rolling element bearings is discussed in
[63]. Relevance vector machines were used with different kernel parameters while
experimental results support the effectiveness of the proposed hybrid approach.

Considering the enormous amount of data generated inmanufacturing shop floors,
Artificial Intelligence (AI) and in particular deep learning approaches have been
widely investigated with promising results [64, 65]. Deep recurrent neural networks
are discussed in [66, 67]. In both studies the need for a large dataset and sufficient
training data is highlighted. LSTM recurrent neural network is another widely used
AI method with reports validating its performance [68, 69].

In addition, novel approaches based on data-driven techniques are investigated,
such as transformer-based neural networks [70] and digital twin models [71].

2.4 Integrated Solutions

A parallel research effort has been devoted to proposing integrated solutions provid-
ing both an architectural engine and data-driven methodologies [43, 46]. The work
in [46] proposed a distributed engine, enabling predictive maintenance based on a
dynamic combination of native interpretable algorithms to provide human-readable
knowledge to the end user.

However, integrated solutions have been customized either to a specific use case
or to a given data analytics task, such as predictive analytics driven by interpretable
models [46], forecasting activities in the smart-city context [43]. More general solu-
tions should be devisedwith the final aim to easily integrate them in existing industrial
solutions.

3 Key Challenges Identified

The decreasing cost of electronics in tandem with their ever-increasing capabilities
made sophisticated embedded electronics cost-effective for various applications. As
a result, complete historical trends can be stored in digital means and processed by
advanced techniques, revealing underlying patterns and detecting anomalies. Thus,
data-driven techniques pave the way for novel strategies bringing additional benefits
for adopters. In the case of manufacturers, this can bring down production costs via
multiple approaches, predictive analytics, and the resulting adoption of predictive


